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PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

1 BBeneHue

1.1 AHHOTauus

CoBpeMeHHble TEHAEHLMN Pa3BUTUA CBA3M AUKTYIOT oreparopamM HeobxoAMMOCTb noucka Hanbornee
ONTUMaJIbHbIX TEXHO/IOIMIA, NO3BO/IAOLWMNX YAOBNETBOPUTL CTPEMUTE/IBHO BO3pacTaroLLme noTpebHoCTH
ab0OHEHTOB, COXpPaHsA Npu 3TOM NPEEMCTBEHHOCTbL BGU3HEC-NPOLECcCcOoB, TMOKOCTb Pa3BUTKA 1 COKpaLleHne
3aTpar Ha npefocTas/ieHne pas/iMyHbIX cepBucoB. becnpoBoHble TexHOMorMy Bce 6onblue HabuparoTt
060pOTbl U K JAHHOMY MOMEHTY B KOPOTKOE BPeMS MPOLLIN OrPOMHbIA MYTb OT HECTAOWU/IbHbIX
HU3KOCKOPOCTHbIX CeTei CBA3M Masioro paguyca fo ceteit LM, conocTtaBUMbIX N0 CKOPOCTH € NMPOBOAHbLIMU
CEeTAMMU C BbICOKUMUN KPUTEPUAMN K KAYeCTBY npegoctasneHus ycnyr. Ycrpoinctsa WEP-2ac n WEP-2ac Smart
asnaTca Toukamu goctyna Wi-Fi Enterprise-knacca. OcHoBHoe npegHasHavyeHne WEP-2ac n WEP-2ac
Smart — ycTaHOBKa BHYTPW 3[,aHWIA B Ka4eCTBe TOUKU AOCTYyNa K pa3/InyHbIM pecypcam C co3faHnemM
6eCLIOBHOW 6eCnpoBOHO CETU N3 HECKO/IbKUX UAEHTUYHbIX Touek AocTyna («PoyMUHI»), ecrin TeppuTopus
MOKPbITUA LOCTATOYHO BeJIMKa.

B HacTosLEeM pyKOBOACTBE MO 3KCN/yaTaunm U3noXeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapakTepuCTUKW, KOHCTPYKTMBHOE 1CMONHEeHWe, npasuia 6e3onacHol akcnayarauuy, a Takke pekoMmeHgaumm
no ycTaHOBKe 1 HacTpoiike yctporictB WEP-2ac n WEP-2ac Smart.

1.2 YcnoBHble 0603HaYeHUs

© nMpumedaHus cogepxar BakHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MOb30BATENS O CUTYaLIMAX, KOTOPbIE MOTYT HAHECTN Bpe[,
YCTPOIACTBY U/ YeN0OBEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartenieil K BbICOKOCKOPOCTHOM 6e30nacHo
6ecrnpoBoAHOI ceTn paspaboTaHbl 6ecnpoBoaHble Toukn aoctyna WEP-2ac n WEP-2ac Smart (nanee
«yCTPOCTBOY).

OCHOBHbIM Ha3Ha4YeHNeM YCTPONCTB AB/SAETCA co3faHe 6ecnpoBOAHON CeTU nepefayn AaHHbIX L2-ypoBHA Ha
CTbIKe ¢ npoBoaHoii ceTblo. WEP-2ac n WEP-2ac Smart nogxntoyatoTcs K NpoBOAHONM CeTn yepes
10/100/1000M Ethernet-uHTepdieiic 1 ¢ NOMOLLBI0 CBOMX paguorHTepdeicoB co34aroT 6ecnpoBOaHON
BbICOKOCKOPOCTHOW A0CTYN 418 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

YcTpoicTBa cogepxart 2 paguonHtepderica ansa opraHnsaumm AyxX nsnyecknx 6ecnpoBoiHbIX CETEN.

WEP-2ac n WEP-2ac Smart nogaepxvsatoT COBpeMeHHble TpeboBaHUA K Ka4eCcTBY CEPBUCOB 1 NO3BOSAIOT
nepefasarb Hanbosiee BaxHbIn Tpauk B 60/1ee NPUOPUTETHBIX O4epeasix N0 CPaBHEHWUIO C 0ObIYHbLIM.
Ob6ecneyeHne NPMOPUTA3aLMUM NPONCXOAUT HA OCHOBE K/THoUeBbIX TexHonorunii QoS: CoS (cneuyasibHble METKN
B none VLAN-naketa) u ToS (MeTku B none IP-naketa). Ho KpomMe CTaHAapTHbIX NPaKTUK NPUOPUTU3ALNN,
yCTpOMCTBa NO3BONAOT 3a/aBaTb TPe60BaHNSA K KayecTBy nepefayun Tpadurka npakTmyecku rno 160omy noso
naketa, HaunHaa ot MAC n 3akaHunBass TCP/UDP-noptom. Ta e rméKoCTb COXpaHAeTCs Npy NpYMeHeHnUm
npasun ACL v weinuHra Tpadguka, 4To NO3BOMAET B MOSIHON Mepe ynpasnATb AOCTYNOM, KA4eCTBOM CEPBUCOB
N OrpaHNYeHUsMY, Kak o1 Bcex abOHEHTOB, Tak U [/15 K&X/A0ro B YaCTHOCTMU.

YCTpOIACTBO OPMEHTMPOBAHO Ha YCTAHOBKY B 0chuchl (rocyupexaeHus, KOHPepeHL-3asbl, naboparopuu,
FOCTUHMLBI 1 Ap.). BO3MOXHOCTbL CO34aHNsA BUPTYaUIbHbIX TOUYEK AOCTYNa C Pa3/IMYHbIMK TUNamu LM POBaHMs
nossonset yctaHasnusatb WEP-2ac n WEP-2ac Smart B opraHusauusx, rae TpebyeTtcs pasrpaHudyeHne npas
focTyna mexay 06bl4HbIMY N0/1b30BaTEeNIAMN U BblAeNEeHHbIMY rpynnamMu nonb3osartenei.

2.2 XapaKkTepucTuKa yCTponcTBa
Numepabelicnbi:

+ 1 noprt Ethernet 10/100/1000BASE-T(RJ-45) c nogaepxkoii PoE+;
« Wi-Fi2.4T1Ty IEEE 802.11b/g/n;

* Wi-Fi 51Ty IEEE 802.1Ta/n/ac;

+ Console RJ-45.

PyHKYyuUu:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

* arperauusi AaHHblx, Bkitoyas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHUPOBaHME NakeToB Ha ocHose WMM,;
* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* nogaepxka ckpoitoro SSID;

+ 32 BupTYyasibHble TOYKM OOCTYNa,;

+ 06HapyXeHne CTOPOHHUX TOYEK A0CTYNa;

+ Workgroup Bridge;

* nogaepxka WDS;

* nopaepxka MESH,;

* nogaepxka APSD.

Cemesbie (hyHKYUU:

* aBTOMaTM4yecKoe corslacoBaHMe CKOPOCTH, AYMN/IEKCHOTO PeXuma 1 nepekitoueHns Mexay pexmmamm
MDI n MDI-X;

* nogaepxka VLAN;

* noaaepxka 802.11k/r;
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* DHCP-knueHT;

* noggepxka IPv6,
* noggepxka LLDP;
* nogaepxka ACL;

* nogpepxka SNMP;
+ nopaepxka GRE.

Paboma 8 pexume knacmepa:

* opraHu3aums kiactepa eMKOCTbio A0 64 Touek J0CTyna;

* aBTOMaTMyYecKas CUHXPOHMU3aLMst KOHUIypauuii Todek focTyna B KNnacTepe;

* aBTOMaTMyeckoe 06HoBMeHMe MO Touek AOCTyna B KlacTepe;

+ Single Management IP — eguHbIil agpec Ana ynpasnieHUst TO4Kamm 4oCTyna B KnacTepe;

*+ aBTOMAaTMYeCKOe pacnpesesieHre YacTOTHbIX KaHa/I0B MEXAY ToYKamu AOCTYNa;

*+ aBTOMAaTMYeCKOe pacnpeaesieHre YpoBHs 13/y4aemoit MOLLHOCTU MeXy TouKamu goctyna.

®dyHkyuu QoS:

* MPUOPUTET N N1AHMPOBaHNE NaKeTOB Ha OCHOBE Npodinnei;
* OrpaHu4YeHune NpPonyckHOn cnocobHocTn Ans kaxagoro SSID;
* n3MmeHeHue napametpos WMM ans kaxpaoro pagmonHtepdeiica.

Ee3onacHocms:

* e-mail-nHpopmmpoBaHe 0 CUCTEMHbIX COBbITUSAX;

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
+ WPA/WPA2;

+ nopaepxka Captive Portal;
* nopaepxka Internet Protocol Security (IPsec);
+ nopaepxka WIDS/WIPS.

Ha pucyHke 1 npuBegeHa cxema npuMmeHeHusa obopyaosaHma WEP-2ac.

3 E
Gateway ® WEP-2ac 5y % \_ Ll [ WEP-2ac
U (u@:) e 1 ((@a)
A O
ARM | A
oneparopa \ \,
MES2124P X A E
\
< (———— > \ A
L — | I X
1 ™\
Cepeep fr' E \\\
l‘l \\\
DHCP, RADIUS « o
«@» «®»

PucyHok 1 — ®yHKUMOHa/IbHas cxema mucnosnb3oBaHna WEP-2ac
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTtpbl WAN-uHTeppelica Ethernet

KonnuyecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTtb nepegaun, Méut/c

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH, My,
Mogynauua

Paboune kaHasbl

CkopocTb nepegayn fgaHHblx, Mout/c

MakcumMmasibHast MOLLHOCTb NepeaaTynka
KoadhpuumneHT ycuneHns BCTPOEHHbIX
aHTEHH

UyBCTBUTENBHOCTb NPUEMHIKA

Be3onacHocTb

Mopnepxka 2x2 MIMO
YnpaBneHune

YpaneHHoe ynpas/seHue

OrpaHuuyeHne goctyna
O6uwue napameTpbl
NAND

RAM

MutaHne

MoTpebnsemasn MOLLHOCTb

Pabounin gnanasoH Temneparyp

1

RJ-45

10/100/1000, aBTOONpPEAENEHNE
BASE-T

802.11a/b/g/n/ac

2400-2483.5 MI'y, 5150-5350 MI'y, 5470-5850 MrI'L,

BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11b/g/n: 1-13 (2412-2472 MT'w)

802.11a/ac: 36-64 (5170-5330 MI'y)

100-144 (5490-5730 MI'y,

149-165 (5735-5835 MI'Ly

6,9,12, 18, 24, 36, 48, 54, MCS0-MCS15, MCS0-9 NSS1, MCS0-9 NSS2
802.)1 1n: go 144,4 Méut/c (kaHan 20 MI'y), no 300 Méut/c (kaHan 40
MIy,

802.11ac: go 866,7 M6ut/c (80 MI'y)

2.4TTu: 18 gbm?
5TTu: 21 gbm?

24TTu; ~50bn
5TTu: ~5pabwu

2.4TTu; po-98 nbm

51Tu; go-94 pbm

LieHTpanm3oBaHHas aBTopusauus yepes RADIUS-cepeep (802.1X WPA/
WPAZ2 Enterprise);

64/128/152-6utHoe WEP-wuindposaHue gaHHbIX, WPA/WPA2;

nogaepxka Captive Portal;
e-mail-mHdpopmmpoBaHe 0 CUCTEMHbIX COBbITUSAX

web-nHTepgeiic, Telnet, SNMP, SSH, cuctema ynpasneHus EMS;
O6HoBneHne MO 1 KoHpUryprposaHue nocpeactsom DHCP
Autoprovisioning

no naponto, no IP-agpecy, ayteHTngukaumnsa yepes RADIUS-cepsep

128 MB NAND Flash

256 Mb DDR3 RAM

PoE+ 48 B/54 B (IEEE 802.3at-2009)
He 6onee 13 BT

oT +5 go +40 °C



PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

OTHOCcUTeNbHasA BNaXHOCTb Npu 0o 80 %
Temneparype 25 °C

ra6aputbl WEP-2ac (anameTp x BbicoTa) 200 x 40 mm
ra6aputsl WEP-2ac Smart (anametp x 200 x 43 mm
BbICOTA)

Macca He 6onee 0,4 kr

'Onpepaensietcsa perynatopamu Transmit Power Limit u Transmit Power Control

10
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2.4 [Ouarpamma Hanpae/fieHHOCTN BCTPOEHHbIX aHTEHH

Ha pucyHkax Huxke npeacTaB/ieHbl AnarpammMbl HaNnpPaBIEHHOCTY BCTPOEHHbIX aHTEHH YCTPOICTBa.

185

AvanasoH 2.4 Ty,

= Y ]

AnanasoH 5Ty

105 75

= Y =

© [1ns WEP-2ac Smart B gnanasoHe 5 T, cMapT-aHTEHHA UCMO/b3YET METOZ, «NePeKTIoUeHNs flyda» —
310 60nee 700 wabnoHOB Anarpamm HanpaseHHOCTH, KOTOpble AHaMUYECKN MEHSIOTCA B npolecce
pab6oTbl ToUkM aoctyna. WEP-2ac Smart noCTOSIHHO OLEHUBAET PacnosfioXXeHNE KANEHTOB U

MCTOYHMKOB pafMornomex, a 3aTtem BblovpaeT 13 700 WwabnoHOB ONTUMAa/IbHYHO /151 KaX/0ro MoMeHTa
BPEMEHW Anarpammy Harnpas/IEHHOCTM.

11
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporictea WEP-2ac n WEP-2ac Smart BbInosiHeHbI B /1aCTUKOBOM Kopryce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHeLLHWiA BUA NaHenn yCcTpoiicTBa NpMBEAEH HA PUCYHKE 2.

—— — e
= ST T e =50 NTTT T e =
s—u__\:j = [T17 || speed GE(PoE) Console ?z.muzlf N5 ’—_j'/__,i

1 2 3 4 5
PucyHok 2 — BHelwHwWi BUA ocHoBHOW naHenn WEP-2ac n WEP-2ac Smart

Ha ocHoBHol naHenu yctpoiictB WEP-2ac n WEP-2ac Smart pacnonoxeHs! cnegyroLine CBeETOBble
VHAMKATOPbI, pa3beMbl 1 OpraHbl ynpasneHus (Tabnuua 2).

Tabnuua 2 — OnucaHne NHAMKATOPOB, NOPTOB 1 OPraHOB yNpaB/eHns

OnemMeHT naHenu OnucaHue

1 Link/Speed CBeTOBasi MHAMKaUmsi cocTosiHusA nopTa GE (PoE)

2  GE(PoE) nopt GE gns nogknioueHusi nutaHust PoE+

3  Console KOHCO/bHbIA NOPT RS-232 on5 NOKasIbHOTO yNpaBneHUst yCTPOCTBOM
4 F oyHKLMOHA/IbHAsA KHOMKa

5

Wi-Fi WHAMKATOPbI akTMBHOCTK cooTBeTcTBYoWwmx Wi-Fi mogynei

12
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2.6 CpetoBas nHgukauus

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb

COCTOSIHUIA MHAMKATOPOB NpuBeaeH B Tabnumue 3.

Tabnuua 3 — CeeToBas NHAMKaLMA COCTOSAHWUS YCTPOICTBa

Nuaukatop CocTosiHne nHgmKaTtopa

Wi-Fi 3e/1eHbIiA, FTOPUT NOCTOSIHHO
3e/1eHbll, Muraet

LAN ropwvT 3eneHblit ceetogmog (10, 100 Méut/c)/ roput
opaHxeBblit ceeTogmog (1000 MéuT/c)
MUraeT 3e/1eHblii CBETOANOA

Power (Ha 3€/1eHbIiA, FTOPUT MOCTOSHHO

BEPXHEW naHesnu

yCTpOIicTBa)
OpaHXeBblii, FOPUT MOCTOAHHO

KpacH bllA, ropuTt NOCTOAHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoiicTBa

cetb Wi-Fi-akTnBHa

npoLecc nepeaauyn AaHHbIX Mo
6ecnpoBoHOIN ceTn

YCTaHOB/IEHO COeAVHEHNE C
NOAKMOYEHHbIM CETEBbIM YCTPOWCTBOM

NpoLLecc NakeTHoON nepegayn faHHbIX Mo
LAN-nHTepdheiicy

BK/IIOYEHO NUTaHWe YCTPOICTBa,
HOopMaUTbHasa paboTta

YCTPOICTBO 3arpy>eHo, HO He MosyyeH
IP-appec no DHCP

3arpyska ycTpoiicTea

[nsa cépoca ycTpoicTBa K 3aBOACKMM HACTPOikaM He06X0AMMO B 3arpy>K€HHOM COCTOSAHUM HaKaTb U
yaepxuBaTtb KHOMKY «F», noka nHgukarop «Power» He HauHeT muratb. Mocne aToro nponsonget
aBTOMaTnyeckas nepesarpyska yctpoicTtsa. Mpu 3aBOACKMX ycTaHOBKax 6yaeT 3anyuieH DHCP-kiveHT. B
cny4ae, ecnn agpec He 6yaet nony4veH no DHCP, To y ycTpoiicTBa 6yaeT 3aBoACKo ip-agpec — 192.168.1.10,

Macka nogcetn — 255.255.255.0.

2.8 KomnnekT nocTaBKu
B KkomMnekT nocTtaBku BXOOAT:

+ 6ecnpoBogHas Touka goctyna WEP-2ac/WEP-2ac Smart;

* KOMMJIEKT Kpenexa,

* PYKOBOACTBO M0 3kcnayatauum Ha CD-aucke (OnuyoHasnbHo);
* cepTudpmkart cCooTBETCTBUS,

* namsTka o JOoKyMeHTauuu;

* nacnopr.

13
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3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1. PekomeHAyemoe ycTaHaB/IMBaeMoe MonoXeHne: ropu3oHTasIbHOe, Ha NOTOJIKe.

2. Mepep ycTaHOBKOW N BK/IOYEHMEM YCTPOICTBA HEOOXOAUMO NPOBEPUTL YCTPOMNCTBO HA HaInYme
BUAMMbIX MEXaHNYECKMX NOBPEXAEHWN. B criyyae Hannuns NoBpexaeHnin cnefyer npekpartuTb
YCTaHOBKY YCTPOMCTBa, COCTaBUTb COOTBETCTBYHOLLMI aKkT U 06paTUTLCA K MOCTaBLLKKY.

3. Ecnu ycTpoicTBO Haxoamnoch A/iMTeNbHOE BPEMS NPY HU3KON Temnepartype, nepes Ha4anom paboThbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

4. Tpwn pa3meLleHnmn ycTpoiicTa ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

a. YcTaHaBnuBaiiTe yCTPOWCTBO B LIEeHTpe 6eCnpoBOAHON CETH.

b. MuHummanpyiite uncno nperpag (CTeHbI, NOTOMKK, MEGE/b U APYrOE) MEXY TOUKOW AocTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

c. He ycTaHaBnuBaliTe ycTpoiicTBO B6/1M3YM (Nopsiaka 2 M) 3NEKTPUYUECKUX U PaAVNOYCTPOICTB.

d. He pekomeHayeTcs ncnonb3oBartb paavoTenedoHsl 1 gpyroe obopyaosaHve, paboTatoLlee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

e. MNpenAaATcTBusa B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUWIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/I/INYecKnii Kapkac Bbl3blBaeT MHOIO/ly4eBOe pacnpocTpaHeHne curHana u 3aryxaHue npu
NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUnoTosKa.

5. Tpu pa3meLleHnn HECKObKUX TOYEK, panycC COTbl O/MKEH NepeceKkaTbCs C COCefHeil COTOW Ha ypOBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraeTcs ucnosb3osaHne VolP, N0TOKOBOro BMAeOBELLaHNS U APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHus. MpnbnuantesnbHbIA paguyc oxeata yBepeHHoro npuema Toyek goctyna WEP-2ac n WEP-2ac
Smart npy MOHTaXKe Ha NoToJsIKe B TUMOBbLIX OOUCHbLIX NomeweHnax: 2.4 Iy, — 40-50 m, 5Ty — 20-30 m. Mpwn
NO/THOM OTCYTCTBUM NPensaATCTBUin pagnyc oxsata: 2.4 'y, — o 100 m, 5Ty, — go 60 m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HauyeHuna 3atyxaHus

Martepuan N3meHeHNne ypoOBHA curHana, gb
24TTy 51Ty
OprcTekno -0,3 -0,9
Kupnnu -4,5 -14,6
Crekno -0,5 -1,7
'mncokapToH -0,5 -0,8
Jilely 1,6 1,9
PaHepa -1,9 -1,8
LLITykaTypka C MeTa/1/IN4eCKON CETKOW -14,8 -13,2
LLinako6n0ok -7 -11
MeTan. pewetka (sueiika 13*6Mm, MeTasn -21 -13

2MMm)

3.4 BblGOp KaHaOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS
YCTaHOBUTb HEMEPEKPbIBAIOLLMECS KaHasbl.

Kanansl

if 2 3 4 5 6 7 8 9 10 11 12 13 14

2.402 Ty, ’17 22 My 4% 2483 Ty

PucyHok 3 — O6Lwasa guarpaMmma nepekpbiTUa 4acToTHbIX KaHanoB B 2.4 Ty,

Mpumep cxeMbl pacnpesesieHns KaHasioB Mexay CoceHMN ToukaMu B auanasoHe 2.4 Ty npy wnprHe
kaHana B 20 MI'y, npuBegeH Ha pUCyHke 4.
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PucyHok 4 — Cxema pacnpegesieHus KaHasi0B Mexay CoceHMMU TodkaMu AocTyna B ananasoHe 2.4 Ty npu
lwnpuHe kaHana B 20 MIy,

AHaNOINMYHO PEKOMEHIyeTCs COXPaHATh aHHbIli MeXaHU3M pacrnpeaesnieHnst KaHasioB Npy PacrosIOXEHUN
TOUeK Mexay aTaxamu (PUCYHOK 5).

PucyHok 5 - Cxema pacnpeneneHna KaHasioB mexay cocegHMMN ToHKamMn A0CTyna, pacnosioXXeHHbIMU MeXay
STaKamMmun

Mpn ncnonb3oBaHUK WXPKHBI KaHasa 40 MIMy, B Anana3oHe 2.4 [T, HET HenepekpbIBaloLLMXCA KaHaoB. B
Takmx crlyvasix CTouT BblbMpaTb MakCMMasibHO OTAA/IEHHbIE APYT OT Apyra KaHasbl.

5170 5330 5490 Weather 5730 5735 h835

MHz MHz MHz Radar MHz MHz MHz
1 | I ] ] I
EEEChanmnel# 18 S I3 N8 as SSSS2SIIS8IF 2B86s8
I I I

g

20 MHz LV VY
40 MHz 5! V V V
80 MHz // v

160 MHz !

Examples of /I AN
non-contiguous
VHT80+80 MHz A
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EEEER | BB

PucyHok 6 — KaHasnbl, ucnonbsyemsle B AgnanasoHe 5 'y npu wunpuHe kaHana 20, 40, 80 My,
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3.5 YcTaHoBKa ycTponcTea

YCTPOICTBO MOXET 6bITb YCTAHOB/IEHO HA N/1I0CKOI NOBEPXHOCTU (CTEHa, MOTO/10K) NPU COBNAEHNN
MHCTPYKUMM NO TEXHVKe 6€30MacHOCTU 1 pEKOMEHAALMIA, NPUBEAEHHbIX BbILLE.
B KOMNNEeKT NOCTaBKM YCTPOMCTBA BXOAUT KPeNex A1 yCTaHOBKN YCTPOCTBA Ha M/I0CKYH NOBEPXHOCTb.

3.5.1 TlopAagok KpenaeHns Ha CTeHy

1. 3akpenuTe NNacTUKOBbIN KpOHLUTeVIH (BXO,EI,VIT B KOMMAEKT I'IOCTaBKl/I) Ha CTeHe:

CTeHa

NNacTUKOBbIN KPOHLUTENH

PucyHok 7 — KpenneHune KpoHLITeNHa Ha CTeHe

a. Mpumep pacnonoXeHUs NIacTUKOBOrO KPOHLUTEHA NOKa3aH Ha PUCYHKe 7.

b. Mpwn ycTaHoBKe KPOHLLTENHA HY)XHO NPOMNYCTUTL NPOBOAA B COOTBETCTBYHOLLME Na3bl Ha
KPOHLUTEWHE, pUCYHOK 7.

c. CoBMecT/Te TpU OTBEPCTUS A1 BUHTOB Ha KPOHLUTEHE C TaKUMM e OTBEPCTUAMMU Ha
noBepXHOCTW. C NOMOLLH0 OTBEPTKM NPUKPENUTE KPOHLITEH BUHTAMU K MOBEPXHOCTM.

2. YCTaHOBUTE YCTPOICTBO:

KPOHLUTEWH

YCTPOWCTBO

PucyHok 8 — YcTaHoBKa ycTpoiicTea (Bug cnepeam)

a. MopkntounTte Kabens K COOTBETCTBYIOLMM pa3bemam ycTpoiicTea. OnncaHme pasbemMoB
npvBefieHo B pasaene KoHCTPYKTUBHOE VCTOSHEHVE,

b. CoBMecTuTE YCTPOINCTBO C KPOHLITENHOM U 3adpUKCUPYIiTE NOSIOXEHNE, NOBOpa4MBasi No YacoBoO
CTperske.
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3.5.2 Topsfok KpensieHnsa Ha duanbLUnoTonokK

© He pekomeHyeTcsi pasMellieHne CO BHYTPEHHEH CTOPOHbI (hasibLUIMNOTO/IKA, TaK Kak MeTas/Iuyeckuii
KapKac BbI3blBAET MHOr0/ly4eBOE PacrnpoCcTpaHeHne curHana v 3atyxaHue npv NPoxXoxaeHuu yepes
peLLeTKy KapKaca asibLUnoTosiKa.

1 — MeTaNIINYECKMIA KPOHLUTENH; 2 — NaHenb APMCTPOHT; 3 — N/1aCTUKOBbIN KPOHLLITENH; 4 — YCTPOICTBO.

PucyHok 9 — MoHTax ycTpolicTBa Ha hasibLUNOTOMOK

1. 3akpenute MeTasl/IMYeckuii U NNacTUKOBbIA KPOHLLTEHbI HA NOTOsKE (PUCYHOK 9).

a. MnacTuKoBbIi KPOHLITENH (3) coeauHsieTCs Ha hanbLLUNOTOsKE ¢ MeTanndeckum (1) B
cnepyroLeM nopsagke: MeTasl/IMYECKUn KPOHLUTENH -> NaHenb APMCTPOHT -> N1aCcTUKOBbIN
KPOHLLITEH.

b. B naHenn ApMCTPOHI Npope3aeTcs 0TBEPCTUE, pA3MEPOM C OTBEPCTUE META/I/INYECKOTO
KpoHLITeliHa. Yepes AaHHOe 0TBEpPCTME 3aBOAATCS NpoBoaa.

c. CoBMecCTUTE OTBEPCTUS HA META/IINYECKOM KPOHLUTENHE, MaHes i APMCTPOHT 1 NNaCTUKOBOM
KpOHLUTeliHe. [lanee COBMECTUTE TPU OTBEPCTUS 4N151 BUHTOB Ha NAACTUKOBOM KPOHLUTEHE C
TaKMMM XXe OTBEPCTUAMMN HA MET/I/IMYECKOM KpOHLUTEliHe. C NOMOLLbH OTBEPTKM coeanHuTe
KPOHLUTEiHbI BUHTaMMW.

2. YcTaHoBUTE YCTPOWNCTBO.

a. Mogknounte Kabens Kk COOTBETCTBYHLMM pasbemMaM ycTpoicTea. OnncaHme pasbemMoB
npuBeAeHoO B pasaene KOHCTPYKTUBHOE UCMOSTHEHNE.,

b. CoBmecTuTe yCTpOICTBO C NNACTUKOBbLIM KPOHLUTEAHOM 1 3adpuKCUpyiiTe NOMOXEHWe,
noBopaynBasi yCTPONCTBO MO YaCOBOl CTPesIKe.

3.5.3 TopsiioK CHATKSA YCTPOIACTBA C KPOHLUTEHA
[Nsi CHATUA YCTPOIACTBA C KPOHLLTEHA:

1. MoBepHUTE YCTPOIACTBO NPOTUB YaCOBOI CTPEsKM (PUCYHOK 7).
2. CHUMMTE YCTPOIACTBO.
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4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl

[ns Hayana paboTbl HYXXHO MOAK/YNTLCA K YCTPOMCTBY No MHTepdielicy GE uepes web-6pay3ep:
1. Otkpoirte web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka noaceTu: 255.255.255.0.
Mo yMOn4aHu1Io YCTPOIMCTBO MOXET nony4unTb agpec no DHCP. o 3Toro OHO AOCTYMHO No
3aBsogckomy IP-agpecy.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTCcsl CTpaHuLa ¢ 3anpocoM UMEHN

nonb3oBartena n napons.
SHELTEX

User Name
Password

| Logon |

3. Beeaute nms nonb3osartesnia B cTpoke «User Name» 1 naposb B cTpoke «Password».

© 3asopckue ycraHosku: User Name — admin, Password — password.

4. HaxmuTe KHOMNKy «Logon». B okHe 6pay3epa 0TKpOeTCs HavasibHasi cTpaHmua web-nHtepdeiica
yCTpOWCTBa.
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4.2 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke Hmxe npeacTaB/eHbl 3/1IeMeHTbl HaBurauum web-nHtepdeliica.

.f\. elLTeEX Eltex Enterprise Wireless Access Point Lo}

- .
gock Ses Provide basic settings ). 3
= Provide the
rimimal sek of
F
4 i = A information nee 0
» Review Description of this Access Point ... e TR e e
. . . _ and start wirzless
These fields show infermatien specific to this access point. networking as
= = e described in the
Wireless Multicast Forwarding Statisti 1P Addrese: 107.168.40.06 numbered steps on
this page.
Client Associations MAC Address: E0:D9:E3:71:F5:40
TSPEC Client Associations Firmware Version:  (TeKyuan eepeua NOJ fia;."n':'.;.. e
Rogue AP Detection Uptime: 20 days, 14 hours, 41 minutes DHCP server on the
. - network and do not
TSPEC Status and Statistics CPU Usags: 85.30% T e are e
£ 3
Do Memory Usage: 135MB/248MB (54%) first thing you must do
after bringing up the
Radio Statistics access point is change
the Connection Type
Email Alert Status from DHCP to Static
IP.

To change the
‘Connection Type, go to

D Device Information
the Ethernet (Wired)

Ethernet Settings

Management IPvG Product Identifier:  WLAN-EAP Settings tab.
IPv6 Tunnel Hardware Version: 2v2 More ...
Serial Number : WP12008615
Wireless Settings i
Device Name: Eltex-AP

Radi . L
el Device Description: WEP-2Zac

Scheduler Association

B
'3

® < &
2 3
2 &
2 [}

b Provide Network Settings ...
VAP Minimal Si I - .

L SR These settings apply to this access point.
Fast Bss Transition

Wirels Multicast F: rdi
WDs

MAC Authentication

Load Balancing

Authentication

[SENEOETEDL Bl b Serial Settings ...
OTT Settings

Baud Rate [ 115200 ¥
Bonjour
Web Server . B System Settings ...

OKHO nonb3oBaTesIbCKOro MHTepq:)el‘/ica MOXXHO YC/10OBHO pa3fennTb Ha 3 yactu:

1. Pazfenbl MeH0 HacTPOEK YCTPOIiCTBa.
2. OCHOBHOE OKHO HaCTPOEK BbIGpaHHOIO pasaena.
3. CnpaBoyHas MHGopMaLMs MO BbIGPaHHOMY pasaeny MeHIo.
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4.3 MeHto «Basic Settings»

B meHto «Basic Settings» oTob6paxaeTcs ocHoBHas MHopmMaLmsa 06 ycTpoicTee. Mimetowmecs B JaHHOM
MEHI0 paszenbl NPefoCTaB/IAT BO3MOXHOCTb CMEHUTb Naposb AOCTYNa K YCTPONCTBY M HACTPOMTL CKOPOCTb
nopta Console.

Provide basic settings

» Review Description of this Access Point ...

These fields show information specific to this access point.

IP Address: 192.168.15.118

MAC Address: ED:D9:E3:51:DE:00

Firmware Version: {Texywana gepcuAa MO )

Uptime: 0 days, 1 hours, 42 minutes

CFPU Usage: 70.70%

Memory Usage: 38MB/249MB (39%)
Refresh

p Device Information

Product Identifier: WLAN-EAP
Hardware Version: 3v0

Serial Number : WP19000305
Device Name: Eltex-aP

Device Description: WEP-2ac Smart

Review Description of this Access Point — B faHHOM pa3sgene npuBoanTca MHopMaLmsa 0 CETEBbIX
HacTpolikax ycTpoiicTea u Bepcum IMO.

+ IP Address — IP-agpec ycTpoiicTBa;

+ MAC Address — MAC-agpec ycTpoincTBa;

« Firmware Version — Bepcusi NpoOrpaMmMHOro obecneyeHus;

+ Uptime — Bpems paboThl;

+ CPU Usage — cpeaHuii NpoLEHT 3arpy3ku npoueccopa 3a nocnegHme 10 cekyHa,
* Memory Usage — NpoLEeHT UCNO/Ib30BaHUA (PM3NYECKOM NamsATH YCTPOMCTBA.

Device Information — ocHoBHasi MHpopmauumsi 06 yCTPOICTBE.

* Product Identifier — naeHTUMKATOP YCTPOCTBA;

« Hardware Version — Bepcusi annapaTHOro obecneyeHus;
« Serial Number — cepuiiHblii HOMep YCTPONCTBa;

+ Device Name — cncteMHoe MMs yCTPOICTBa;

+ Device Description — onncaHue ycTpoiicTsa.
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b Provide Network Settings ...

These settings apply to this access point.

MNew Password

Confirm new password

b Serial Settings ...

Baud Rate 115200 .

B System Settings ...
Systam MName WOP-2ac
System Contact 2dmin@examplz.com

Syseem Lacation Default

Click "Update” to save the new settings.

Updats |

Provide Network Settings — B JaHHOM pasaesne BbINOSHAETCA CMeHa napons ansi goctyna k web/CLI-
KOHJoUIypaTopy yCTpoiicTBa.

+ New Password — HOBbIli Naposb;
+ Confirm new password — NOATBEPXAEHNE HOBOrO Naposisi.

Serial Settings — HacTpoiikn nHTepdeiica Console.

* Baud Rate — ckopoCTb nepegayn AaHHbIxX No uHTepdeiicy Console, 6ut/c. Mo ymonyaHuio napameTp
paseH 115200. MoxeT npuHumathb 3HavyeHns 9600, 19200, 38400, 57600, 115200.

System Settings — B pa3gesie MOXHO U3MEHUTb CUCTEMHbIE HACTPOIKN YCTPONCTBA.

+ System Name — cMcTeMHOEe UMS YCTPONCTBA;
+ System Contact — KOHTaKkTHaa MHpopmauma AN CBs3M ¢ agMUHUCTPATOPOM,;
+ System Location — nHcopmayms 0 om3an4yeckoM MeCcTONoNOXKEHNN YCTPOICTBA.

[lna BCTynneHns B culy HOBOW KOHUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBHCHMMYIO NMaMsATb HAOXKMUTE
kHoMKy «Update».
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4.4 MeHo «Status»

B MeHI0 «Status» oTpaxaeTcsi Tekylee COCTOSIH/E CUCTEMbI, MPUBOAMTCS UH(DOPMALLMA O COCTOSHUN
NHTEPENCOB YCTPOMCTBA, PErMCTPUPYEMbIX HA YCTPOUCTBE COOLITUSAX, NOAKTHOYEHHBIX KITMEHTAX,
PaZMOOKPYXXEHNN 1 paAMOCTaTUCTUKE YCTPONCTBA.

4.4.1 MopmeHto «Interfaces»

B noameHto «Interfaces» npegcrasneHa nHopmaumsa 0 TEKYLLEM COCTOSIHUM NPOBOAHbIX NMHTEPGENCOB U
HacTpolikax 6ecnpoBOAHON CETU.

[ns 6bICTPOro nepexofa B MEHKO HACTPOEK NPOBOAHOroO nHtepdeica «Wired Settings» nnn 6ecnpoBogHOro
nHtepdoeica «Wireless Settings» HaxmuTe Ha ccbinky «Edit» B cooTBETCTBYHOLLEM pa3gene.

View settings for network interfaces

Click "Refresh™ button to refresh the page.

Refresh

Wired Settings (_Edit )

Internal Interface

MAC Address E0:D2:E3:51:E4:EL
WLAN ID 1

1P Address 1592.168.44.259

Subnet Mask 255.255.255.0
IPv6 Address i

IPv6 Address Status

IPvE Autoconfigured Global Addresses
IPv6 Link Local Address

IPvB-DN5-1

IPvE-DNS-2

DNS-1

DNS-2

Default Gatewsay
Show interfaces table

172.16.0.1
172.16.0.3
192.168.43.1

Wireless Settings

(_Edit )

Radio One

Status on

MAC Address ED:D%:E3:51
Made IEEE 802.11a/n/ac
Channel 48 (5240 MHz)
Operational bandwidth, MHz 20

Transmit Power Output, dBm 19.25

Show interfaces table

Radio Two

Status

MAC Address :

Mode IEEE 802.11b/g/n
Channel 6 (2437 MHz)
Operational bandwidth, MHz 20

Transmit Power Qutput, dBm 15.00

Show interfaces table

Wired Settings — npuBogutcsa nHgopmaums 0 TeKyLLeEM COCTOSHMM NPOBOAHONO MHTEpdeca:

* MAC Address — MAC-agpec Ethernet-nHtepdelica ycTpoiicTBa;

« VLAN ID - Homep VLAN ans ynpaBfeHusi yCTPOMCTBOM,;

* IP Address — IP-agpec ynpaBneHus yCTPONCTBa;

« Subnet Mask — macka IPv4-ceTn ynpaBneHus;

* IPv6 Address — IPv6-agpec ynpaBneHus yCTPOMCTBa;

* IPv6 Autoconfigured Global Addresses — cnMcOK CKOH(hMryprMpoBaHHbIX aBTomMaTmnyeckn IPvb-aapecos;
* IPv6 Link Local Address — aBTOMaTM4YeCKN CKOHQIUIYPUPOBaHHbI NokKanbHbIA IPv6-aapec;
+ IPv6-DNS-1 — agpec nepsoro DNS-cepsepa B IPv6-ceTy;

+ IPv6-DNS-2 — agpec Btoporo DNS-cepsepa B IPv6-ceTy;

+ DNS-1 — appec nepsoro DNS-cepsepa B IPv4-ceTy;

+ DNS-2 — appec sToporo DNS-cepsepa B IPv4-ceTy;

+ Default Gateway — wnt03 no ymonyaxuio B IPv4-cetn.
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Wireless Settings — npmBoanTCca MHopMaLmMsi O TEKYLLEM COCTOSIHUM 6eCNPOBOAHbIX MHTEPXECOB:

Mpu HaxaTum Ha ccbinky «Show interfaces table» B pasgenax «Wired Settings» n «Wireless Settings»
CTAHOBMWTCA AOCTYMHON Tabnmua MHTepdencoB, cogepxallas cneayroLLyro nHhopmaumto:

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Radio One Status — cocTosiHMe paboTbl NEPBOr0 pagnonHTepdeiica;
Radio Two Status — cocTosiHue paboTbl BTOPOro paanonHTepdelica;
MAC Address — MAC-agpec pagnonHTepgeinca;
Mode — pexum paboThbl pagnonHTepdieiica cornacHo ctaHgaptam IEEE 802.11;

Channel — Homep 6ecnpoBOAHOIO KaHasa, Ha KOTOPOM paboTaeT paanouHTepdeic;

Operational bandwidth — wnpunHa NOM0OCkLI YacTOT KaHana, Ha KOTOPOM paboTaeT paguonHTepderic, My,
Transmit Power Output — dpakTnyeckas nsnyyaemas MOLHOCTb nepegaryunka, gbm.

Wireless Settings
Radio One

Status

MAC Address

Mode

Channel

Operational Bandwidth, MHz
Transmit Power Output, dBm

Hide interfaces table

Interface Status MAC Address

wlanD:vapd up

wlanl:vapl down
wlan0:vap2  down
wlanD:vap3 down
wlanD:vap4 down
wlan0:vap5 down
wlanD:vapé down
wlanl:vap? up

wlan0:vap8 down
wlanD:vap® down
wlanD:vapl0 down
wlan0:vapll down
wlanD:vapl2 down
wlanD:vapl3 down
wlan0:vapld4 down
wlanD:vapl5 down
wlanOwds0 down
wlanOwds1 down
wlan0wds2  down

wlanOwds3 down

Radio Two

Status

MAC Address

Mode

Show interfaces table

EB:28:C1:C1:27:60
EB:28:C1:C1:27:61
EB:2B8:C1:C1:27:62
EB:28:C1:C1:27:63
EB:28:C1:C1:27:64
EB:28:C1:C1:27:65
EB:28:C1:C1:27:66
EB:28:C1:C1:27:67
EB:28:C1:C1:27:68
EB:28:C1:C1:27:69
EB:28:C1:C1:27:6A
EB:28:C1:C1:27:6B
EB:28:C1:C1:27:6C
EB:28:C1:C1:27:6D
EB:28:C1:C1:27:6E
EB:28:C1:C1:27.6F

{ Edit )

an
EB:28:C1:C1:27:60
IEEE 802.11a/n/ac
157 (5785 MHz)
80

15.25

VLAN ID Name (SSID)

1505
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Eltex VAP

irtual Access Point 1
Virtual Access Point 2
Virtual Access Point 3
‘irtual Access Point 4
Virtual Access Point §
Virtual Access Point 6
irtual Access Point 7
Virtual Access Point 8
Virtual Access Point 9
‘irtual Access Point 10
Virtual Access Point 11
Virtual Access Point 12
irtual Access Point 13
‘irtual Access Point 14
Virtual Access Point 15

OFf
EB:28:C1:C1:27:70
IEEE 802.11b/g/n

* Interface — Ha3BaHWe UHTepdelica TOUKM AOCTYNa;

[ns Toro uTo6bl CKPbITL TAGNMLY HaXXMUTE Ha ccblnky «Hide interfaces table».

Status — cTatyc uHTepgeiica;
MAC Address — MAC-agpec nHTepdeiica;
VLAN ID - naeHtudbmkatop VLAN, ncnonb3yemsblii Ha MHTepdelice;
Name (SSID) — nmsi 6ecnpoBOHO CETW.

[ns 06HOBNEHMA MHhopMauUK Ha CTpaHuLe Haxxmute KHonky «Refreshy.
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4.4.2 TMopgmeHio «Events»

B nogmeHto «Events» MOXHO MPOCMOTPETb CMNCOK COOLITUI, NPOUCXOAALMNX C YCTPONCTBOM, & Takxke
HaCTpoOuTb NepeHanpaseHne cobbITUn Ha CTOPOoHHNIA SYSLOG-cepBep.

View events generated by this access point

Options Relay Options
Persistence Enabled (®) Disabled| FE12Y Log Enabled '*/ Disabled
. Rel Host | [XXX.KXX.XXX.XXX)’ ORI D NOCR D 0N DM ] RO D00 | M
Severity e elay Hos Hostname max 253 Characters)
Depth /512 |(Range: 1 -512) | Relay Port 514 (Range: 1 - 65535, Default: 514)

Click "Update™ to save the new settings. Click "Update™ to save the new settings.
Update Update

Events

Click “Refresh™ button to refresh the page.
Refresh
Time Settings (NTP) Type Service Drescription
Apr 20 2021 08:28:00 debug hostapd[21316] Station f2:2b:5a:02:68:5e associated, time = 0.001250
Apr 20 2021 08:28:00 debug hostapd[21316] station: f2:2b:5a:02:68:5e associated rssi -57(-57)
Apr 20 2021 0B:28:00 info  hostapd[21316] STA f2:2b:5a:02:68:5e asscciated with BSSID eB8:28:c1:c1:27:60
Apr 20 2021 08:28:00 info hestapd[21316] Assoc request from f2:2b:5a:02:68:5e BSSID e8:28:c1:c1:27:60 SS5ID Eltex VAP
Apr 20 2021 08:27:20 info  dman[1233] The AP startup configuration was updated successfully.
Apr 20 2021 08:27:20 debug clusterd[1951] dman sent notification that config has changed

Click "Clear All" to erase all events.
Clear All

Options — B faHHOM pasfesne BbINO/IHAETCA HACTPOiKa CeayoLwmx napameTpoB XypHasia COOOLLEHWIA:
YPOBEHb BaXXHOCTU M KOIMYECTBO COOOLLEHWNIA, COXPAHSAEMbIX B 3HEPrOHE3aBUCMMOM NamMATH YCTPOCTBA.

* Persistence — BbI60op cnoco6a coxpaHeHst UHPOPMaLMOHHbIX COOOLLEHWIA:
+ Enabled — npu yctaHOBKe faHHOro dpiara cobbITns XypHasna 6yayT COXpaHATLCS B
9HEeproHe3aBNCUMON NaMATU.
+ Disabled — npu yctaHoBKe faHHOro dpnara cobbiTns 6yayT COXpPaHATLCA B 3HEPro3aByCcUMOi
namsATn. CoobLleHns1 B 9HEPro3aBMCcUMOl NnaMsATh 6yayT yaaneHbl Npy nepesarpyske CUCTeMbI.
+ Severity — ypOBEeHb BaXXHOCTW COOBLLEHMS, KOTOPOE HYXXHO COXPaHWUTb B 3HEPrOHE3aBUCUMON NaMATK.
OnvcaHve CcyLLecTBYOLWNX YPOBHE BaXKHOCTU NPUBEAEHO B TabNMLE HUXKE.

Tabnuua 5 — OnncaHve Kateropuii BaXKHOCTU COObITWIA

YpoBeHb Tun BaXHOCTU OnucaHue
CoO0G6LWEeHnI
0 UpesBblvaiiHbie B cucteme npom3soLuna Kputnyeckas ownobka, cuctema MoxeT
(emergency) paboTaTb HenpaBubHO
1 CurHanbl Tpesoru (alert) Heobxogmmo HeMeg/1eHHOe BMeLaTe/lbCTBO B CUCTEMY
2 KpuTtnueckue (critical) B cucteme npousoLunia Kputuyeckas owmnoka
3 Owwn6ouHbIe (error) B cucteme npou3zoluna ownéka
4 MpenynpexaeHus MpeaynpexaeHne, HeaBapuintHoe coobLLiEHNE
(warning)
5 YBegomneHus (notice) YBeLOM/IEHNE CUCTEMbI, HeaBapuiiHoe coobLleHne
6 VHdpopmaunoHHbie VHdopmMaLMOHHbIE COOBLLEHNSA CUCTEMDI

(informational)

7 OTtnagouHsle (debug) OTnagouHble CO06LIEHUS NPeAoCTaBNAT N0/b30BaTesNo
NHOPMALIMIO [/ KOPPEKTHOW HACTPOIKN CUCTEMBI
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+ Depth — makcrmasibHOe KO/IMYeCTBO COOBLLEHNIA, KOTOPOE MOXET ObiTb COXPaHEHO B 3HEPro3aBnCcUMOoN
namsaTun. MNMpu NpeBbILWEHNN AAHHOIO NOpora NPONCXOANT Nepes3anncb CO0OLEHNS, KOTOPOE XPaHUTCA B
C/UCTEME [0/IblLe BCEX, HOBbIM CO06LLEHMEM. MapameTp NpUHUMAET 3HaYeHNs1 B guanal3oHe oT 1 go
512. 3HaueHune no ymonyaHuwo — 512.

[na BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBNCHMYHO NMaMsATb HaXXMUTE
kHOMKy «Update».

Relay Options — B faHHOM pa3gesie BbINOMHAKTCS HACTPOWKM OTNPaBKN MHDOPMALMOHHBIX COOBLLEHWI
yCTPOIiCTBa Ha CTOPOHHWUIF cepBep.

* Relay Log — BKNOYE€HNE/BbIK/THOYEHME OTNPAaBKN MHPOPMALMOHHbIX COOBLLIEHNI YCTPONCTBA Ha
CTOPOHHWIA cepBep:
* Enabled — npu yctaHOBNeHHOM dhniare oTrnpaBKa BK/IHOYEHS;
+ Disabled — npu yctaHOB/IEHHOM (h/iare oTrnpaskKa OTK/IoHeHa.
* Relay Host — agpec cepBepa, Ha KOTOpbIli NnepeHanpasisaoTcsa coobueHnsa. MoxXeT 6bITb 3aaaH IPv4-
agpec, IPvb-agpec nnn gomeHHoe nmsa yaasieHHoro cepeepa.
* Relay Port — Homep nopTa (layer 4), Ha KOTOpbI/i NepeHanpaBNsATCS COO6LLEHUS. MTPUHUMAET 3HAUYEHMUS
B AgnanasoHe oT 1 go 65535. 3HayeHnHe No ymonyaHuo — 514.

[lna BCTynneHnsa B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMYIO MaMsATb HAOXKMUTE
kHoMKy «Update».

Events — B JaHHOM pa3aesie MOXHO MPOCMOTPETb CNCOK MHDOPMAaLMOHHbLIX COOBLLEHUI B peasibHOM
BPEMEHMU, COAEPXKALLMNIA CNeAYHOLLYI0 MHCDOPMALMIO:

+ Time Setting (NTP) — BpeMmsi, Koraa coobITe 6bl/1I0 CreHEPUPOBAHO;
+ Type — ypoBeHb BaXKHOCTU COObITUSA (Tabnumua 5);

+ Service — UMsi NnpoLecca, CreHepUPOBABLLETD COOBLLEHME;

+ Description — onncaHue cobbITus.

[lna o6HoBNEHUst nHhopmaummn B pasaene «Events» HaxmuTe kHonKy «Refresh».

[ns ypaneHus Bcex coobLeHuii HaxkmuTe kHomky «Clear All».
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4.4.3 MopameHto «Transmit/Receive»

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

B nogmeHio «Transmit/Receive» oTobpaxatoTcsa rpadouky CKOpocTu npuema/nepegadmv Tpaduka 3a
nocnegHve 10 MUHYT, a Takke MHopMaLMs O KONMyecTBe nepefaHHoro/nosy4yeHHoro Tpadpuka ¢ MomeHTa

BKMOYEHNA TOYKK AOCTYNa.

Click "Refresh™ button to refresh the page.
Refrash

1800kbps-
1620kbps
1440kbps
1260kbps
10280kbps
S00kbps-
T20kbps
B40kbps
360kbps
180kbps-

View transmit and receive statistics for this access point

LAN Tx/Rx

Qkbps T T T T T T T

1800kbps—
1620kbps
1440kbps
1260kbps
1020kbps
G00kbps
T20kbps
540kbps
360kbps-
180kbps

WLAN Tx/Rx

Okbps4H——F—F—F—F—1—7—1
3:00

OnucaHue rpacukoB «Transmit/Receive»

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHOro/nony4yeHHoro Tpadgumka yepes Ethernet-unrepcpeiic
TOUKM AocTyna 3a nocnegHune 10 MuHyT. Mpadmk aBToMaTnyeckm o6HoBsieTcsa Kaxable 30 CEKyHA,
Mpadhmk WLAN Tx/Rx nokasblBaeT CKOPOCTb NepefaHHOro/nonyyYeHHoro tpadmka yepes Radio-mHtepgoeiichl
TOUKM AocTyna 3a nocnegHune 10 MuHyT. Mpadmk aBToMaTnyeckn o6HoBseTcsa Kaxable 30 CEKyHA,.
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PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Transmit
Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors
LAM 8715267 1529876381 O 0 0
isatap0 0 0 0 0 0
wlanD:wap0d 5163390 4117748340 0 a 0
wland:vapl 0O o o 0 0
wlanQ:vap2 29704 119646535 o] 0] 0
wlanO:vap3 196334 58061993 2050 3094107 0
wland:vapd 0O o o 0 0
wlanD:vaps 0 0 0 0 0
wlanO:vaps 11045 9274028 o] a 0
wland:vap? 0O o o 0 0
wlanD:vapg 0 0 0 ] 0
wlanD:vapd 0O 0 0 0 0
wland:vapld 0 o o 0 0
wlanD:vapll 0 0 0 0 0
wlanD:vapl2 0 0 0 0 0
wland:vapl3 0 o o 0 0
wlanD:vapld 0 0 0 ] 0
wlanD:vapls 0 0 0 0 0
wlanl:vapd 0O o o 0 0
wlanl:vapl 313121 415719017 0 0] 0
wlanl:vap2 7473043 10443367916 576124 869642147 0
wlanl:vap3 1563879 745541384 0 0 0
| das A fal 0 0 fal fal

Onucanne Tabnuupl «Transmit»:

* Interface — nms nHTepdelica;

+ Total packets — KONNYECTBO YyCNELLHO OTNPAaB/IEHHbIX NAKETOB;

+ Total bytes — KONMYECTBO YCMNELUHO OTNPAaB/IEHHbIX GAT;

+ Total Drop Packets — kKONM4yecTBO NaKeTOB, OTOPOLLEHHbIX NPX OTMNPABKE;
+ Total Drop Bytes — KonM4ecTBO 6aiT, OTOPOLLEHHbIX MPU OTNPABKE;

* Errors — Konn4ecTBO OLLNOOK.

Recsive

Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors
LAN 20095269 17273106147 28727 0 16
1zatap0 0 0 0 0 0
wlanD:vapld 1589456 244114016 o] 0] o]
wlanO:vapl 0 0 0 0 0
wlan0:vapZz 6437 814291 o] o] o]
wlanD:vap3 39272 6695565 0 0 0
wlan0:vap4 0O 0 0 0 0
wlanO:vaps 0O o 0 0 0
wlanO:vaps 4486 434660 0 0 0
wlanO:vap? 0O 0 0 0 0
wlanO:vap8 0O 0 0 0 0
wlan0:vap? 0O 0 0 0 0
wlanD:vapl0 0 0 0 0 0
wlan0:vapll O 0 0 0 0
wlanO:vap12 O o 0 0 0
wlanO:vapl3 0 0 0 0 0
wlanO:vapld 0 0 0 0 0
wlan0:vapls 0 0 0 0 0
wlanl:vapd 0O 0 0 0 0
wlanl:vapl 282058 21243406 0 0 0
wlanl:vap2Z 5041611 714677115 3525 4954835 o]
wlanl:vap3 482182 69990869 0 0 0
prlomd ey Pt [ul ul ul nl ul

28



PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

OnucaHune Tabnuubl «Receive:

* Interface — nmsa nHTepdelica;

+ Total packets — KONNMYECTBO YCNELUHO NPUHATBLIX NAKETOB;

+ Total bytes — KONMYECTBO YCNELUHO MNPUHATBIX GaiT;

+ Total Drop Packets — konn4ecTBO NakeToB, OTOPOLUEHHbIX NPW MNONyYeHNUY;
+ Total Drop Bytes — konuyecTBO 6aiT, OTOPOLLEHHBIX NPY NOSTYYEHUU;

* Errors — Konn4ecTBO OLLNOOK.

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.

4.4.4 TMopmeHto «Wireless Multicast Forwarding Statistic»

B nogmeHio «Wireless Multicast Forwarding Statistic» oTo6paxaetca ctatuctuka no paé6ore Wireless
Multicast Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Transmit/Receive Statistics
Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vaps
wlan0:vap6
wlan0:vap7?
wlan0:vapg
wlan0:vap9
wlan0:vapl10
wlan0:vapil
wlan0:vap12
wlan0:vapl3
wlan0:vapld
wlan0:vapl5s
wlanl:vap0
wlani:vapl 149802 0 0] u] 115795
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vaps
wlanl:vap6
wlanil:vap7?
wlanl:vapg
wlanl:vap9
wlanl:vapl0
wlanl:vapll
wlanl:vap12
wlanil:vapi3
wlanl:vapld

wlanl:vapls

OnucaHne Tabnuubl «Transmit/Receive Statistics»:

* Interface — ms nHTepdeiica.

* Mcast-Data-Frames — konuyecTBo multicast-kagpoB, N0y4YeHHbIX TOYKON AOCTYNa;
* Mcast-Data-Fwd — konnyectBo multicast-kagpoBs, NPUHATBLIX KNNEHTamu;

* Mcast-Data-Flooded — konuuecTBo multicast-kagpoB, OTNpaB/eHHbIX HA BCe NOPThI;
* Mcast-Data-Sentup — Konn4ecTBO OTnpaBneHHbIX multicast-kagpos;

* Mcast-Data-Dropped — KonmyecTBO 0T6pOoLleHHbIX multicast-kagpos.
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IGMP Statistics
Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlan0:vap0

wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlanl:vaps
wlan0:vapb
wlanQ;vap?
wlan0;vap8
wlanl;vapg
wlan0;vapld
wland;vaplil
wlanl;vapl2
wlanl:vapl3
wlan0:vapld
wlanl:vapls
wlani:vap0
wlani:vapl 9 g a a 1436597
wlani:vap2
wlanl:vap3
wlanl:vap4
wlanl:vaps
wlanl:vap6
wlanlivap?
wlanl:vapg
wlanl:vapg
wlanl:vapl0
wlanl:vapll
wlanl:vapl2
wlanl:vapl3
wlanl:vapld

wlanl:vapl5s

Multicast-Group
Interface Multicast-Group Stations Packets

Onucanune tTabnuubl «IGMP Statictics»:

* Interface — nms nHTepdelica;

+ Igmp-Frames — konunyecTtBo IGMP-kaapoB, N0AyYEeHHbIX TOYKOW AOCTYNa,;

+ Igmp-Frames-Fwd — konnuecTtBo IGMP-KaapoB, NPUHATLIX KMEeHTaMW;

+ Igmp-Frames-Sentup — konunyectBo IGMP-KaapoB, OTnpaB/IEHHbIX Ha BCE NOPTbI;

« Mfdb-Cache-Hits — konn4ecTBO NakeToB, OTNPaB/NEHHbIX HA N3BECTHbI multicast-agpec;

« Mfdb-Cache-Misses — KONMYeCTBO NAKETOB, OTNPaB/IEHHbIX HA HEM3BECTHbIN multicast-agpec.

OnucaHue Tabnuupl «Multicast-Group»:

* Interface — nms nHTepdelica;

« Multicast-Group — IP-agpec multicast-rpynnsi;

« Stations — MAC-agpec knneHTta multicast-rpynnsi;

+ Packets — KONNM4eCTBO NPUHSATLIX MAKETOB KAMEHTOB multicast-rpynnsbl.
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4.4.5 MopameHto «Client Associations»

B nogmeHto «Client Associations» oTo6paxkaeTcs MHpopMaumsi 0 NOAK/IYEHHbIX K TOUKe AOCTyNa KNneHTax u
cTaTucTvKa nepefaHHoro/nosy4eHHoro Tpaguka no Kaxaomy KneHTy.

View list of currently associated client stations

Click "Refrash” button to refresh the paga.
Refrash

Total Number of Associated Clignts 2
SSID Station IP Address Hostname Uptime RSSI SNR MNoise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local (wland) 53:48:22°33:13:96 192.168.40.14% 00:02:10 -63 26 dB -89 dBm T8 T4% 4%, ‘fas

Eltex-Guest (wlanivap2) 242354043683 192.168.41.88 android-89375627ha2fc0f3 00:00:08 -74 13 48 -92 dBm 72% 72% 20% fes

&
Eltex-Local (wlanivap3) [70:8b.cd.72:04:5e 00:00:04 -62 20 dB -52 dBm 100% 100% 100% (not changed)  ‘es

+ SSID — nms 6ecnpoBOAHOINO MHTepdenca 1 MMA BUPTYaUTbHOM TOUKN AOCTYNa Ha HTepderice, K KOTOPOii
noAKNtoYeH KNneHT. Hanpumep, 3anuck wlanOvap2 o3HauvaeT, 4To K/IMEHT cBsi3aH ¢ Radio 1 BupTyasnbHOi
Toukoi goctyna VAP2; 3anucb wlan1 o3Hauvaert, 4To kimeHT cBsidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KNneHTa;

* IP Address — IP-agpec KnneHTa;

+ Hostname — ceTeBOe UMS YyCTPONCTBA;

* Uptime — Npofo/mKUTE/IbHOCTb CECCUN KITUEHTS,

* RSSI - ypoBeHb NpMHMMaeMoro curHana, abm;

* SNR - ypoBeHb OTHOLLEHUA cuUrHan/wym, ab;

* Noise — ypoBeHb Wyma, AbMm;

+ Link Quality — napameTp, KOTOpbIn 0OTOBGpaXKaeT COCTOSIHNE JIMHKA [0 KIMEeHTa, PaCCYMTaHHbIN Ha
OCHOBaHMKN KO/IMYecTBa PETPaHCMUTOB MakeToB, OTNPAaB/EHHbIX KIMEHTY. MakcMMasibHoe 3HadyeHve —
100% (BCe nepeaaHHble NakeTbl OTNPaBUANCH C NEPBOIA NONbLITKN), MUHUMasIbHOE 3Ha4YeHne — 0% (Hu
OfMH NakeT A0 KMEeHTa He 6blN YCNeLIHO OTrnpaB/eH);

* Rate Quality — napameTp, KOTOPbIn OTOOGpaXaeT COCTOSIHNE JIMHKA [0 KNMEHTa, pacCYMTaHHbIl Ha
OCHOBaHMWN KO/IMYecTBa PETPaHCMUTOB MakeToB, OTNPaBNEHHbIX K/TMEHTY, 419 MOAYNAUUN, KOTopas
MCNOMb3YeTCs B AaHHbIi MOMEHT. MakcumanbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl Ha
[laHHOI MoAyNALMKM OTNPaBUINCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadeHue- 0% (HW OAMH NakeT Ha
[aHHO MoAyNAUMKN [0 KNNEHTa He Gbln YCNeWwHO OTNpaB/eH);

* Link Capacity — napameTp, KOTOpbIli oTo6paxaeT aphekTUBHOCTb NCMNO/b30BaHNsS TOUKOW AOCTyna
MOAyNAaLMn Ha nepegady. PaccumTbiBaeTcs UCX0O4S U3 KONMYECTBA NAKeTOB, NepefaHHbIX Ha KaxXaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hhMLUMeHTOB. MakcumasibHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefatoTcs A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 01 MakCMMa/lbHOTO Tuna nss,
noAfepXX1MBaemoro KfimeHToM). MuHuManbHoe 3HaueHune — 2% (B clyyae, Korga nakeTbl nepeaaroTcst Ha
moaynaumm nssTmes0 ans knneHTta ¢ nogaepxkkoii MIMO 3x3). Ina KNMEeHTOB, NOAK/THYEHHbIX 6e3
ncnono3osaHna AMPDU, napameTp He NoagepXXnBaeTcs,;

« Status Authorized — cTatyc aBTOpM3aLmm.

Mpu HaxaTun Ha MAC-agpec knMeHTa packpbiBaeTcsl noapo6Has MHhopmauyst o ero paboTe 1 cTaTUcTuka
nepefaHHoro/nosly4eHHoro Tpadrka no AaHHOMY KVEHTY.
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View list of currently associated client stations

Click "Refresh™ button to refresh the page.
Refresh

Total Number of Associated Clients 3

S5ID Station IP Address Hostname Uptime RSSI SNR Moise Link Quality Rate Quality Link Capacity Status
Authorized
E'Eiﬁ;hiji' 5848:22:23:13:96 192.168.40.149 00:02:18 62 27 89 2% 100% 75% Yes
; MAC: 58:458:22:83:13:56 Connection time: 00:02:18

Ettex-Guest  [,;5. 1 Bandwidth: 20MHz Yes
(wlanivap2)

SSID: Eltex-Loca PS Mode: on
E!Ite"i'-“g' 7|Mode: 802.11ac Auth Mode: WPA2 pt Yes
(wlantvap3)  “locar: -62 Encryption: AES-CCMP )

WLAN: 148 Listen Interval: 10

Tx actual rate: 1 Rx actusl rate: 0

Tw/Rx Packets: 33388/16329

Tx/Rx Drop Packets: 0/0

Tx/Bx Bytes: 43398215/2132001

Tx/Rx Drop Bytes: 0/0

Tx/Rx Rate: /1 Mbps

T/ Statistics:

MCS Rx Pkis Tx Pkts Tx Succ Pkts Tx Retries Tx Pericd Retries
imbps 3] ] 2 9.8% B.9%
Zmbps 2] 2 [ 9.8% B.9%
cmbpss 3] ] = B.8% B.0%
smbps 856 136382 1e721 92.1% B.0%
ambps 3] ] = == 8.8%
11mbps 3] ] = == 8.8%
12mbps 16386 ] 2 a.8% 8.8%
13mbps L] ] 2 a.8% 8.8% -

MAC - MAC-agpec KneHTa;

AID — yHVKaNbHbI MAEHTUUKATOP NOAKIOHYEHMS,

SSID — nms ceTu, K KOTOPOU NOAKNOYEH KITUEHT;

Mode — ctanpapt IEEE 802.11, B KOTOpOM paboTaeT K/NEHT;

RSSI — ypoBeHb curHasnia ot KiveHTa, Abwm;

VLAN - Homep VLAN BupTyasibHOI TOYKM JOCTYNa,;

Tx actual rate — TekyLjass CKOPOCTb Nepefayn faHHbIX B CTOPOHY KIMEHTa, B KOUT/C;

Tx/Rx Packets — KOnM4ecTBO nepefaHHbIX Y NPUHATLIX NAKETOB OT K/IMEHTa;

Tx/Rx Drop Packets — KoniM4ecTBO OTOGPOLLIEHHbIX NAKETOB B ABYX HanpaB/ieHusix (Ha nepeaayy 1 npuem
COOTBETCTBEHHO);

Tx/Rx Bytes — Konn4ecTBO NepefaHHoN 1 NPUHATON MHhopMaumn OT KneHTa (B 6aiiTax);

Tx/Rx Drop Bytes — KonM4eCcTBO OTOGPOLLIEHHON UHChOpMaLMK B AABYX HanpaBneHusx (Ha nepegaudy v
npvem COOTBETCTBEHHO, B baliTax);

Tx/Rx Rate — kaHanbHasi CKOPOCTb B ABYyX HarnpasneHusx, 8 MouT/c;

Connection time — NpoAO/MKNTETILHOCTb CECCUU;

Bandwidth — wunpuHa nonocsl, B KOTOPOi paboTaeT KNneHT, My,

PS Mode — pexum «cHa»: off — KIMEHT akTMBEH, ON — KNIMEHT HAXOAUTCS B «CMSLLEM» PEXVME;

Auth Mode — Tun 6e3onacHocTy;

Encryption — Tun wundposaHus;

Listen Interval — xonuuecTBo beacon frame cnycTs KOTOpbIE KTMEHT AO/MKEH MPOBEPUTL HANNUNE NS
Hero Tpachvka (B criyyae cHa);

Rx actual rate — TekyLias CKOpOCTb Nepefayn AaHHbIX B CTOPOHY TOYKM AOCTYNa, B KOUT/C.
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OnucaHune Tabnuupl «Tx/Rx Statistics»:

* MCS - mogynauus;

* Rx Pkts — KOnM4eCcTBO NPUHATBLIX OT K/IMEHTA MNAaKeTOB Ha KaxAoW Moaynsaumm;

+ Tx Pkts — KOnM4ecTBO nepefaHHbIX KMEHTY NakeToB Ha KaXKA4on MOAyAuny;

+ Tx Succ Pkts — KONM4eCcTBO YCNeLLHO nepefaHHbIX KNIMEHTY NakeTos.;

*+ Tx Retries — npoueHT Ay6/1MPOBaHHbIX NAaKeTOB B CTOPOHY K/TMEHTa;

* Tx Period Retries — NpoLEHT NOBTOPHO OTMNPAaB/IEHHbIX MNAaKeTOB 3a nocneaHuii nepuog, (10 cekyHa).

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.

4.4.6 MNMopameHo «TSPEC Client Associations»

B nogmeHto «TSPEC Client Associations» oTo6paxaetcs nHdhopmaums 0 KNIMEHTCKMX AaHHbIX Tspec,
nepeAaHHbIX U NOJTYYEHHbIX C MOMOLLIbIO 3TOIM TOYKM AocTyna.

View TSPEC Client Association Status and Statistics

Click "Refresh” button to refresh the page.
Refresh

Status
MNetwork Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address SSID

Statistics
MNetwork Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

+ Network — nmsi 6ecnpoBoAHOro nHTepdenca n nmMs BUPTyasibHOM TOUKM AOCTyna Ha uHTepdeiice, K
KOTOPOW noaxn4eH KnneHT. Hanpumep, 3annck wlanOvap2 o3HavaeT, YTo KNneHT cBsizaH ¢ Radiol
BUPTyasibHOM Toukoi aocTtyna VAP2; 3anuck wlan1 o3HauyaerT, uTo knveHT cBsidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KnnMeHTa;

« TS Identifier — TSPEC naeHTudpmkaTop notoka Tpadmka. MoxeTt npuHumartb 3HadeHve ot 0 oo 7;

+ Access Category — kateropusi goctyna (Voice nnu Video);

« Direction — HanpasneHue Tpaduka (Uplink/Downlink/Bidirectional);

* User Priority — npyuopuTeT nonb3oBaress;

* Medium Time — cpeaHee BpeMs, KOTOpoe NOTOK Tpadimka 3aHMMaeT cpeay nepegayu;

+ Excess Usage Events — KOnM4eCTBO BPEMEHM, KOra KIMEHT MPEBbICMA CPEAHWUIA CPOK Nnepeaayu;

+ VAP - HOMep BMPTYasibHOW TOUKM A0CTYNa;

* MAC Address — MAC-agpec ToYkM AOCTyna;

+ SSID — nmsa 6ecnpoBoOAHON CETY;

+ From Station — nHpopmaums o Tpaduke, KOTOPbIN NepeaaeTcsi 0T 6eCNPOBOAHONO K/IMEHTA K TOUKE
[0CTyna,;

+ To Station — nHchopmauus o Tpaduke, KOTOpbIA NepegaeTcs OT TOYKM AOCTYNa K K/TMEHTY:

+ Packets — kKONnM4ecTBO NepeAaHHbIX NaKeToB;
* Bytes — konn4ecTBO nepefaHHbIX 6anT.

[lna 06HOBNEHNUSt MHhOPMaLMKN Ha CTPaHULE HaxkKMuTe KHOMKy «Refresh».
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4.47 NMopmeHo «Rogue AP Detection»

B nogmeHto «Rogue AP Detection» oTo6paxaetcs nHdpopmaums 060 Bcex 6eCnpoBOAHbIX TOUKaxX A0OCTYyNa,
KOTOpbIe YCTPOCTBO AETEKTUPYET BOKPYT Cebs.

View Rogue AP Detection

Click “Refresh® button to refresh the page.
Refresh

AP Detection for Radio 1 * Enabled Disabled
AP Detection for Radio 2 * Enabled Disabled

Click “Update™ to save the new settings.
Update

Detected Rogue AP List

Click "Delete Old" to delete old entries from Detected Rogue AP List
Delete Old

Dangerous AP List

Channel
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band [B:;';;.‘ dtny Channel Blocks Signal Beacons Last Beacon Rates

Grant | e8:28:cl:da:cb:B8 wlan0 100 AP  Virtual Access Point 7 Off off 5 44 [20] 44 all 1 Tue Apr 20 09:06:34 2021 6,9,12,18,24,36,48,54

Grant | eB:2B:icl:da:ch:82 wlani 100 AP  2ac-portal Off  Off 2.4 1 [20] 1-3 all 38 Tue Apr 20 09:06:36 2021 1,2,5.5,6,9,11,12,18,24,36,48,54

[nsi 06HOBNEHMS UHPOPMALIMM HA CTPAHULE HAXMUTE KHOMKY «Refreshy.

+ AP Detection for Radio 1/AP Detection for Radio 2 — BKNtOYeHMe [ETEKTMPOBAHMSA CTOPOHHMX TOYEK
poctyna B dpoHe anst Radio1 n Radio2.

[lna BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMMYHO NaMsATb HOKMUTE
kHonky «Update».

Detected Rogue AP List — B pazgene npusoanTca nHgopMalms 060 Bcex 6ecrnpoBOoHbIX TOUKax A0CTyna,
KOTOpbIE YCTPOICTBO AETEKTUPYET BOKPYT Cebs.

KHonka «Delete Old» ncnonbayetcs Ans yaaneHus 3anuceit 0 HeaKTUBHbIX YCTPOWCTBAX B PaAVO0KPYXEHUN.

+ Action — ecnu To4ka AOCTYyna HaXo4UTCA B CMCKe 0O6HApPYXXEeHHbIX, TO HaxxaTne KHomku «Grant»
nepeHeceT ee B CMUCOK A0BEPEHHbIX Todek goctyna «Known AP List».
+ MAC - MAC-agpec Touku AoCcTyna,;
* Radio — pagnounHTepdeiic, KoTopbiM Obla 06Hapy>XeHa CTOPOHHSASA ToYKa AOCTYNa;
* Beacon Int. — nHTepBas1 NOCbINKM Beacon-nakeTa TOUKOM [OCTYNa;
+ Type — Tun 06HapPYXEHHOro yCTpoiicTBa:
* AP — Touka goctyna;
+ Ad hoc — geueHTpasIM3oBaHHOE K/TIMEHTCKOE YCTPONCTBO.
+ SSID - vmsi 6ecnpoBOAHOW CETH;
* Privacy — ctaTyc paboTbl pexuma 6e30nacHOCT TOYKN fOCTyna:
* On — pexum 6e30MacHOCTM BbIK/THOYEH;
« Off — pexxnum 6e30NacHOCTU BK/THOYEH.
+ WPA - cocTtosiHne wndpposarms WPA: Off — BbikntoueHo, On — BKNHOYEHO;
* Band — 4acTOTHbI cnekTp paboTbl Toukn goctyna: 2.4 'y wunm 5 Iy,
« Channel [BandWidth] — ncnonb3yemblii YaCTOTHBbIV KaHasT U LIMPUHA NOJOCHI;
« Channel Blocks — gnana3oH kaHas0oB, KOTOpble 3aHMMaeT Touka A0CTyna;
+ Signal — ypoBeHb curHasna, npuHMMaeMblii OT TOUKM focTyna, ABM. MNpun HaBegeHWM ykasaTens Ha
rpacdmyeckoe n3obpaxeHve curHana 4eEMOHCTPUPYIOTCA YACIEHHbIE NoKasaTesiv 3Toro CUrHaua;
* Beacons — o6buee ymcno Beacon-naketos, NPUHATBLIX OT TOYKN JOCTYNa C MOMEHTa ee 06HapyXeHuUs;
+ Last Beacon — pata 1 Bpems npuema nocnegHero Beacon-naketa oT TOYKM JOCTYNa;
* Rates — CNNCOK KaHa/lbHbIX CKOPOCTEN, NOAAEPXKMBAEMbIX aHHON TOUKOWN AocTyna.
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Known AP List

nel

ch
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band o C

[BandWidth] Channel Blocks Signal Beacons Last Beacon Rates

Delete eB8:28:cl:da:cb:86 wlan0 100 AP 2ac-portal Off = 44 [20] 44 .||| 1 Tue Apr 20 09:06:34 2021

Save Known AP List to a file
Save

Import Known AP List from a file

* ' Replace Merge
063op... ain He BoiGpaH. Import

Known AP List — B Ta6nuLe NprBoAnTCS CNMCOK [JOBEPEHHbIX TOUEK A0CTYyna.

UTo6bl yaanuTb TOUKY AOCTyNa U3 AAaHHOTO Cm1cKa HaxxmmnTe Ha KHonky «Deletex, nocne yganeHus n3 cnucka
«Known AP List» Touka nonageT B CNUCOK 0OHapPY>XEHHbIX TOYEK AOCTyna.

Save Known AP List to a file - B gaHHOM pa3gene BbiNonHAeTCs coxpaHeHne cnmucka «kKnown AP List» B doaiin.
[ns coxpaHeHUs HaXXMUTE KHOMKY «Savey.

Import Known AP List from a file — B gaHHOM pasgene BbinonHsietcs 3arpyska cnmcka «kKnown AP List» n3
chaina.

* Replace — MNopTUpyeMbIii CMMCOK JOBEPEHHbIX TOUEK A0CTYNa NO/IHOCTbIO 3aMEHMUT TEKYLLMIA CIMCOK
[IOBEPEHHBIX TOYEK A0CTYNa;

+ Merge — foBepeHHble TOUKM AOCTyNa U3 UMNOPTUPYEMOTO crincka 6yayT A06aBneHbl K TOUkam [0CTyna,
HaxoAALMMCS B UMNOPTUPYEMOM CMICKE B AaHHbI MOMEHT BPEMEHW.

[lnsa 3arpy3ku paitna HaxMuTe KHOMKy «O630p», yKaxuTe dhaiis, KoTopblii HY)XHO 3arpy3nTb U HXXMUTE KHOMKY
«Import».
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4.4.8 MopameHo «TSPEC Status and Statistics»

B nogmeHto «TSPEC Status and Statistics» oto6paxaetcsa nHcpopmanma o TSPEC-ceccusix Ha
pagnoviHTepdelicax.

View TSPEC Status and Statistics
Click "Refraesh™ button to refresh the page.
Refrash

AP Status

Interface Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlang Best Effort down o] 0 0 o]

wlano Background down 0 0 0 0

wland Voice down o] 0 0 o]

wlano Video down 0 0 0 0

wlanl Best Effort down o] 0 0 o]

wlanl Background down 0 0 0 0

wlanl Voice down 0 0 0 0

wlanl Video down 0 0 0 0

VAP Status

wlan0:vap0 Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down o] 0 0 o]

wlan0:vapl Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down o] 0 0 o]

wlan0:vap2 Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down o] 0 0 o]

Onucanue Tabnuy, «AP Status» n «VAP Status»:

* Interface — nms uHTepdeiica;

* Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

+ Status — cocTosiHMe ceccuu,

+ Active TS — KONIMYECTBO TEKYLLUX aKTUBHbIX MOTOKOB TpadhuKa;

« TS Clients — KOnM4eCcTBO K/IMEHTOB;

* Medium Time Admitted — cpegHee Bpems, KOTOpOe NOTOK Tpadiuka 3aHMMaET cpeay nepegayu;
* Medium Time Unallocated — cpeaHee BpeMsi NPOCTOS NOMOCbI B JaHHOWN KaTeropuun.
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Transmit
Radio Access Category  Total Packets Total Bytes
wlan0 Best Effort
wlan0 Background
wlan0 Voice
wlan0 Video

wlanl Best Effort
wlanl Background

wlani Voice

(=T =T = R = T = = I = T =]
o o o o o o 9

wlanl Video (1]

Interface Total Voice Packets Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
wlan0:vap0 4] 0 1] o 1] o
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vap5
wlan:vapt

wlan0:vap7

o 28 o 8 o o o o o

wilan0:vap8
wlan0:vap9 0
wlan0:vapl0 0
wlan0:vapll 0
wlan0:vapl2 0
wlan0:vapl3 0
wlanl:vapld4 0
wlan0:vapl5 0

wlanl:vapd 0

(=T = R = T = T = T = = A = = A = R = S = N = S = R = S = R = R =}
L= = = = = = = = = = = = = = = =
2 o 2 2o 2@ o @ o @ o 8 o a o o o o
=T R R = R = = = = = R = T = = I = =)
o 2 8 o 8 0 8 00 0 8 080008
=T R R = R = = = = = R = T = = I = =)
[= T = R = R = T = T e T = T = TR = T = S = S N = J = R = T = B =

wlanl:vapl 0

Onucanune Tabnuy, «Transmit»:

* Radio — ums paguovHTepdelica;

* Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

« Total Packets — obLiee KoNM4ecTBO NakeToB JaHHOW KaTeropmMm AOCTyNa, OTNPaBEHHbIX
paavouHTepdencom;

+ Total Bytes — obuiee KOIM4YeCTBO 6aTOB JAaHHON KaTeropum AoCTyna, OTNpaBneHHbIX
paavouHTepdencom;

* Interface — HOMep BMPTYya/bHOI TOUKW AOCTYNa;

+ Total Voice Packets — o6Luee KonmyecTBo naketos kateropun Voice, oTnpaBneHHbIX ¢ AaHHol VAP,

+ Total Voice Bytes — o6Lee konnuecTBo 6aiiToB kateropum Voice, OTnpas/ieHHbIX ¢ gaHHon VAP;

+ Total Video Packets — obLiee KkonmyecTBo nakeToB kateropum Video, oTnpaBneHHbIX ¢ gaHHol VAP,

+ Total Video Bytes — o6Luee KonmyecTBo 6aritoB kateropun Video, oTnpasneHHbIX ¢ gaHHon VAP;

« Total Best Effort Packets — 06LLee koM4ecTBO NakeToB kaTeropun Best Effort, oTnpaBneHHbIx ¢ gaHHON
VAP;

« Total Best Effort Bytes — o6Liee konmuecTBO 6aiiToB kaTeropun Best Effort, oTnpaBneHHbIX ¢ gaHHOl
VAP;

+ Total Background Packets — obLee konnyecTBo NakeToB Kateropuv Background, oTnpaBneHHbIX ¢
AaHHon VAP;

+ Total Background Bytes — obwee konuyecTBo 6ainToB kateropum Background, oTnpasnieHHbIX ¢ JaHHO
VAP.
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Radio
wlan0
wlang
wlan0
wlan0
wlanl
wlanl
wlanl

wlanl

Receive

wlanQ:vapd
wlan0:vapl
wlan0:vap2
wlan0:vap3
wland:vapd
wlan0:vap5
wlan0:vap6
wlan0:vap7
wlanQ:vap8
wlan0:vap9
wlan0:vapl0
wlan0:vapll
wland:vapl2
wlan0:vapl3
wlan0:vapl4
wlan0:vapls
wlanl:vapd

wlanl:vapl

Access Category Total Packets
Best Effort
Background
Voice

Video

Best Effort
Background

Voice

o o 0o o o o o o

Video

Interface Total Voice Packets Total Voice Bytes

o o o o Qo o 0 o0 Qo o o o o o oo Qo o
(= = = = T = S = T = S = R = B = = A = = S = T = T = R = I =]

Total Bytes

o o 0o o o o o o

Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
0 1] (4] 1] 0

o o o o Qo o 0 o0 Qo o o o o o oo Qo o
(=R =T = T = T = S = S = S = R = B = = A = = S = S = S = R = |
o 0O 0 0O 0 0 0 0 0 0 0 0 o o o o0
o o o o Qo o0 0 o0 Qo o o o o o oo Q
o o O 0 9 0 Q0 9 e 0 0 o o0 o o o0
0 o o o 0 0o o 0o B0 o0 o0 oo o ao0

OnucaHune Tabnuu, «Receive»:

Radio — nms pagmounHTepgeiica;
Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);
Total Packets — 06Liee KONMYeCcTBO NAaKETOB AAHHOI KaTeropuv AocTyna, NPUHSATLIX

paavonHTepgeincom;

Total Bytes — 06Luee KOfM4yecTBO 6aiiT aHHON KaTeropum AOCTyna, NPUHATLIX paanonHTepdencom;
Interface — HOMep BUPTYasIbHON TOYKMN JOCTYNa;;

Total Voice Packets — obuiee KonmMyecTBO nakeToB kateropun Voice, NPUHATBLIX Ha AaHHo VAP;
Total Voice Bytes — o6Liee konnyecTBo 6aiiT kateropum Voice, NPUHATLIX HA AaHHo VAP;

Total Video Packets — obLuee Konn4yecTBo naketoB kaTeropun Video, npnHATbIX Ha AgaHHon VAP,
Total Video Bytes — obuiee konmyecTBo 6anT kateropun Video, npuHATbIX Ha gaHHon VAP;

Total Best Effort Packets — o6liee KonM4ecTBO NakeToB kaTeropun Best Effort, npuHaTbIX Ha AaHHO

VAP;

Total Best Effort Bytes — o6Liee konuyecTBo 6aiiT kateropun Best Effort, npuHaTbix Ha gaHHon VAP,
Total Background Packets — o6Liee KonM4ecTBO NakeToB kateropun Background, npuHATBLIX HA AA@HHO

VAP;

Total Background Bytes — o6Liee konumyecTBo 6aitoB kateropun Background, NpuHATLIX Ha gaHHO

VAP.

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULE HAXMUTE KHOMKY «Refreshy.
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4.4.9 ToameHto «TSPEC AP Statistics»

B nogmeHto «TSPEC AP Statistics» oTo6paxaeTcsa ctatucTvka no KonnmyecTsy nepefaHHoro/nosy4eHHoro
MOTOKOB Tpadomka pa3nnuHbix kateropuii (Voice, Video, Best Effort, Background).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.
Refrash

TSPEC Statistics Summary for Voice ACM
Total Voice TS Acceptad

Taotal Voice TS Rejected

TSPEC Statistics Summary for Video ACM
Total Video TS Acceptad

Total Video TS Rejected

TSPEC Statistics Summary for Best Effort ACM
Total Best Effort TS Accepted

Total Best Effort TS Rejected

TSPEC Statistics Summary for Background ACM
Total Background TS Accapted

Tatal Background TS Rejected

« TSPEC Statistics Summary for Voice ACM — o6lLuee KonniectBo NpuHATbIX (Accepted) U OTKOHEHHbIX
(Rejected) notokoB Tpadomka kateropum Voice;

+ TSPEC Statistics Summary for Video ACM — obuiee konmuectBo NpuHsTbiX (Accepted) 1 OTKIOHEHHbIX
(Rejected) notokoe Tpadmka kateropum Video;

« TSPEC Statistics Summary for Best Effort ACM — o6Liee KonnyecTBo NpuHsATLIX (Accepted) n
OTK/IoOHeHHbIX (Rejected) noTokoB Tpadomka kateropun Best Effort;

« TSPEC Statistics Summary for Background ACM — o6Liee KonmuyecTBo NpuHsATbIX (Accepted) un
OTKOHeHHbIX (Rejected) noTokoB Tpadhmka kateropmm Background.

[nsi 06HOBNEHMS UHPOPMALIMN HA CTPAHULLE HAXXMUTE KHOMKY «Refreshy.
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4.4.10 MopgmeHto «Radio Statistics»

B nogmeHio «Radio Statistics» oTo6paxaeTca nogpobHasa nHgopmauus 0 naketax u 6arvitax, nepefaHHbIx/
NosTy4YeHHbIX MO 6ecnpoBOgHOMY MHTephelicy.

View Radjo Statistics

Click "Refresh™ button te refresh the page.
Refresh

® Radio 1 Radio 2

WLAN Packets Received: 4293459 WLAN Bytes Received: 828073107
WLAN Packets Transmitted: 9720109 WLAN Bytes Transmitted: 7728537587
WLAN Packets Receive Dropped: 1847 WLAN Bytes Receive Dropped: 2696185
WLAN Packets Transmit Dropped: 55726 WLAN Bytes Transmit Dropped: 81298424
Fragments Received: 126939 Fragments Transmitted: 8854441
Multicast Frames Received: 48590 Multicast Frames Transmitted: 725984
Duplicate Frame Count: 112438  Failed Transmit Count: 114919
Transmit Retry Count: 88349 Multiple Retry Count: 29411

RTS Success Count: 6037615 RTS Failure Count: 301616
ACK Failure Count: 698557 FCS Error Count: 41080635
Transmitted Frame Count: 15158478 WEP Undecryptable Count: 1437

BbiCTaBuTe ¢onar y HauMeHoBaHusl paanonHTepdeiica, no KOTOPOMY Heo6X0AVMMO BbIBECTU NOAPOGHYI0
nHcpopmaumio (Radio 1 nnm Radio 2):

WLAN Packets Received — 06Llee KONMYECTBO NaKeToB, MOMyYEHHbIX TOYKON AOCTyNna Yepes AaHHbIN
paanonHTepdeiic;

WLAN Bytes Received — 06Lee KOIM4YeCcTBO 6aiiT, NOSTyYEHHbIX TOYKOM AOCTyna Yepes AaHHbIN
paanonHTepdeiic;

WLAN Packets Transmitted — obuiee KOnM4YecTBO, NakeToB NepefaHHbIX TOYKON AOCTyna yepes AaHHbI
paanonHTepdeiic;

WLAN Bytes Transmitted — obwiee KonM4ecTBO 6aiT, nepegaHHbIX TOUKOW A0oCTyna Yepes gaHHblIl
paanonHTepdeiic;

WLAN Packets Receive Dropped — Konn4ecTBo NakeToB, NO/IyYEHHbIX TOUYKOM A0CTyNa Yepes AaHHbIl
paanonHTepdieinc, KOTopble Obl/I OTOPOLLEHBI;

WLAN Bytes Receive Dropped — KONnM4ecTBO 6aiiT, NoNy4YeHHbIX TOYKOI AOCTYNa Yepes AaHHbIi
paanonHTepdeinc, KOTopble Obl/I OTOPOLLEHBI;

WLAN Packets Transmit Dropped — KonnM4yecTBO NaKeToB, NepefaHHbIX TOYKON AOCTyna Yepes AaHHbIN
paanonHTepdeiic, KOTopble Obl/I OTOPOLLEHBI;

WLAN Bytes Transmit Dropped — Konu4ecTBo 6aiiT, nepefaHHbIX TOUKO AOCTYNa Yepes AaHHbI
paanonHTepdeiic, KOTopble Obl/I OTOPOLLEHBI;

Fragments Received — Konn4ecTBO NONyYeHHbIX hparMeHTOB NakeToB.;

Fragments Transmitted — konnuyecTBO NepefaHHbIX oparMeHTOB NaKeToB.;

Multicast Frames Received — KONMYeCTBO NO/yYEHHbIX KaApOB MY/IbTUKACT;

Multicast Frames Transmitted — KonM4ecTBO NepeaaHHbIX KaapoB My/bTUKACT;

Duplicate Frame Count — konnmuecTBO Ay6nMpyHLINX Kaapos;

Failed Transmit Count — KONM4Y4ECTBO He NepefaHHbIX NaKeToB 13-3a OLLNOKY;

Transmit Retry Count — KOIM4eCTBO NOBTOPHO OTMNPAaB/IEHHbIX MAaKETOB;

Multiple Retry Count — kKONM4eCTBO NaKeTOB, NePeOTNPaBASEMbIX HECKO/IbKO pas;

RTS Success Count — KOMYECTBO NAKETOB NOATBEPXAEHNS O FOTOBHOCTY NpUHUMaTh Tpadgmk (CTS);
RTS Failure Count — KOniM4ecTBO NAKeTOB, HA KOTOPbIE HEe NPULLI NOATBEPXAEHUSA O TOTOBHOCTU Ha
npuem (CTS);

ACK Failure Count — KONIM4eCTBO NAKeTOB, HA KOTOPbIE HEe NPULLI NOATBEPXAEHUS O YCNELIHOM npueme
(ACK);
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* FCS Error Count — konnecTBO KaApoB, He NpoLUewmnX NPOBEePKY KOHTPO/IbHON CyMMb;
+ Transmitted Frame Count — KO/IM4ECTBO YCMELHO NepeaaHHbIX Kaapos;
« WEP Undecryptable Count — konn4ecTBO NakeToB, KOTOpble He yaanock pacwmdgposatb (WEP).

[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.411 MopmeHto «<Email Alert Status»

B nogmeHto «kEmail Alert Status» npusogutca nHgopmaumnsa 06 oTnpasneHHbIX N0 3/1IEKTPOHHON noyTe
COO0OLEHNSIX, CreHEePUPOBaHHbIX HA OCHOBE XYypHasia COObITUIA.

HacTpouTb oTnpaBky coobLeHnii MOXHO B nogmeHto «Email Alert», pacnonoXeHHOM B MeHH0 «Services».

Email Alert Operational Status.

Click "Refresh™ button to refresh the page.

Refresh

Ernail Alert Status : up
Number of Email Sent 1 249
Number of Email Failed 1

Time Since Last Email Sent @ Tue Apr 20 10:53:42 2021

+ Email Alert Status — cTaTyc pab0Tbl ONOBELLEHMSA N0 3/1EKTPOHHON NoYTe 0 paboTe ycTpolicTBa:
+ Up - onoBeLyeHne BK/TOYEHO;
+ Down - onoBeLLeH1e BbIK/THOYEHO.
Number of Email Sent — o6Liee KonM4ecTBO COOOLLEHNIA, OTNPaBNEHHbIX HA AAaHHbIi MOMEHT;
Number of Email Failed — obLee Konnm4yecTBo COOOLLEHNIA, KOTOPbIE ObIIM NOTEPSIHbI, HA AAHHbI
MOMEHT;

« Time Since Last Email Sent — pata 1 Bpemsl OTNpaBkn NOCAeAHEro CoobLLEHMS.

[nsi 06HOBNEHMS UHDOPMALM HA CTPAHULE HaXXMUTE KHOMKY «Refreshy.
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4.5 MeHo «Manage»

4.5.1 MopameHto «Ethernet Settings»

B nogmeHto «Ethernet Settings» BbINONHAOTCA ceTeBble HACTPOWKM YCTPOIACTBA.

Modify Ethernet (Wired) settings

Hostname WEP-2ac {Range : 1 - 63 characters)

Internal Interface Settings

MAC Address AZ:F3:4E:B4:BO:CO

Management YLAN ID 1 (Range: 1 - 4094, Default: 1)
Untagged VLAN 9@ Enabled Ciisabled

Untagged VLAN ID 1 (Range: 1 - 4094, Default: 1)
Caonnection Type DHCP -

Static IP Address 122 (.|168 |.[1 . |10

Subnet Mask 255 . [255 . | 255 . |0

Default Gateway 192 .|168 L1 . | 254

DNS Mameservers 9 Dynamic Manual

Click "Update” to save the new settings.

Update

+ Hostname — ceTeBoe nmsa ycTpoictea. MoxeT cogepxatb oT 1 40 63 CUMBO/IOB U COCTOATH U3
NaTUHCKMX 3arfaBHbIX U CTPOUHBIX BYKB, LMAP, 3HaKa aedumc «-» (06paTuTe BHUMaHMWE, 4To Aedmc He
MOXET 6bITb NOCNEAHMM CYMBOSIOM B CETEBOM VIMEHU YCTPOICTBA);

* MAC Address — MAC-agpec Ethernet-nHtepdelica ycTpoiicTBa;

+ Management VLAN ID — naeHtudoukatop VLAN, ncnonb3yemsblii Ans goctyna K ycTpoicTay. MpuHumaeT
3HayeHus ot 1 go 4094. Mo ymonyaxuo — 1;

+ Untagged VLAN — nepeBectu LAN-nopTbl B access-pexum, B koTopoM aobasnsietca VLAN-Ter ans
BXOASALLEr0 HETErMpoBaHHOIo Tpadurka N CHUMaeTcs yctaHoB/1eHHbI VLAN-Ter ¢ ncxogsuero:

+ Enabled — BkntounTb access-pexum LAN-nopToB.;

+ Disabled - BbIkntounTb access-pexnm LAN-nopTtos.

+ Untagged VLAN ID — naeHTudpmkatop VLAN, KOTOpbIin 6yAeT Ha3HauYeH HETErMpoBaHHOMY TpaduKy,
nocTynarwLemMy Ha YCTPOMCTBO, U CHAT C ucxogsulero Tpaduka. NMpuHumaet 3HadeHus ot 1 go 4094. Mo
ymMo/si4aHuo — 1;

+ Connection Type — Bbl6op crnocoba yctaHoBKM IP-agpeca Ha ynpasnstoLemM nHtepdeince, no KOTOpoMy
6ypet ocylwectBnATbea nogktodeHne WAN-mHTepdpeica ycTpoincTea K cet npefocTasieHns ycnyr
nposaligepa:

+ DHCP - pexxum paboTsl, Nnpy KoTopoM IP-aapec, macka nogcetn, agpec DNS-cepsepa, LL03 No
YMOJIHaHMIO U Apyrve napameTpbl, Heoo6xoanMble 15 paboTbl B ceTu, byayT nosyyeHsl oT DHCP-
cepBepa aBToMaTn4eckuy;

+ Static IP — pexum paboTbl, npn KoTopom IP-agpec 1 Bce Heo6XoAMMbIe CETEBbIE NapamMeTpbl Ha
WAN-rHTepgeiic HazHavarTcs ctatuyecku. Mpu Bblibope Tuna «Static IP» Ansa pegaktmpoBaHus
CTaHyT AOCTYMHbI CneyroLme napameTpbl:

« Static IP Address — IP-agpec ycTpolicTBa B CeT1 npoBaiiaepa;
+ Subnet Mask — macka BHellHeli noaceTy;
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+ Default Gateway — |IP-agpec, Ha KOTOpbIil OTNPaBASETCA NAKET, eCW AN1S HETo He HalifeH
MapLUpyT B Tabnuue mapLupytmsauum;
« DNS Nameservers — afipeca cepBepOoB AOMEHHbIX UMEH (MCMOb3YOTCS A5 onpeaeneHns
IP-agpeca ycTpoiicTBa No ero JOMEHHOMY UMEHM):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBUCHMYIO MaMsATb HAOXKMUTE
kHoMKy «Update».

4.5.2 MNMopgmeHo «Management IPv6»

B nogmeHto «kManagement IPv6» BbINo/HAETCA HAcCTpoiika KoHurypauum IPve-agpeca gnia goctyna K
ynpasneHnto YyCTPOCTBOM.

Modify Management IPv6

Management IPvO

IPve Connection Type DHCPvG v

IPv6 Admin Mode Enabled ® Disabled

IPve Auto Config Admin Made Enzbled ® Disabled

Static IPve Address s o R B S 2 S K K e )
Static IPv6 Address Prefix Length 0 (Range: 0 - 128, Default: 0)

Static IPve Address Status
IPve Autoconfigured Globzal Addresses
IPvE Link Local Address
Default IPve Gateway s [ L X O L X D S 0 L SO0 T )
IPv6 DNS Mameservers ® Dvnamic Manual
0 T X O L X XD 20 L B0 T30 )

R L X K R XS 2§ SO S XK )

Click "Update” to save the new settings.
Update

+ IPv6 Connection Type — BbIGOP UCMONb30BaHUsi cTaTnyeckoro (Static IPv6) nnn anHaMmmyeckoro
(DHCPv6) IPv6-agpeca ycTpoiicTBa;
*+ IPv6 Admin Mode — focTyn K yCTpOCTBY Mo nNpoTokony IPvé:
+ Enable — pocTyn paspeluleH;
* Disable — pocTyn 3anpeLyeH.
+ IPv6 Auto Config Admin Mode — pexum aBTokOH(UrypuposaHus IPvé-agpeca:
+ Enable — ncnonb3syeTtcs;
* Disable — He ncnonb3yeTcs.

Mpwn yctaHoBKe Tuna «Static IPv6» B napametpe «IPv6 Connection Type» ona pefakTmpoBaHus CTaHOBATCA
OOCTYMHLIMU CrieaytoLlne napameTpbi:

« Static IPv6 Address — ctatudeckuiin IPve-agpec ycTpoiicTa. Touka 4oCTyna MOXeET UMETb CTaTUyeCKnii
IPv6-agpec, gaxke ecnim agpeca yxe 6bl/1M HaCTPOoeHbl aBToMaTnyeckn yepes «Auto Config;
« Static IPv6 Address Prefix Length — npedimkc ctatmyeckoro IPv6-agpeca. MNpuHumaeT 3HaveHne ot 0 o
128. Mo ymonuyanuio — 0;
+ Static IPv6 Address Status — npocMoTp pabouyero craryca ctatuyecku CKOHUrypuposaHHoro IPv6-
agpeca. NMapameTp npuHUMAaET cneayoLme 3Ha4YeHus:
+ Operational — TekyLu1ii feACTBYOLWNIA;
+ Tentative — pe3epBHbIN.
* IPv6 Autoconfigured global Addresses — cnucok geincTteyrowmx IPv6-agpecoB Ha YyCTPONCTBE;
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* IPv6 Link Local Address — nokanbHblin IPv6-agpec, yctaHoBNeHHbI Ha LAN-nHTepdeiice. [laHHbln agpec
He KOHJIUIyprpyeTca 1 Ha3HaYaeTca aBToMaTUyeCcKy;
* Default IPv6 Gateway — w03 no ymonyaxuto gns IPve;
+ IPV6 DNS Nameservers — agpeca cepBepoB AOMEeHHbIX UMEH (MCnonb3ytoTcs Ans onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N BHECEHNA HACTPOEK B 3HEPIrOHE3AaBNCUMYIO NMaMATb HOXXMUTE

kHoMKy «Update».

4.5.3 MoameHto «IPv6 Tunnel»

B nogmeHto «IPv6 Tunnel» BbiNO/IHAETCS HAcTpoiika TyHHenMpoBaHus IPv6 BHyTpu IPv4. Vicnonb3yeTcsa
npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBOI agpecalui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPve-naketos B IPv4-nakeTbl Ans nepegayn no
IPv4-cetn. Mogaepxka AaHHOro (oyHKLUMOHa1a NO3BOSET YCTPONCTBY yCTaHaBNMBaTb CBA3b C YAa/IEHHbIMN

IPve-xocTamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel
ISATAP Status Enabled ® Disabled

ISATAP Capable Host satap (oo o000 33k J Hostname max 253 characters, Default: isatap)

ISATAP Query Interva 120 sec. (Range: 120-3600, Default: 120)

ISATAP Solicitation Interva
ISATAP IPvE Link Local Address
ISATAP IPvE Global Address

120 sec. (Range: 120-3600, Default: 120)

Click "Update”™ to save the new settings.
Updats

ISATAP Status — pexum paboTtbl npoTokona ISATAP:

* Enabled - pa3pelueHa pabota no npotokony ISATAP;

+ Disabled - 3anpelleHa pa6oTta no npotokony ISATAP.
ISATAP Capable Host — IP-agpec nnn DNS-ums mapiupytumsatopa ISATAP. 3HaueHue — isatap;
ISATAP Query Interval — nHtepsan BpeMenn mexay DNS-3anpocamu. MpuHumMmaeT 3HadeHme ot 120 o
3600 cekyHg. Mo ymonuaHuio — 120 cekyHg,
ISATAP Solicitation Interval — nHTepBan BpeMeHM MexX/y CO06LLEeHMAMM onpoca MapLupyTusaropa
ISATAP. MpunHumaet 3HaveHns ot 120 go 3600 cekyHA. o ymonyanuio — 120 cekyHp;
ISATAP IPv6 Link Local Address — nokanbHbliii IPv6-agpec ycTpoIiCTBa;
ISATAP IPv6 Global Address — rnobanbHblii IPv6-agpec ycTpoiicTea.

[na BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMYHO NaMsATb HaXXMUTE

kHonky «Update».
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4.5.4 TMopmeHto «Wireless Settings»

B nogmeHto «Wireless Settings» BbINoNHATCA HACTpoOlikn 6ecnposogHoii Wi-Fi ceTn. YCTpoicTBo umeet 2

HEe3aBUCKMbIX (IM3NYECKMX paanoVHTEPENCa, Kaxkablli N3 KOTOPbIX PaboTaeT B CBOEM PeXMME 1 AvanasoHe.

Radio 1 pa6oTtaeTt B gnanasoHe 5 Ty, Radio 2 — B gnanasoHe 2.4 I'Tu,

B npefcTaBneHHOM pasfene MeH NpUBOANTCS pasfe/ibHasi HAacTpolika A5 KaxXAoro pagvonHTepgerica.

Modify wireless settings

Country Russia v
Transmit Power Control on v
TSPEC Violaticn Interva 300 (Sec, Range: 0 - 900, 0 Disables)

Global Isclation

Radio Interface ® on Off

MAC Address ED:D9:E3:71:F5:40

Maode IEEE 802.113/nfac ¥
Channel Auto v
Airtime Fairness ® O Off

Radio Interface 2 * on Off

MAC Address ED:D9:E3:71:F5:50

Maode IEEE 802.11b/g/n v
Channel Auto v

Airtime Fairness * 0on Off

Click "Update” to save the new settings.
Update

+ Country — Ha3BaHue CTpaHbl, B KOTOPOIi paboTaeT Toyka focTyna. B 3aBMCUMMOCTU OT yka3aHHOro
3HauyeHus ByayT NPMMEHEHbI OrpaHMYeHns K MoIoce YacToT M MOLLHOCTU Nepeaarymka, Kotopble
[leCTBYIOT B A@aHHON cTpaHe. OT yCTaHOBEHHOM CTpaHbl 3aBUCUT CMNCOK AOCTYMHbIX YACTOTHbIX
KaHas10B, YTO B/IMSIET HA aBTOMATUYECKNiA BbIOOP kaHana B pexume Channel = Auto. Ecnu knneHTckoe
060pyfoBaH/e NNLEH3MPOBaHO A/18 UCNO/b30BaHUA B APYTOM permoHe, BO3MOXHO, yCTaHOBUTb CBSI3b C
TOYKOW [OCTyNa B TAKOM C/lyyae He yaacTcesi.

© BbI60p HENPABW/ILHOTO PErOHa MOXET NPUBECTU K NPOGIEMaM COBMECTUMOCTU C PasHbIMY
K/TMEHTCKMMU YCTPONCTBaMM.

+ Transmit Power Control — HacTpolika pexuma orpaHuyeHus napamerpa Transmit Power Limit:

+ On — MmakcumMasibHoe 3HavyeHne 3NVIM orpaHnymMBaeTcs B COOTBETCTBUM C 3aKOHOA4ATE/TbCTBOM
P® n He npesbiwaeT 100 MBT (16 ABM 13n1yyaemoii nepegaTymkoM MOLHOCTU ANa Anana3oHa
2.4TTu, 19 gBM nsnyyaemoii nepeaaT4NKoM MOLHOCTM Af1s AvanasoHa 5 Iru).

+ Off — makcumanbHoe 3HauyeHne ANVIM orpaHnumnBaeTcs OU3NYECKMMUN XapakTeEPUCTUKaMM
nepepatumka. Ans ycrpoiicteB WEP-2ac n WEP-2ac Smart makcumansHoe 3HadeHne SVINM ans
AnanasoHa 2.4 'y, — 18 abm, ana gnanasoHa Sy — 21 gbm.

« TSPEC Violation Interval — nHTepBan BpEMEHMN B CEKYHAAX, 3@ KOTOPbIA TOUKa AOCTyNa AO/MHKHA
COo00WMTL Yepes XypHan cobbiTnii nnam nocpeactsoM SNMP-trap 0 NpYCOEANHEHHbIX KANEHTaXx,
KOTOpble He NogaepXmBaloT 0b6sA3artefibHble npoueaypb! gonycka. NMpuHumaet 3HaveHne ot 0 go 900
cekyHg. Mo ymonuanuio — 300 cekyHz,

*+ Global Isolation — npn ycTaHOBMEHHOM dh/iare BK/IOYEHa M3015aUms Tpadmka Mexay KmeHTammn pasHblx
VAP 1 pa3HbIX pagmonHTepdeincos;
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* Radio Interface — cocTosiHMe paguonHTepdeiica:
+ On — Npu ycTaHOB/IEHHOM chnare pagnmovHTepdeic akT1BeEH;
+ Off — npn ycTaHOBNEHHOM (hriare paavovHTepdenc BbIK/HOUEH.
MAC Address — MAC-agpec pagnonHtepdeiica;
* Mode — BbiGOp pexnma paboTbl 6ecnpoBogHOro MHTepdelica cornacHo ctaHgaptam IEEE 802.11;
+ Channel - Homep KaHana gnsa paboTbl 6ecnpoBoAHO ceTu. MNpu BbiGope 3HaYeHUs «autox»
aBTOMaTU4eCcKn onpeaenseTcs KaHaa ¢ MeHbLUMM YPOBHEM MOMEX;
+ Airtime Fairness — pyHKUMs 3OUPHON pagmofoCTyMHOCTH:
+ On — nNpun ycTaHOB/IEHHOM ¢hnare (pyHKUMA akTuBHaA. DUpHOE BPpEMSA paBHOMEPHO
pacnpegenseTca Mexay nosb3oBarensimu;
+ Off — oyHKUMA BbIK/IOYEHA.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMYIO MaMsATb HAXKMUTE
kHoMKy «Update».

4.5.5 MopmeHto «Radio»

B nogmeHto «Radio» BbINOMHATCA paclumMpeHHble HacTpoliku 6ecnposogHoit Wi-Fi cetn ans kaxgoro
pagnovHTepdelica.

Modify radio settings

Radioc |17

Status ® On Off

Mode |IEEE 802.11a/n/ac ¥

Channe Auto v

Channel Update Period Off v

Limit Channels
Channel |36 |40 |44 |48 |52 |56 |60 |64 |132|136(140|144(149|153|157|161| All

Use | | o [ o] | o

Channel Bandwidth 80 MHz »

Primary Channel Lower ¥

Transmit Power Limit 19 (dBm, Range: 1 - 19)

Advanced Settings =

TSPEC Settings [+]

Click "Update™ to save the new settings.
Update

* Radio — Bbl6op 6ecnposogHoro Wi-Fi nitepdpelica. Radio 1 pabotaet B gnanasoHe 5 'y, Radio 2
paboTaeT B gnanasoHe 2.4 ',
+ Status — cocTosiHue koHdurypmpyemoro Wi-Fi nitepdpelica:
* On - npu yctaHoBnieHHoM cpnare Wi-Fi nHTepdheiic BKNoYeH,;
+ Off — npn yctaHoBneHHoM conare Wi-Fi nHTepdelic BbIK/HOUEH.
* Mode - BbIGOp pexrma paboTbl 6ecnpoBOAHOr0 MHTepdeiica cornacHo ctaHgaptam IEEE 802.11.
« [Onsa Radio 1, paboTtatowero B gnanasoHe 5 Nu;
« IEEE 802.717a — 4acTOTHbI AnanasoH 5 'Tu, MakcumanbHas ckopocTb nepegayn 54 MouT/c;
+ IEEE 802.171a/n/ac — 4acTOTHbIn gnanasoH 5 L, MakcumMasibHasi CKOpoCTb nepeaayn 866
MoéwuT/c;
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* IEEE 802.11n/ac — 4acTOTHbIn gnanaloH 5 ML, MakcuMasibHasi CKOpoCTb nepeaayn 866
M6uT/c. BO3MOXHO NOAKNIOYEHME K/IMEHTOB TOMBLKO C NOAAEPXKOWN cTaHaapToB IEEE
802.11n/ac.
« [na Radio 2, paboTtatowero B gnanasoHe 2.4 I'Tu;
*+ |EEE 802.11b/g — 4acTOTHbIN AnanasoH 2.4 I'Tu, MakcumasibHas CKopocTb nepegayun 54
MéuT/c;
« IEEE 802.11b/g/n — 4acTOTHbIA AnanasoH 2.4 I'Tu, MmakcumanbHasa ckopocTb nepegayn 300
MéuT/c;
* 2.4 GHz IEEE 802.11n - 4yacTOTHbI Anana3oH 2.4 'Tu, MakcumanbHas CKOPOCTb nepefayv
300 M6uT/C. BO3MOXHO NOAK/IOYEHNE KNIMEHTOB TO/IbKO C NoAaepxkol ctaHaapTa IEEE
802.11n.
Channel — BbI6Op pagvokaHana ansa pabotsl Wi-Fi nHTepdelica. MNpu Bbibope 3HauveHus «Auto»
aBTOMAaTMYECKMN ONpeaensieTcs 1 BbICTAB/SAETCS HaMeHee 3allyM/IEHHbI KaHan (C yYETOM 3aaHHOTO
pervioHa), Ha KOTOPOM paboTaeT HaMMeHbLLEE KOIMYECTBO TOYEK AOCTYNa;
Channel Update Period — nepvog BpeMeHH, Yepes KOTOpbI ByaeT NpoMCXoAnTb aBTOMAaTMYeCcKuii BbiI6op
ONTUM&JIbHOTO KaHana;
Limit Channels — cnncok KaHas0B, U3 KOTOPbIX TOYKa AOCTYNa MOXeT BblibpaTb ONTUMasIbHbIN A/1A
paboTbl KaHaUu1 B pexnme «Autoy;
Channel Bandwidth — lwmprHa NOMOCbI NPOMYCKaHNS;
Primary Channel — napameTp MOXeT 6bITb M3MEHEH TONbKO Npu LWnpuHe kaHana (Channel Bandwidth),
pasHoli 40 MI'y,. Kanan 40 MI', MOXHO cuMTaTb COCTOSALWMM U3 ABYX KaHanoB no 20 MIu, KoTopble
rpaHuyaTt B 4acTOTHOM o6nactu. 911 ABa KaHasia no 20 MI'y, Ha3biBalOT NEPBUYHLIM U BTOPUYHBIM
kaHanamwu. NMepBUYHbIA KaHas ucnonblyetcs kaeHTammn ctaHgapTa IEEE 802.11n, koTopble
NoAAePXMBAOT TOMbKO MOJIOCY nponyckaHusa kaHasia 20 My,
* Upper — nepBuYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My,
+ Lower — nepBMYHbIM KaHa/10M ByaeT HMmxHWUIA KaHan 20 MITy, B nonoce 40 MIu.
Transmit Power Limit — perynivpoBka MowHoCTK curHana nepegaryunka Wi-Fi 8 gbm.
+ [pwn BKIOYEHHOM pexume Transmit Power Control napameTp NpuHUMAaET cneaytoLwme 3HaueHus:
* B AnanasoHe 2.4 'y (Radio 2) — ot 8 go 16, no ymonuyaxuto — 16;
+ B gnanasoHe 5 'y, (Radio 1) Ha WEP-2ac — ot 1 go 19, Ha WEP-2ac Smart — ot 11 go 19, no
ymosyaHmo — 19.
+ [pwn oTkItO4YeHHOM pexume Transmit Power Control napameTp NpUHMMaEeT creaytolme 3HaueHns:
* B AnanasoHe 2.4 'y (Radio 2) — ot 8 go 18, no ymonuyaxuto — 18;
+ B gnanasoHe 5 'y, (Radio 1) Ha WEP-2ac — ot 1 go 21, Ha WEP-2ac Smart — ot 11 go 21, no
ymonyaHuo — 21.

KnueHtckme Wi-Fi ycTpolicTBa MOryT He NOAAEPXMBATb HEKOTOPbIE YACTOTHbIE KaHasbl. Ecnn HeT
MHopMaLMK O KaHanax, NoaaepXKuBaembIxX KIiMeHTaMu, pekoMeHayeTCca HasHadyaTb YacTOTHbIe
kaHanb! 1-11 ana gnanasoHa 2.4 'y n 36-48 gna gnanasoHa 5 Iy,

Mpw ycTaHOBKe YacTOTHOro kaHana u3 DFS-guanasoHa 52-144 sknioyeHve nHrepdeinca Wi-Fi
MPOVCXOAUT Yepe3 1 MUHYTY.

47



PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

UTo6bl NepeinTun Kk paclUMpeHHOMY CNMUCKY NapaMeTpOoB, HAXXMUTE KHOTMKY C N306paXeHneM CUMBOA «+»
HanpoTtuB «Advanced settings»:

OESE Cosxisiance L

DF5S Suppart ol e

Muicdoman Regquiasony baode Enabie

Short Guand imerval Suppanied Mo W

STEC Mode Sapa v

Protectian Aapa

Eanoon mereal 100 {M==c, Range: 20 - 2000)

+ OBSS Coexistence — pexum aBToMaTU4eCKO CMEHbI LUNPUHBI KaHana ¢ 40 MMy, Ha 20 MITy, npu

3arpy>eHHom paauoadupe:
* On — pexuM BKJTOYEH;
+ Off — peXviM BbIK/HOYEH.

* DFS Support — mexaHu3M ArHaMUYecKoro Bblbopa 4yactoTbl. TpebyeT OT 6eCnpoBOAHbLIX YCTPOUCTB
CKaHvupoBaTb paavoadmp 1 nsberarb UCNO/Ib30BAHUS KaHaU10B, COBMNaZatoLLmMX C KaHasiaMu, Ha KOTOPbIX
paboTaloT pagnonokaumoHHble cuctemsl B 5 'L AvanasoHe. MNone 4OoCTyNHO 418 pefakTUpoBaHus
TO/IbKO B HacTpoiikax uHtepgoeica Radio 1, pabotatowlero B gnanasoHe yactot 5 Ty, MapameTp MOXeT
NMPUHUMATb 3HAYEHUS:

+ On — noggepxka MmexaHn3ma BK/IOUEHa,
+ Off — nogaepxka MexaHn3mMa BblK/lt0oUEHA.

* Multidomain Regulatory Mode — pexvum nepegayv ycTpoicTBOM MHOpMaL N O BbICTaB/IEHHOM pernoHe
B CNYXe6HbIX coobueHmnsx Beacon frame:

* Enable — pexum BKNHOYEH;
* Disable — pexuMm BbIK/TIHOYEH.

+ Short Guard Interval Supported — nogaepXka yKOpOYEHHOr0 3aLUTHOrO NHTEpBasia. YMeHbLUeHne
3alMTHOIO MHTEpBasia yBeIMymBaeT NponyckHy CNoCO6HOCTL. Mone AOCTYNHO A1 peAakTMpoBaHUs
npv YCNOBWW, YTO BbIOPaHHLIV pexum paboTbl pagnovHTepderica BknovaeT B cebs ctaHgapTt IEEE
802.11n. NMapameTp MOXET NPUHUMATb 3HAYEHUS:

+ Yes — Touka focTyna nepefaeT gaHHble, UCNosb3ya 3alunTHbIi nHTepBas B 400 HC npu o6LeHnn
C KNMeHTamu, KOTopble Takxe NoAAepXnBatoT KOPOTKUA 3aLLUTHbIN UHTepBaUT,
+ No — Touka goctyna nepegaet faHHble, UCNosb3ys 3awmnTHbI MHTepBa B 800 Hc;

+ STBC Mode — meTog, NpoCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBaHWS, HaMpaB/EHHbIN Ha
NoBbILIEHNE HaAEeXHOCTU nepejayn AaHHbIX. [1one 4OCTYNHO A4/19 pefakTMpoBaHUs Npu yCrioBUK, YTO
BblGpaHHbI pexunm paboTbl pagnonHTepdelica BktovaeT B cebs ctaHgapt IEEE 802.11n. MapameTp
MOXEeT MPUHMMaTh CriefyroLime 3Ha4YeHNs:

+ Yes - Touka gocTyna nepegaeT OfuH NOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;
* No - Touka focTyna He nepefaer OAUH U TOT e NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEeHH.

* Protection — pexum paboTbl NpeAoTBpaLLeHNss MEXCTaHUNOHHOW MHTepdepeHLnn:

* Auto — pexuMm BKJ/IHOYEH;
+ Off — peXviM BbIK/HOYEH.

+ Beacon Interval — nepvopg, NOCbIIKM MasiukoBbIX hpeimMoB. Ppeimbl nepesatoTcs 47151 06HapYKeHNs

TOUKM JocTyna B achupe. MapameTp npuHumaet 3HadeHne ot 20 go 2000 mc. Mo ymonyaHuio — 100 mc.
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DTIM Peiad [= [ (range: 1.2

Fragmenssan Thoeshaid |?| (Riange: 2562340, Even Numbers)
ATS Threshaid |?| [Range: 0-07337)

Mapdmum Stafions |?| [Rangs: 0-200)

VLAN List |—| A Aemave Ssisctsd

[Fange: 14094, 30 wian-ids ma)

Fixed Mullicasi Raie Sapn b=

Frame-bursi Suppaori Ol % | [Boosis Downsiream Throughoud]

DTIM Period — nHTepBas BpeMeHW nepes OTNPaBKoi curHana 6ecnpoBogHOMY KMEHTY, Haxo4saLwWwemycs
B CMALLEM pexnme, AN COOOLEHNS 0 TOM, YTO MakeT AaHHbIX OXUAaeT AoCTaBKu. [NapameTp npuHuMaeT
3HayeHuns ot 1 ot 255 mc. Mo ymonyaHuio — 2 Mc;

Fragmentation Threshold — nopor coparmeHTaumm dperima B 6aintax. MapameTp NPMHUMAET 3HAYEHUS OT
256 o1 2346. No ymonyaHuio — 2346;

RTS Threshold - yka3blBaeT unicno 6aiiT, yepes KOTOpoe NnocbliiaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH0 NMPONYCKHYK CMNOCOOHOCTb
6ecnpoBogHoli ceTu. MNapameTp npuHuUmaeT 3HavyeHus ot 0 go 2347. Mo ymonyanuio — 2347,

Maximum Stations — MakCmasibHO AONYCTUMOE YMUC/I0 NOAK/IYAEMbIX K paanouHTepdency KNmeHToB.
MapameTp npuHmMmMmaeTt 3HavyeHus ot 0 go 200, rae 0 — orpaHuyeHne BbIKNOYEHO. Mo ymonyaHuio — 0;
VLAN List — cnucok VLAN, paspeLueHHbIX /15 nepegayn B agomp (MCnonb3yeTcs COBMECTHO C PEXMMOM
VlanTrunk Ha VAP). HacTpoiika VLAN List ncnonb3yetcsi B TOM c/iyyae, eCnv B CTOPOHY K/TMEHTCKOIO
YCTpPOMCTBa HY>KHO nepegatb He oanH VLAN, a HecKonbko. HacTpoiika akTyanibHa Ans pexuma paboThbl
VAP - VlanTrunk. MakcumansHoe konnyectso VLAN, koTopoe MOXHO yka3aTb B crniucke — 20;

Fixed Multicast Rate — BbIGOP (PMKCMPOBAHHOM CKOPOCTM Nepefayn MynsTUKacToBOro Tpadmka. Mpu
Bbl6Ope 3HayeHusa «Auto» BbIGOP CKOPOCTU BbINOSTHAETCHA aBTOMaTUYeCKY;

Frame-burst Support — pexwum, N03BONALLMNIA YBENNUNTL NPOMYCKHYH CMOCOBHOCTb A/1S1 HUCXOASALLEro
noToka.

DHCP Replication an v
ARP Suppression an v
DHCP Sneoping Mode
WHT NS52 MCS0-MCS8 (13 - 156 Mbps)
WHT NS52 MCS0-MCS7 (13 - 130 Mbps)
WHT NS51 MCS0-MCS8 (6.5 - 78 Mbps)
MCS Rate Set VHT NSS1 MCS0-MCS7 (6.5 - 65 Mbps)
MCS15 (130 Mbps)
MCS14 (117 Mbps) -
Legacy Rate Sets
Rate (Mbps) s4|48|36[24]18[12] 9| 8
Supported b | Cd | Ea
Basic oo O O
- Rate Limit 50 (packets per second)
|_| Broadcast/Multicast Rate Limiting _
Rate Limit Burst | 75 (packets per second)
WHT Features O
TSPEC Settings
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« DHCP Replication — pennukauns DHCP-nakeToB B CTOPOHY K/MeHTa npu «on» — unicast, npu «off» —
broadcast;
+ ARP Suppression — mexaHn3M KoHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
+ DHCP Snooping Mode — ynpaBneHune noaMTukon o6paboTkm onuun 82:
* Ignore — Ha To4YKe [OCTyna OTK/IYeHa 06paboTka onumy 82. 3T0 3HaYeHUe yCTaHOBEHO MO
YMOTYaHUIO;
* Remove - Touka gocTyna yganset 3HadyeHue onuum 82;
* Replace - Touka gocTyna noAcTaBnseT Uan 3aMeHseT 3HaveHre onuumn 82. MNpu ycTaHOBKe
[aHHOTO 3HaYeHUsA CTaHOBATCA AOCTYMHbLIMU [/1A PeAaKTUPOBaHUA cneyroLme napameTpbl:
* DHCP Option 82 CID Format:
+ String — Touka goctyna meHset cogepxumoe Circuit-ID Ha 3HavyeHue, koTopoe
HacTpamBaeTca Bpy4Hyto B none «DHCP Option 82 CID String»;
+ APMAC-SSID - Touka goctyna meHsieT cogepxumoe Circuit-ID Ha 3anuck Buga <MAC-
agpec Toukn goctyna>;<mms SSID, K KOTOPOMY MOAK/THOYEH KNNEHT>. TO 3HAYEHUNE
YCTaHOB/EHO MO YMOJ/TYAHUIO;
+ SSID - Touka goctyna meHset cogepxumoe Circuit-ID Ha nma SSID, k KoTopomy
MOAK/THOYEH K/INEHT.
* DHCP Option 82 CID String — 3Ha4yeHune oT 1 40 52 cMMBO/I0B, KOTOpPOe ByAeT nepegaBarbecs
B Circuit-ID B cnyvae, ecnu B napametpe «DHCP Option 82 CID Format» yka3aHo «String».
JlonyckatoTcsa TONbKO NaTUHCKME BYKBbI U LINIPBbI, 3HAKK «.», «-», «_»,

© Ecnu B napametpe «DHCP Option 82 CID Format» ycTaHOB/IEHO 3HauYeHue «String»
npwu atom none «DHCP Option 82 CID String» octasiocb nNycTbiM, TO TOYKa JoCTyna
6ynet MmeHATb cogepxmmoe Circuit-ID Ha 3HaveHue Mo ymonyaHuio — «APMAC-
SSID».

* DHCP Option 82 RID Format:

+ String — TOYKa gocTyna MeHseT cogepxmnmoe Remote-ID Ha 3HaueHue, KoTopoe
HacTpauBaeTcs Bpy4Hyto B nosne «DHCP Option 82 RID String»,

+ ClientMAC - Touka gocTyna MeHsieT cogepxmmoe Remote-ID Ha MAC-agpec
K/IMEHTCKOrO YCTPOMCTBA. ITO 3HAYEHUE YCTAHOB/EHO MO YMO/TYaHWIO;

+ APMAC - Touka gocTtyna MmeHsieT cogepxmmoe Remote-ID Ha cBoit MAC-aapec;

+ APdomain — Touka gocTyna MeHsieT cogepxmumoe Remote-ID Ha nmsi nocnegHero no
[epeBy [OMeHa, ykaszaHHOro B napametpe AP-Location, nponnucaHHOro B HacTporikax
yCTpOiCTBa.

+ DHCP Option 82 RID String — 3Ha4yeHue oT 1 0o 63 CMMBOJ10B, KOTOPOE ByAeT nepeaaBaTbCs
B Remote-ID B cnyyae, ecnn B napametpe «DHCP Option 82 RID Format» ykazaHo
«String». jonyckarTcsa TONbKO /TaTUHCKME BYKBbI U LUMPbI, 3HAKN «.», «-», «_».

© Ecnv B napametpe «DHCP Option 82 RID Format» ycTaHOBMEHO 3HadYeHue «String» u
npu atom nosie «kDHCP Option 82 RID String» ocTasiocb NycTbIM, TO TOYKa A0CTyna
6yaeT MeHATb cogepxxmmoe Remote-ID Ha 3HaueHme Mo ymonyaHuio — «ClientMAC».

* DHCP Option 82 MAC Format — napameTtp onpegenset dgpopmar MAC-agpecos, KoTopble
nepepatorcs B CID 1 RID. MoXeT npuHMMaTh 3Ha4YeHUS:
+ default - MAC-agpec nepegaetcsi B 06bIMHOM hopmarte, TakoM Xe, Kak B Onuum
"Client-Ethernet-Address" DHCP-naketa. B atom cnydyae MAC-agpec, kak npasusio,
NMEET HKXHWUIA perncTp 6yKB, a B Ka4ecTBe pasgenutens BbicTynaet ", Hanpuvep
"aa:bb:cc:dd:ee:ff". B nakeTte oH 6yaet nepegasatbcsa B ASCIl-kogmpoBke. 310
3HauYeHne yCTaHOB/IEHO MO YMO/YaHWIO;

* radius — MAC-agpec nepegaetcsa B RADIUS-chopmarte. B aTom cnyyae Bce 6yKBbl
nepeBoAsATCA B BEPXHUIA PerncTp, B Ka4ecTBe pasgenntens Boictynaet "-'. Mpumep
"AA-BB-CC-DD-EE-FF". B nakeTte oH 6yaeT nepegasatbcs B ASCII kognpoBke.

* MCS Rate Set — BbI6Op nogfepXxuBaemblx kaHas/IbHbIX CKOPOCTe 6ecnpoBOAHON Nepefayn AaHHbIX,

onpegensembix cneyndrkaymamm ctaHgaptos IEEE 802.11n/ac;
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+ Legacy Rate Sets — nogaepxvBaemble 1 TPAHCINPYEMbIE TOYKON AOCTyna Habopbl KaHa/TbHbIX
cKopocTei;

* Broadcast/Multicast Rate Limit — npyn ycTaHOBNEHHOM ¢onare BbIMOMHAETCA OrpaHMyeHme nepegaym
LUMPOKOBELLATENTbHOIO/MY/NLTUKACTOBOrO Tpadmka no 6ecnpoBogHoli ceTu. MNpu ycTaHoBKe donara
CTaHOBATCA AOCTYNHLIMU AN PefaKTUPOBaHWA creaytoLlme nons:

* Rate Limit — nopor ckopocTu nepegayn gaHHbix, nak/c. No ymonyanuto — 50 nak/c.;
* Rate Limit Burst — MakcMMasibHOE 3Ha4YeHue BCrsiecka Tpadvka, nak/c. Mo ymonyaHuo — 75 nak/
C.

* VHT Features — pyHKUMSA BKIIOYEHUS/BbIKNOYeHUA nogaepxkn VHT ckopocTtein. dyHkuma VHT BkiovaeT

nognepxky 256QAM. Mogaepxusaetcs ana ctaHgapTa IEEE 802.11ac.

TSPEC Settings =
TSPEC Mode off v
TSPEC Voice ACM Mode Off v
TSPEC Voice ACM Limit | 20 | (Percent, Range: 0 - 90)
TSPEC Fbt Voice ACM Limit o | (Percent, Range: 0 - 90)
TSPEC Video ACM Mode Off v
TSPEC Video ACM Limit 15 | (Percent, Range: 0 - 90)
TSPEC Fbt Video ACM Limit o | (Percent, Range: 0 - 90)
TSPEC BE ACM Mode off v
TSPEC BE ACM Limit o | (Percent, Range: 0 - 90)
TSPEC BK ACM Mode Off v
TSPEC BK ACM Limit E | (Percent, Range: 0 - 90)
TSPEC AP Inactivity Timeout | 30 |(Sec, Range: 0 - 120, 0 Disables)
TSPEC Station Inactivity Timeout |3U |(Sec, Range: 0 - 120, 0 Disables)
TSPEC Legacy WMM Queue Map Mode Off v
Click "Update™ to save the new settings.
Update

[nsa nepexoga k HacTpoiike napameTpoB TSPEC, HaXMUTE KHOMKY C N306paXeHNnem CMMBO/A «+» HanpoTuB
«TSPEC Settings»:

« TSPEC Mode - 8bI60p pexuma pabomsl TSPEC. Mo ymonyanuto — off (BbikntoueH). MoxeT npuHuMaTb
3HaYeHUs:

+ On — Touka goctyna obpabartbiBaeT Tspec-3anpochbl OT KNIMEHTOB. ICNosb3yiiTe 3Ty HACTPONKY,
€C/1 TouKa fgocTyna obpabatbiBaeT Tpadmk oT QOS-COBMECTUMbIX YCTPOWMCTB, TAKMX Kak
ceptudpmumpoBaHHble TenedoHsl Wi-Fi;

+ Off — TouKa gocTyna UrHopmpyeT Tspec-3anpockl OT KIMEHTOB. VICNonb3yiiTe 3Ty HACTPOliKy, ecnuv
Bbl HE XOTUTE MUCMob30BaTh Tspec A/19 QOS-COBMECTUMbIX YCTPOWCTB.

+ TSPEC Voice ACM Mode - pernameHTMpyeT 06s13aTenbHblii KOHTPOb gonycka (ACM) ans kateropum
ronocooro Tpadguka (Voice). Mo ymonuanuto — off. MoXeT npuHMmaTh cnegytolime 3Ha4YeHUS:

+ On — KMeHTy TpebyeTca OTNPaBUTb 3anpoc K TOUKe AOCTyna nepes oTnpaBKoi Uav NosyYeHnem
noToka ronocosoro Tpadguka Voice;

+ Off — KNMMEHT MOXET OTNPaBNATbL U NOMyYaTb r0/10COBOI Tpaduk Voice, He Tpebyst 4onycKkaeMoi
Tspec; Touka focTtyna urHopupyert 3anpocbl Voice Tspec OT K/IMEHTOB.

+ TSPEC Voice ACM Limit — onpegensaeT npegen oobema Voice Tpaduka. NMapameTp npuHUMaeT
3HadeHns ot 0 0o 90%. Mo ymonuaHuo — 20%;

+ TSPEC FBT Voice ACM Limit — onpegensieT BepxHuii npesen obbema Voice Tpaduka Ans KIMeHToB B
POYMUHre Ha JaHHOM ToYke AOCTyna C NOMOLLbLIO 6bICTporo nepexoga BSS. MapameTp npuHumaet
3HadeHns ot 0 go 90%. Mo ymonyaHuio — 0%;
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+ TSPEC Video ACM Mode — pernaMeHTUpyeT 06s3aTe/bHbIii KOHTPOsb gonycka (ACM) ans kateropum
Video-Tpadmka. Mo ymonuanuto — off. MoxeT npuHMmMaTh cregytowme 3Ha4YeHus:

+ On — KIMEeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AOCTyna nepes oTnpasBKov Un NonyyeHnem
notoka Video-Tpaduka;
« Off — KNNEHT MOXET OTNpaBnATbL U nony4yaTb Video-Tpadmk 6e3 HE06X0AMMOCTK 3anpoca.

« TSPEC Video ACM Limit — onpegensieT BepxHuin npegen obbema Video-tpaduka. NMapametp npuHUMaeT
3HadeHns ot 0 0o 90%. Mo ymonyaHuo — 15%;

+ TSPEC FBT Video ACM Limit — onpefensieT BepxHuin npegen oobema Video-Tpaduka ans KIMeHToB B
POYMUHIe Ha 3TOI Touke A0CTyna ¢ NOMOLLbI0 6bICTporo nepexoga BSS. MapameTp npuHumaeT
3HadeHns ot 0 go 90%. Mo ymonyaHuio — 0%;

« TSPEC BE ACM Mode — pernaMmeHTUpyeT 06513aTe/bHblli KOHTPO/b Aonycka Ans kareropun Best Effort
Tpadwmka. Mo ymonuaHuio — off. MoXeT npMH1MaTh cneayroLlme 3HaueHns:

+ On — KIMEeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AocTyna nepes oTnpasBKov Uin nonyyeHnem
notoka Tpadmka kateropum Best Effort;

+ Off — KNNEHT MOXET OTNPaBNATbL U NonyyaTb Tpadmk kateropun Best Effort 6e3 HeobxoamMMocTu
3anpoca.

« TSPEC BE ACM Limit — onpefensieT BepxHuii npegen obbema Tpacuka kateropun Best Effort gns
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbIO 6bICTporo nepexoga BSS. Mapametp
npuHumaeT 3HaveHusa ot 0 o 90%. Mo ymonyaxumio — 0%,

+ TSPEC BK ACM Mode — pernameHTUpyeT 06513aTe/IbHbIii KOHTPOb A0MyCKa ANs KaTeropum
Background-tpacuka. Mo ymonyanuio — off. MoXeT npyHUMaTh crefyolime 3HaueHus:

+ On — KMeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Uin nonyyeHnem
noToka Tpadmka kateropum Background;

« Off — KNMMEHT MOXET OTNPaBNATL U NosyyaTb Tpadmk kateropum Background 6e3 Heo6xoanMocCTH
3anpoca.

+ TSPEC BK ACM Limit — onpenenseT BepxHuii npegen obbema Tpadumka kateropmm Background ans
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbIO 6bICTpOro nepexoga BSS. Mapametp
npuHumaeT 3HaveHus ot 0 o 90%. Mo ymonyaxumio — 0%,

+ TSPEC AP Inactivity Timeout — BpeMs, N0 UCTEYEHNIO KOTOPOro ByAYT YAANATLCA HEAKTUBHbIE KNIMEHTHI C
Touku goctyna (npoeepsietcst notok downlink). MapameTp npuHUMaeT 3HaueHust ot 0 o 120 cekyHa, Mo
ymonuyaHuio — 30 cekyHz,;

+ TSPEC Station Inactivity Timeout — BpeMs, M0 UCTEYEHUNIO KOTOPOro ByayT yAanAaTbCA HeaKTUBHbIE
K/IMEHTbI € ToukM gocTyna (npoBepsieTcs noTok uplink). MapameTp npuHumaeT 3HadeHus ot 0 go 120
cekyHpg. Mo ymonuanumto — 30 cekyHp,

« TSPEC Legacy WMM Queue Map Mode - BbiGepute On, 4TOo6bI NoNyYaTb TpadnK pasnnyHbIxX
KaTeropuii Ha ouepeasix, pabotatomx B AKM.

[lna BCTynneHnsa B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMMYHO MaMSATb HaOXKMUTE
kHOMKy «Update».
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4.5.6 MoameHto «Scheduler»

B nogmeHto «Scheduler» BbinoAHAETCS HAcTpoiika naaHMpoBLuKa paboTel Tovek gocTyna. C NoMOLLbo
HacCTpOeK JaHHOr0 MEHI0 MOXHO CKOH(pUrypmpoBaTh BpeMsi paboTbl ONpeAeneHHoro pagnonHtepderica nm
BMPTYasibHOM TOYKM AOCTYMNa.

Scheduler Configuration

Global Scheduler Mode: ®*) Enable Disable

Scheduler Operational Status
Status: up

Reason:| IsActive

Scheduler Profile | |(Rangel-32
chars)

Rule Configuration
Select Profile test W Remove

Set Schedule Daily
* Weekday
Weekend
©n | Sunday hd
Start Time | 08 % | :| 00 ¥ [End Time | 20 % |: | 00 ¥

Add Rule
Profile Name Rule ID Day of the Week Start Time End Time

test--?--weekday--08:00--20:00

Modify Rule Remove Rule

* Global Scheduler Mode — Bk/to4eHME/BbIKTHOYEHME NNIAHNPOBLLMKA:
* Enable — nnaHpOBLLMK BK/THOUEH;
+ Disable — nnaHMpPOBLLVK BbIK/THOYEH.

Scheduler Operational Status — B pazgene npusoanTca MHGOPMALMA O COCTOSHUM PA6OTbI NIAHNPOBLLMKA:

« Status — cTatyc pa6oTbl NaHnpoBLuKa. MNapameTp npuHUMaeT 3HaveHust Up (BkntoueH) nnm Down
(BbikntoueH). Mo ymonuyaxuto — Down;
* Reason - pononHutenbHaa MHhopmauusi 0 COCTOSIHUM PaboTbl NIaHMPOBLUMKA:
+ IsActive — B paboyemM COCTOSAHUY;
+ ConfigDown — NNaHNPOBLLYK BbIK/TKOYEH, OTCYTCTBYHOT I1106a/1bHblE HACTPOIAKY;
+ TimeNotSet — NnaHMPOBLLMK BbIK/THOYEH, HA YCTPOINCTBE HE YCTAHOB/IEHO CUCTEMHOE BPEMS;
+ ManagedMode — nnaHMpPOBLUUK BbIK/TOYEH, YCTPONCTBO HAXOANTCS B peXrMe ynpaBeHus;
+ Scheduler Profile — nmsa cozgaBaeMoro npoduns nnaHmMpoBLmka. MoxeT cogepxaTb oT 1 go 32
CMMBOJIOB.

[nsa no6aeneHns npocmns B cuctemy ykaxute nms B none «Scheduler Profile» n Haxmute kHonky «Add».
Rule Configuration — B pasgene BbINo/HAETCS HACTPOlika NapameTpoB NPOW/IA NIaHMPOBLUMKA:

+ Select Profile — nma co3gaHHOro paHee Npoguns, 4719 KOTOPOro GyAeT BbINOMHATLCA HACTPOiKa
napamMmeTpoB;
+ Set Schedule — peHb Hepenn paboTbl NAAHNPOBLLMKA. MapaMeTp MOXET NpUHMMATL crieaytoLimne
3HaYeHus:
* Daily — exxefHEBHO;
+ Weekday — pabouve gHu;
+ Weekend — BbIXxoaHble OHY;

+ On — onpefenexHblil AeHb Hefenu, BbI6op KOTOPOro OCYLLECTBSIETCSA U3 BbiNaJatoLLero crnmcka.
MoxeT npuHumartb 3HadeHne Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday.

+ Start Time — Bpemsl BKNHOYEHMSA paanovHTepdeiica nnn VAP. 3agaeTcs B BUAE YacCbl:MUHYTHI;
+ End Time — BpeMs Bblk/oueHus pagnonHtepderica nnm VAP. 3agaeTtcsi B BUAE YaCbl:MUHYThI.
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[N coxpaHeHus HOBOTO Npasw/ia NPoguas HaxxmmTe KHonky «Add Rule».
[nsa yaaneHusi npaeuna BbIGEPUTE NPaBUIO B CMIUCKE N HAXXMUTE KHOMKY «Remove Rule».
[ONsi U3MeHeHWsi HacTpPoeK NpaBua BbIbepuTe NpaBuio U HaxmmTe kHonky «Modify Rule».

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMMYIO MaMsATb HAOXKMUTE
kHoMKy «Update».

4.5.7 NMopameHto «Scheduler Association»

B nogmeHio «Scheduler Association» BbINO/IHAETCS NpMBA3Ka Co34aHHbIX B nogmeHto «Scheduler» npasun
nnavvposLmka K VAP nnn pagnonHtepdericam.

Scheduler Association Settings

Radio Scheduler Profile Cperational Status
1 ' up

2 b up

Radio | 1 w

VAP Scheduler Profile Operational Status
] test w up

1 e down
2 W down
3 w down
4 ~ down
3 b down
6 W down
7 ~ up

] ~ down
9 b down
10 g down
11 w down
12 ~ down
13 w down
14 v down

15 W down

Click "Update" to save the new settings.
Update

B cton6ue «Scheduler Profile» HanpoTte Homepa Radio nin VAP, kK KOTOPOMY HEOBGXOAMMO NPUMEHUTH
CO3/laHHOE paHee NPaBW/I0 M/IaHMPOBLLMKAE, yCTaHOBUTE MMS NPOW/IA M/IaHMPOBLLMKA.

3HaueHus B cTtonbue «Operational Status» HOCAT MHpOPMALMOHHBIN XapakTep U ykasblBatoT Ha CTaTyc, B
KoTopom Haxogutcs VAP nnn pagnonHTepdeinc Toukm goctyna: up — BKIto4YeH, down — BbIK/IHOYEH.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBNCHMMYHO NMaMSATb HaXXMUTE
kHOMKy «Update».
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B nogmeHto «VAP» BbINO/HAETCS HACTPOKa BUPTYasibHbIX ToUek goctyna Ha Wi-Fi nitepdpeiicax, a Takxke
HacTpolika napameTpoB RADIUS-cepBepa. Ha kaxxgom pagmonHTepgience ToUKM 4OCTyNa MOXET ObITb

CKOHGMryprpoBaHo A0 16 BUPTYyasibHbIX TOYEK AOCTYnNa.

Modify Virtual Access Point settings

Global RADIUS Server Settings
T
RADIUS TP Address Type: @ 1pya (O 1Pve
RADIUS IP Address: 192.168.1.1
RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS 1P Address-3:
RADIUS Key:

RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
Enable RADIUS Accounting

Radio

VAP Enabled VLAN ID SSID Broadcast SSID Station Isolation Band Steer 802.11k DSCP Priority
0 [Eitex vap O B

WPa Versions: [ wpa-TKIP

WPA2-AES
[ Enabie Pre-authentication

MFP Mot Required (J capable

[_| Use Global RADIUS Server Settings

RADIUS Domain:

RADIUS IP Address Type: @ 1pya () 1pvs

RADIUS IP Address:

RADIUS IP Address-1:

RADIUS IP Address-2:

RADIUS IP Address-3:

RADIUS Key:

RADIUS Key-1:

RADIUS Key-2:

RADIUS Key-3:

[ Enable RADIUS Accounting

Active Server: RADIUS IP Address

Broadeast Key Refresh Rate [0

Session Key Refresh Rate |0

(Range:0-85400}

1 =l Virtual Access Point 1

(Range:30-65400, 0 Disables)

VLAN Trunk General Mode General VLAN ID Maximum Stations VLAN Priority Security MAC Auth Type

o o L]

1 o

WPA Enterprise ¥ @

Global RADIUS Server Settings — B gaHHOM pa3gene BbINO/HAKTCS rNMobasibHble HACTPONKN aBTopM3auumn no

RADIUS-npoTokony:

* RADIUS Domain — nomeH nonb3oBarens;

* RADIUS IP Address Type — Bbi6op npotokona IPv4 unu IPv6 gna goctyna Ha cepeep RADIUS;
* RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHoCTN ocHoBHOro RADIUS-
cepBepa, 3anpockl dyayT OTNPaBNATLCA Ha pe3epBHbIe cepBepa ykasaHHble B nonsax RADIUS IP

Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. Mpu HEAOCTYNHOCTN OCHOBHOIO
RADIUS-cepBepa 3anpockl 6yayT OTNpaBisaTbCA Ha pe3epBHbIE;

* RADIUS Key - naponb g9 asTopm3saumm Ha ocHoBHoMm RADIUS-cepBepe;

* RADIUS Key-1, 2, 3 — naponu ans astopusaunv Ha pesepsBHbix RADIUS-cepsepax;

+ Enable RADIUS Accounting — npv ycTaHOBNEHHOM chnare 6yayT OTnpasifaTbca coobeHnsa «Accounting»

Ha RADIUS-cepsep.

HacTpolika BUpTyasibHbIX TOUEK gocTyna:

* Radio — Bbl6Op pagnonHTepdelica, Ha KOTOpoMm Heobxoaumo HacTpouTb VAP. Radio 1 — HacTpoiika VAP
B AnanasoHe 5 Ty, Radio 2 — HacTpoiika VAP B gnanasoHe 2.4 T,

+ VAP - nopsiaKOBbIi HOMEp BUPTYasIbHOW TOYKM JOCTYNa Ha pagunovHTepderice;

+ Enabled — npv yctaHOBNEHHOM (hriare BUPTyasibHasA TOUYKa AOCTyna BK/HOYEHA, HAYe — BbIK/IYeHa:

* VLAN ID - Homep VLAN, c KoToporo 6yaeTt cHumarbca meTka npu nepegade tpaduka Wi-Fi knueHTtam,
NOAKMOYEHHBIM K faHHon VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETErMPOBaHHbIN
Tpaduk oT kNneHToB ByaeT HaselwmBaTbes MeTka VLAN ID (npu otkitoueHHoM pexume VLAN Trunk);

+ SSID - vimsi 6ecnpoBOAHOI CETH;

* Broadcast SSID — npu ycTaHOBNEHHOM chriare BK/IKOYEHO BelaHne B agomp nmenHn SSID, nHave —

BbIK/TKO4EHO;
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Station Isolation — npn ycTaHOBNEHHOM ¢hnare BKKOUYEHa N301ALNS Tpadinka Mexay KavMeHTamum B
npegenax ogHoin VAP;
Band Steer — npv ycTaHOBNEHHOM (priare akTUBHO NPUOPUTETHOE NOAK/IYEHNe KnneHTa Kk 5 'y, cetu.
[na pa6oTbl (hyHKUMOHaNa Heobxogumo cosgatb VAP ¢ ognHakoBbiM SSID Ha Kaxaom
paavouHTepdpeiice n akTMBMpoBaTb Ha HUX NapameTp «Band Steer,
802.11k — BknounTb nogaepxky ctaHgapta 802.11k Ha VAP. ina pa6oTbl poymuHra 802.11k
Heobxo4MMa noagepxka crtaHgapra co CTOPOHbI K/IMEHTOB. Vcnosib3oBaHre (oyHKLMOHa1a BO3MOXHO
TO/IbKO MNPV UCMOob30BaHuu cepsuca Airtune;
DSCP Priority — npu ycTaHoB/1IeHHOM (pnare 6yaeT aHanm3npoBaTbCa npuopuTeT us nona DSCP
3arosioBka |P-naketa, npu cHATOM chnare 6yaeT aHanusmposaTbest npuoputeT 13 nonst CoS (Class of
Service) TerMpoBaHHbIX NAKETOB;
VLAN Trunk — npu ycTaHOB/IEHHOM (hiare 6ecnpoBOAHOMY K/IMEHTY NepefaeTcsa TermpoBaHHbIi Tpaduk;
General Mode — npu ycTaHOB/IEHHOM dhnare paspeluaercs nepegadya 6ecnpoBOgHOMY KIMEHTY
HeTermMpoBaHHOro Tpaduka COBMECTHO C TENMPOBaHHbLIM (AOCTYMNHO NPV BK/IOYEHHOM pexume VLAN
Trunk);
General VLAN ID - c ykasaHHoro VLAN ID 6ygeT cHumaTbea meTka, fanee Tpaduk atoro VLAN 6yaet
nepefaH KnneHTy 6e3 Tera. Mpu npoxoxaeHun Tpacumka B 06paTHY0 CTOPOHY Ha HETETMPOBaHHbIM
Tpadomk 6yaeT HaBewmBaTbcs MeTka General VLAN ID;
Maximum Stations — MmakcMaibHO JOMNYCTMMOE YUC/O KITMEHTOB, NoAkaodaemMbix K SSID. MNapameTp
npuHumaet 3HadveHus ot 0 go 200, rae 0 — orpaHnyeHue Bblk/IoYeHo. Mo ymonyaxuio — 0;
VLAN Priority = npuopuTteT 3-r0 YPOBHS, KOTOPbI ByAeT HazHaYaTbCA Ha NakeTbl, NpuxoasLine ot
KNIMeHTa, NOAKMIOYEHHOTO K AaHHol VAP, 1 nepefaBaemMble Aaniee B NPOBOAHYHO CETb;
Security — pexum 6e30nacHoOCTM AOCTyna K 6eCnpoBOAHON CETU:

* None - He ncnonb3oBaTh WWU(POBaHUE A1A Nepefayn faHHbIX. Touka AoCTynHa Ans

MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;
* WPA Personal — wudpposaHne WPA n WPA2. Mpu BbIGOpe faHHOIO pexrmMa AOCTYMNHbI
cnepyroLme HacTponKu:

WRA Versions: WPA-TKIP |‘_/| WPAZ-AES

e | |

Broadcast Key Refresh Rate |-:I | (Range:0-B&400)
MFP v Mot Required Capable Required

WPA Versions — Bepcusa wudgposaHusa: WPA-TKIP, WPA2-AES;

+ Key — WPA-kntou. nivHa Kritoda coctasnset ot 8 Ao 63 cMBOOB.

* Broadcast Key Refresh Rate — nHTepBan 06HOB/IEHUS LUMPOKOBELLATE/IBHOIO K/toua.
MpuHumaeT 3HaveHuns ot 0 go 86400. Mo ymonyaxuio — 0;

* MFP - HacTpoiika pexvmMa 3aLmTbl KIIMEHTCKMX (DPeriMOB:

* Not Required — He nCNoMb30BaTh 3aLMTY;

+ Capable — ncnonb3oBarb 3awmTy NPy HIMUYNU BO3MOXHOCTW,

* Required — ncnonb30Bath 3almMTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb
CCX5.
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WPA Versions: || wpa-Tkp (M weaz-aEs
Enable Pre-authentication
MFP v Mot Reguired Capable

Use Global RADIUS Server Settings

RADIUS Domain: | |

RADIUS IP Address Type: (@) 1pug 1PvE

RADIUS IP Address: | 192.168.1.1

RADIUS IP Address-1: |

RADIUS IP Address-2: |

RADIUS IP Address-3: |

RADIUS Key:

RADIUS Key-1:

|

|

|

|

EITTITITT] |
| |

RADIUS Key-2: | |
| |

RADIUS Key-3:

Enable RADIUS Accounting
Active Server: RADIUS IP Address W

Breadcast Key Refresh Rate |0 | (Range:0-85400)

Session Key Refresh Rate |0 | (Range:30-86400, 0 Disables)

+ WPA Enterprise — pexum i1 poBaHNs KaHana 6ecnpoBoAHON CBA3W, NPU KOTOPOM KNIMEHT
aBTOpPU3YyeTCs Ha LeHTpannsoBaHHOM RADIUS-cepBepe. [ns HACTPOIiKN AaHHOro pexunma 6e30nacHocTu
TpebyeTcs ykazaTb napametpbl RADIUS-cepBepa (BO3MOXHO mcnosnb3oBaHve 10 4 RADIUS-cepeepoB
0[IHOBPEMEHHO, HO C YKa3aHVWeM OfIHOr0 aKTUBHOIO Ha [laHHbI MOMEHT). Takxe TpebyeTcs yka3aTb
[OMEH, BEpPCUN NPOTOKO/IOB pexuma 6e3onacHocTy 1 knum ansa kaxxaoro RADIUS-cepsepa. Mpu
BbIOOpE AaHHOTr0 pexnma 6yaeT AOoCTYNHa crieayollas HacTpoika:

* WPA Versions — Bepcus wngoposanms: WPA-TKIP, WPA2-AES;

« Enable Pre-authentication — npu ycTaHOBNeHHOM donare Ucnosnb3yeTcsa npoueaypa
npeaBapuTesibHON NPOBEPKN NOASIMHHOCTY ANA 6ecnpoBoAHbIX KNneHToB WPA2.
MpepngapuTenbHasa ayTeHTUumkaumnsa no3sosiser MoOOUIbHOMY K/TMEHTY ayTeHTUMLMPOBATLCA Ha
[IPYrOiA, pacnonoXeHHoW No6NN30CTM TOUKe AOCTyNa, 0OCTaBasiCh "NpuBA3aHHbIM" K CBOE
NnepBUYHOI TOUKe JocTyna. B aTom criyyae cokpaliaetcsi Bpemsl, B TedeHne KOTOPOoro CBA3b /14
K/IMEHTA, BbIMO/THAOLLETO POYMUHT, HE AOCTYMNHA NpY OXngaHum NnpoBepkn nogimHHoct RADIUS B
npowecce nepeagpecauunu;

* MFP — HacTpoiika pexuma 3aluTbl KNIMEHTCKUX hpeliMOoB:

Not Required — He ncnonb3oBaTh 3alLUTY;
Capable — ncnonb3oBatb 3aLMTy NPU HAINYUN BO3MOXHOCTW.

+ Use Global RADIUS Server Settings — npun ycTtaHoBke thnara 6yayT NCNnosb30BaTbCst HACTPOKM
Global RADIUS Server Settings, ykazaHHble B BEpXHel 4acTu cTpaHuLbl. YTo6bl NCMOMb30BaTb
otaenbHblt RADIUS-cepep anst VAP, cHumuTe donakok n eeegute IP-agpec, naponb RADIUS-
cepBepa v gpyrve faHHble B criegytoLume nons:

RADIUS Domain — poMeH nonb30Baresns,;

RADIUS IP Address Type — Bblibop npoTtokona IPv4 nnn IPvé gnsa goctyna Ha cepsep
RADIUS;

RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. MNpu HeAOCTYNHOCTM OCHOBHOIO
RADIUS-cepBepa, 3anpockl 6yayT oTNPaBnsaTbCA HA Pe3epBHbIE CepBepa yKasaHHbIe B
nonax RADIUS IP Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. MNpun HeA0CTYNHOCTH
ocHoBHoro RADIUS-cepBepa 3anpochl 6yayT oTNPaBsiTbCS HA PE3EPBHbIE;

RADIUS Key — naponb ang astopmsaunn Ha ocHoBHOM RADIUS-cepBepe;

RADIUS Key-1, 2, 3 — naponu gna astopu3saumn Ha pesepsHbix RADIUS-cepBepax;

Enable RADIUS Accounting — npu ycTaHoBNeHHOM dhnare 6yayT oTnpaBnisaTbCsl COOOLEHNS
«Accounting» Ha RADIUS-cepsep.
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+ Active Server — BblbepuTe, K kakomy 13 YeTbipex RADIUS-cepBepoB fomkeH obpatutecs VAP ana
ayTeHTUdomKaumm 6ecrnpoBOAHbIX KITIMEHTOB.

* Broadcast Key Refresh Rate — nHTepBan 0GHOBNEHNSA LUIMPOKOBELLATENbHOIO (rPYNNoBOro) Koya
ANnsa knneHToB gaHHoro VAP. MapameTp npuHumaet 3HadeHus ot 0 go 86400 cekyHa. Mo
ymonyaHuto — 0. 3HadyeHune 0 ykasbiBaeT Ha TO, YTO LUMPOKOBeLLaTe IbHbIV KoY He 06HOBNSETCS.
LLinpokoBeLLaTenbHbIN Koy He 06HoBNAEeTCA, korga Ha VAP BkntoueH Fast Transition (IEEE
802.11r).

+ Session Key Refresh Rate — nHTepBan 0GHOBIEHNSI CECCUOHHBIX K/THOUEN A1 KaKAOr0 KAMeHTa
AaHHoro VAP. MapameTtp npuHnumaet 3HaveHns ot 30 go 86400 cekyHg,. Mo ymonyanuio — 0.
3HaueHve 0 yKa3blBaeT Ha TO, YTO CECCUMOHHbIN K104 He OBHOB/ISETCS.

* MAC Auth Type — pexum ayTeHTudumkauns knnentos no MAC-agpecy:

+ Disabled — He ncnonb3oBaTb ayTeHTUMKaumo kKnneHToB no MAC-agpecy;

* RADIUS - ncnonb3osatb ayTeHTUdukauuio knmeHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;

+ Local — ncnonb3oBaTtb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbIO /I0Ka/TbHOrO
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.

[lna BCTynneHnsa B culy HOBOW KOHOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBHCHMYIO MaMSATb HAXKMUTE
kHoMKy «Update».
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4.5.9 MopmeHto «VAP Minimal Signal»

B nogmeHto «VAP Minimal Signal» BbinonHsaeTca HacTpolika pyHKLMK oTKAodeHus knneHTckoro Wi-Fi
060py0BaHNsA NMPU HU3KOM YPOBHE CUrHasa, NPUHMAaeMOM OT Hero. MNprMeHsieTcs ANns onTuMu3aLnum
6eCLUOBHOCT/ POYMUHIa Ha CETH.

Modify Virtual Access Point minimal signal settings
Radic |1 ¥

VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1} Check signal timeout (Sec, Range: 1 - 300)
0 L4 =73 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
6 -100 10
7 -100 10
8 -100 10
9 -100 10
10 -100 10
11 -100 10
i2 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update” to save the new settings.

Update

* Radio — BbIGOp HAcCTpanBaemMoro pagmonHTepgeinca;

+ VAP - HOMep BMUPTYa/IbHOW TOYKM OOCTYNa;

* Minimal signal Enabled — npun yctaHoBneHHoM chnare BkntoveHa pyHkuyma Minimal Signal;

* Minimal signal, dBm — ypoBeHb curHana B AbM, HKe KOTOPOro NPOMCXOAUT OTK/IIOYEHME K/TUEHTCKOTO
obopyaoBaHus. NMpruHMMaeT 3HavyeHume oT -100 go -1;

*+ Check signal timeout, s — nepuog BpeMeHu, No NCTe4eHn KOTOPOro NPUHMMaEeTCsa pelleHne 06
OTK/THOYEHUM KNMEHTCKOro obopyaosaHus. MpuHumaet 3HadeHms ot 1 go 300 cekyHa. Mo ymonyaHuio —
10 cekyHA.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMMYHO NaMsATb HAXKMUTE
kHonky «Update».
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4.5.10 NMopameHto «Fast Bss Transition»

B nogmeHio «Fast Bss Transition» nponssogunTca HacTporika poymunHra 802.11r mexay 6a30BbIMU CTaHLMAMM.

Fast Bss Transition Parameters

Fast Transition Mode off ¥

FT owver DS off *

Mobility Domain 0 (D - 65535)

RO Key Holder (1 - 48 characters)
Rl Key Holder (0 0 0 0 303 30 )
Reasscciation Deadline  |1000 (1000 - 4294557255)

Click "Update™ to save the new settings.

Update

MapameTpbl Fast Bss Transition

* Radio — Bbl6Op pagnonHTepdelica, Ha KOToOpom GyaeT HacTpoeH FBT;

+ VAP - HOMep BUPTYasIbHOW TOYKM JOCTYNa, HAa KOTOPOi 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTuBaumsa pyHKLMM BbICTPON Nepefayn 6azoBoro Habopa cnyxo ans
YCKOpeHMA npouecca ayTeHTMdurKauum Ha Touke JocTyna:

* On — OYHKUWS BK/IOYEHS,
+ Off — doyHKUMA BbIK/IOYEHA.

* FT over DS — BKnoueHne mexaHn3ma obmMeHa mexay 6a30BbiMU CTaHUUAMU Yepes NPOBOAHYIO CETb.
Mpy HEOBXOANMOCTM COBEPLUNTL POYMUHT K/TMEHT OTMNPAB/ISAET Ha TeKyLLYo Touky goctyna FT Action
Request Frame ¢ Heo6xoAMMbIMU aBTOPU3aLMOHHLIMW AaHHbIMU. Tekyllan Touka AocTyna
NHKancynupyeT AaHHbI hpeiim 1 nepeHanpas/iseT Ha Le/1eByt TOUKY A0CTyna Yepes NpOoBOAHYH CETb.
LleneBas Touka focTyna noareepxaaeT BO3MOXHOCTb ObICTPON ayTeHTUMKALMN UHKANCYIMPOBaHHbIM
coobueHnem Tekywein Touke goctyna FT Action Response Frame. TekyLian Touka goctyna nepecbinaet
3TO co0bLeHne KIMeHTy. Nocie OKOHYaHWs Npouecca KNMEHT OTCbIIAET Ha Lie/IeBYI0 TOUKY AOCTyna
3anpoc Reassociation. MNpu oTkntoveHHon doyHkuun FT over DS pabotaeT FT over AIR, B TakoM cnyyae
aBTOpM3auusa KMeHTa Ha LieneBoi ToUke JocTyna NponcxoauT C UCNOMb30BaHNEM CTaHAAPTHbIX
dhperimoB ayTeHTUGMKALNN:

* On — OYHKUWS BK/IOYEHS,
+ Off — oyHKUMA BbIK/IOYEHA.

* Mobility Domain — HOMep rpynnbl, B paMmkax KOTOpOii MOXeT ObiTb COBEPLUEH POYMUHT. MpuHUMaeT
3HadeHns ot 0 go 65535. Mo ymonyaHuio — 0;

* RO Key Holder - kntoy PMK-R0. MoxeT cogepxaTtb oT 1 g0 48 cumB0on0B. [LONOTHUTE/IbHO UCMNO/b3YeTCs
B KayecTBe ngeHtndukaropa NAS, kotopblli 6yaeT oTnpaBnsaTbes B coobueHun Radius Access Request;

* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-azpeca XX:XX:XX:XX:XX:XX;

* Reassociation Deadline — makcumasibHOe paspeLleHHoe BpeMsi OXungaHusa 3anpoca «Reassociation» ot
ctaHumn. NpuHnumaet 3HaveHus ot 1000 go 4294967295 mc. Mo ymonyaxuio — 1000 mc.

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHEe3aBNCUMMYHO MaMSATb HaXXMUTE
kHOMKy «Update».

Mocne ykasaHnss OCHOBHbIX NapamMeTpoB HEOOXOAMMO HACTPOUTL B3aMMOAENCTBMNE C TOUKaMy AOCTyNa, Mexay
KOTOpbIMY ByAeT OCyLLeCTBNATLCA POYMUHT, 3a8aB8 MAC-apeca Touek AocTyna u KNuu.
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NASID RRB Key

MAC Address (1 - 48 characters) (16 characters)

Add
Remote RO Key Holder Data

Remaove

Click "Update” to save the new settings.
Update

MAC Address

Remote R1 Key Holder Data

Update

Remove

Click "Update" to save the new settings.

R1 Key Holder RRB Key
(MAC Address)

(16 characters)
Add

MAC Address — MAC-agpec TO4ku [OCTYNa, y4acTBYHOLLEN B POYMUHTE;

* NAS ID - ngeHtudpmkarop NAS, npyHumaeT 3HaveHue, ykazaHHoe B RO Key Holder;
* R1 Key Holder — kntou PMK-R1 B cpopmaTte MAC-azipeca XX:XX:XX:XX:XX:XX;
* RRB Key - kntoy ans wmdgposaHms RRM-coobLueHuii gsimHol 16 cMMBOsIOB.

[ns po6asneHns 3anvucy B Tabnuuy Haxmmute KHOMky «Addy.

Ansa yaaneHus 3anvcu n3 Tabnuupl BbIAENTE CTPOKY M HAXKMUTE KHOMKY «Removey.

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMYLHO NaMsATb HAXXMUTE

kHOMKy «Update».

4.5.11 TopgmeHto «Passpoint»

Passpoint — 3T0 doyHKLMA, NO3BONAOLWANA NO/Ib30BaTeNsAM 6eCLIoBHO nepexoanTb ¢ 3G/4G-ceTein Ha Wi-Fi

CeTn.

Passpoint nogaepxuBaeT cnefyowye TUnbl ayTeHTUUKALUN:

« EAP-TLS (naeHTudmKauma Ha ocHoBe cepTudimkara),

+ EAP-SIM (naeHTudomKauma Ha ocHoBe AaHHbIXx GSM SIM-kapTbl),
+ EAP-AKA (nageHTudmKauma Ha ocHoBe AaHHbIx UMTS USIM),

« EAP-TTLS ¢ MS-CHAPV2 (3anpoc umeHu nosib3oBatesnsi U Naposns, ceptudoukar ans cepeepa).

Modify Passpoint settings

802.11u Status
Internet Access
ASRA

Network Access Type
Interworking HESSID
P2P IE Status

P2P Cross Status

IPvd
IPvE

Radio |1

VAP | PRVAPD

Passpoint Parameters :

Off »
Off w
Off

Private Network

00:23:45:67:89:ab

Off
Off

IP Address Type Availability Information

Mot Available

Mot Available

W

(300300 XM 00NN

Bbibepute paanonHTepgenc n BUpTyasibHyH TOUKY AOCTYNa, Ha KOTOpoi byaeT pabotaTk Passpoint

3anosiH1Te Nons Hke (N0 HeOBXOAMMOCTH).

* Radio - pagvnounHTepderiic, Ha KOTOPOM HeOBX0AMMO akTUBUPOBaTbL PYHKLMIO Passpoint;
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+ VAP - BupTyasibHasi Touka goctyna (SSID), Ha koTopoii He06X04MMO akTUBMPOBaTb (hyHKLMIO Passpoint.

MexceTeBble napameTpbl 802.11u (Passpoint parameters)

+ 802.7117u Status — BKNIOUNTL/BbIKOUNTE OYHKLUMIO Passpoint;

* Internet Access — BK/TIOUNTL/BbIK/TIOUNTL AOCTYN K VIHTEPHETY;,

+ ASRA (Additional Step Required for Access) — 006aBuTb/y6paTb LONOMHUTENbHBIN LIar aBTopr3auum
npv NoyyYeHun AOCTyna;

* Network Access Type — TN B3aMMOZEINCTBUSA C CETbIO AOCTyna:

Private Network — yacTHas ceTb;

Private Network with Guest Access — YacTHasi CETb C FOCTEBbIM AOCTYMNOM;

Chargable Public Network — Tapucmympyemasn nyonmyHas CeTb;

Free Public Network — 6ecnnatHas nybnuyHas cetb;

Emergency Services Only Network — ceTb ANns aBapuiiHbIX CNyX6 1 cnyx6 ckopoli noMoLy;
Personal Device Network — nuyHas ceTb YCTPOICTBa;

Test or Experimental — TecToBas CeTb;

Wildcard — B3anmogeiicTBue yepes Bayyepbl (wildcard-ceptudmkar);

* Interworking HESSID — MAC-agpec, eauHblil ANs BCEX TOYEK AOCTyna Of4HON CeTw.

NHdopmauus o Tune goctyna (IP Address Type Availability Information)

* IPv4 — HacTpolika gocTyna ucnonb3ys npotokon IPv4;
+ IPv6 — HacTpolika gocTyna ucnonb3ys npoTokon IPvé.

Network Authentication Type List
Auth Type Redirect URL

Not Configured ~ | (URL}

Not Configured ~ | (URL)

Not Configured v | (URL)

X

X
Not Configured v | £ |(URL}
‘enue Group Unspecified W

Venue Type Unspecified

Venue Name List
Venue Name Language Code

Not Configured
ENG v

Not Configured
ENG v

Tunbi ayteHTucukauum B cetn (Network Authentication Type List)

+ Auth Type — BblGepuTe B none Tun ayTeHTuduKauum:

Not Configured — Tun ayTeHTMMKaLN He YCTaHOB/IEH;

Acceptance of Term and Conditions — ayTeHTUdMKaLmMs C MPUHATUEM NOJSIb30BATENILCKOIO
cornaileHus;

Online Enrollment — peructpaums oHNaiH,;

HTTP/HTTPS Redirection — nepeagpecauus no HTTP/HTTPS;

DNS Redirection — nepeagpecauus no DNS.

* Redirect URL — none ans seoga URL-agpeca, Ha KOTopbli OyAeT BbiNo/HeHa nepeagpecauus. octynHa
npu Tunax ayteHTudukauun: Acceptance of Term and Conditions, HTTP/HTTPS Redirection, DNS
Redirection.

WHdopmauusa o mecte yctaHoBku (Venue Details)

+ Venue Group — kateropus mMecta yCTaHOBKM, onpeneneHHasn ctaHgaptom IEEE 802.11u:

Unspecified — He Bbl6paHo;

Assembly — mecTa 60/bLLIOTO CKOMIEHNUA NoAe (CTaAnoHbI, TeaTpbl, PECTOPaHbI, BOK3asbl,
asponopThbl 1 T.1.).

Business — 6aHku, opuCbl, HayUHblE LEHTPbI U T.1.

Educational — yuebHble LeHTpbI
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* Factory and Industrial — npoMbILLUNEHHbIE 34aHUS;
* Institutional — rocyfapCcTBeHHbIE YUpexaeHus;
* Mercantile — komMepyeckne (TOpProBble) opraHM3auuy;

* Residential — Xunble KOMMN/EKCbI;
+ Storage -
+ Utility and Miscellaneous — KOMMyHaJlbHbI€ C/TyXObl 1 T.1.;

XpaHunuwia/cknagbl;

+ Vehicular — TpaHcnopr,

+ Outdoor — pasmelyeHne Ha ynuue (ropoackue napku, 30HbI OTAbIXA, OCTAHOBKU, KMOCKMN);
* Reserved — yacTHble TEPPUTOPUN.
+ Venue Type — TN MecTonosioxeHusi. [locTyrnHble BapuaHTbl 3aBUCAT OT BbIGpaHHOI BbiLLIE KaTeropum
PacnosIoKeHus.

Cnucok mecTonosioxeHuii Touek goctyna (Venue Name List)

* Venue Name — HanmeHOBaHUA MecTa YCTaHOBKW TOYKK O0CTYIa,

+ Language Code — fA3blK.

Roaming Consortium List
OUI Name

| Mot Configured |

| Mot Configured |

3GPP Cellular Network Information List
Country Code

| Mot Configured

| Not Configured

|
|
| Not Configured |
| Mot Configured |
| Mot Configured |

|

| Mot Configured
Domain List

l.| Not Configured |

3| Not Configured |

Is Beacon

No w

No

Network Code
| Mot Configured

| Not Configured

| Mot Configured

|Not Configured |
|Not Configured |

| Mot Configured

2 | Not Configured |

4 | Not Configured |

Cnucok opraHusayuii (Roaming Consortium List)

+ OUI Name — yHuKanbHblii naeHtTudmkatop opranmsauum (OUI);

+ Is Beacon — no6aButb OUI B beacon (Yes), He go6aensatb OUI B beacon (No).

Nucpopmauus o 3GPP ceTtsax cotoBoii cBsa3n (3GPP Cellular Network Information List)

Country Code — Kog, CTpaHbi;
* Network Code — kop ceTu.
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Cnucok gomeHoB (Domain List)

Bnvwmnte foMeHbI B CB060,EI|Hb|e nong.

Cnucok o6nacrteii (Realm list)

Realm Name

Not Configured
Not Configured
Not Configured
Not Configured
Not Configured

Not Configured

Realm List:

Enceding EAP and Auth Information
RFC4252 ¥ | |Not Configured

RFC4252 ¥ | |Not Configured
RFC4252 ¥ | |Not Configured
RFC4252 ¥ | |Not Configured
RFC4252 ¥ | |Not Configured

RFC4252 ¥ | |Not Configured

Modify
Modify
Modify
Modify
Modify

Modify

Reset
Reset
Reset
Reset
Reset

i Reset_ _

* Realm Name — Ha3BaHue obnacTy,
Encoding — xognpoBka (RFC4282, UTF8);
EAP and Auth Information — nHchopmaumsa 0 NpoToKoNe 1 ayTeHTUudukauuy;
Modify — HacTpouTb TUN 1 NapameTpbl ayTeHTUuKkauuy;
Reset — cOpOCUTbL HACTPOWKM.

Passpoint ANQP Parameters Configurations :

Passpoint ANQP Parameters

Fasspoint Status Disabled ¥
Fasspoint Capability Release 1 ¥
DGAF Disabled Status Disabled ¥
AMNQF 4 frame Disabled ¥
Gas Come Back Delay 0

Proxy &RP Status Disabled ¥

Operating Class Indicator Operating Class 81

Anonymous NAI Mot Configured
L2 Traffic Inspection Enabled ¥
ICMPv4 Echo Enabled ¥
Operator Friendly Mame List

Operator Name Language Code
Mot Configured ENG ¥

Not Configured ENG ¥

QoS Map ID or

MAI Home Realm Query List

Home Realm Encoding

Mot Configured RFC4282 ¥
Not Configured RFC4282 T
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HacTpoiika napametpoB pa6oTbl ANQP npotokona (Passpoint ANQP Parameters Configurations)

Passpoint Status — BkntounTb (enable) / otkntounTs (disable) dyHkuumto Passpoint;
Passpoint Capability — onpeaenvtb NogaepXmBaeT N yCTPONCTBO QoyHKUMIO Passpoint;
DGAF Disabled Status — BkntounTb (enable) / BbikntounTs (disable) nepeagpecaumto HUICXOAALLMX
rpynnoBbIX afpecHbIX KaapoB (A41s MynbTMkacTa). Korga Touka foctyna nepegaet Kagpbl, cogepxatime
anemeHT uHgukaumm HS2.0, B kotopom 3HaueHne DGAF Disable yctaHoBneHo paBHbiM disable,
MOGW/IbHOE YCTPOWCTBO AO/MKHO OTOPOCUTL BCE NPUHATLIE IOHMKACT IP-nakeTbl, KOTopble 6bln
pacLunpoBaHbl C NOMOLLBIO Ktoya rpynmbl;
ANQP 4 frame — BkntounTb (enable) / BbikntounTb (disable) o6meH 4 GAS-thpeiimamu;
Gas Come Back Delay — 3apepxka Bo3Bpata GAS (GAS Comeback Delay) B TU 3aBucuT oT
HacTpoiikn ANQP 4 frame;
Proxy ARP Status — aktuBupoBarth (enable) / peaktuBuposarts (disable) ARP-npokcu (Proxy ARP);
Operating Class Indicator:

* Operating Class 81 — paboTta B gnanasoHe 2.4 ['Tu;

* Operating Class 115 — pa6bota B gnanasoHe 51Ty,

* Operating Class 81&115 — ogHOBpeMeHHasi paboTta B gnanasoHax 2.4 n 5Ty,
Anonymous NAI — yctaHoBUTb aHOHUMHBIN ID goctyna k cetn (NAI — Network Access ldentifier);
L2 Traffic Inspection — BkntounTh (enable) / BbikntounTb (disable) koHTponb n donnbrpayuto L2-Tpadomka
(mocTynHO AN ToYek AOCTYNa, KOTOPbIE MMEKT BCTPOEHHYO (PYHKLMIO KOHTPONA 1 chunbTpaumm
Tpaduka);
ICMPv4 Echo — coyHkums donnstpaumm gns ICMPv4 Echo 3anpocos.

OnepaTopbl, KOTOPbIM AOCTYMNHO NoaknoueHne Passpoint Ha gaHHol Touke gocTtyna (Operator Friendly
Name List)

Operator Name — nmsi onepartopa;
Language Code — fA3blIK;
QoS Map ID — ngeHtudnkarop QoS Map.

Cnucok gomawHux oénacteii (NAl Home Realm Query List)

Home Realm — gomaluHsasa o6nacTb;
Encoding - kognposka (RFC4282 nnun UTFS8).

Connection Capability List :
Protocol Port Status
Select ¥ Select ¥ Select ¥
Select v Select v Select ¥
Select ¥ Select ¥ Select ¥
Select ¥ Select ¥ Select ¥

CnucokK Bo3MOXHbIX nogkntoueHuii (Connection Capability List)

Protocol — npoTokon, N0 KOTOPOMY BO3MOXHO NOAK/IOYEHNE:
+ ICMP (0x1) — ICMP npoTokor;
+ TCP (0x6) — TCP npoTokon;
« UDP (0x11) - UDP npotokon;
+ ESP (0x32) - npotokon ESP.
Port — nopT, N0 KOTOPOMY BO3MOXHO MOAK/OYEHME;
Status — cTaTyc NOAKIOYEHUSA:
+ Closed — nogk/nYeHNe NO AaHHLIM NapamMeTpam 3aKpbITo;
+ Open — noakIyeHre Nno JaHHbIM napameTpam A0CTYMHO;
+ Unknown - cTaTyc nogknto4YeHnsi HEN3BECTEH.
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05U Provider List:
0sU SSID : 05U
OS5U Friendly Name OS5 Desc 05U Language Code OSU Server URI 05U NAI 05U Methed 05U lcon
#1 SF Red Test Onlyleng Fres service for te https://fosu-serve SOAP-XML ¥ ||7
1-1 Select v
1-2 Select v
1-3 Select v
#2 Mot Configured Not Configured OMA-DM ¥ |0
2-1 Select v
2-2 Select v
2-3 Select v
#3 Mot Configured Not Configured OMA-DM ¥ |0
3-1 Select v
3-2 Select v
3-3 Select M

Cnucok npoBaiiAepoB, KOTOPbIM AOCTYNHA OHNaliH-perucTpauus (OSU Provider List)

* OSU SSID - naeHTndpmkatop cetn ans oHnaH-perncTpaumm;
* OSU Friendly Name — nms nHTepHeT-npoBaiaepa;

* OSU Desc — onucaHue cepsepa OHMaiH-perncTpaumy;

+ OSU Language Code — kopf i3blka OHNaliH-perncrpaumm;

+ OSU Server URI — URL cepBepa oHnaliH-perncrpaumy;

« OSU NAI - ID pocTyna K ceTu ans oHnaH-perncTpaumm;

* OSU Method — meTopg, oHNaH-perncTpaunm;

+ OSU Icon — norotun npoBaigepa.

WAN Metrics Information :

Link Status  Symmetric Link At Capacity Down Link Speed Up Link Speed Down Link Load Up Link Load Lmd

Y. Y. Y= = = = -

MHucopmauus o metpuke WAN (WAN Metrics Information)

* Link Status — cOCTOS\HNE COeANHEHUS:
* Link up — coevHeHVe aKTUBHO;
* Link Down — coegnHeHne HeakTUBHO;
* Link Test — coegmHeHne paboTaeT B TECTOBOM pPeXMME.
« Symmetric Link — coeguHeHne cummeTpuyHo (Symetric Link) nnm HecummetpuruHo (Not Symmetric Link);
+ At Capacity — nponyckHasi CnoCOGHOCTb;
+ Down Link speed — CKOPOCTb HUCXOAALLENO NOTOKA;
* Up Link speed — cKOpOCTb BOCXOASALLEro NOTOKa,;
* Down Link Load — Harpy3ka Ha HUCXo4sLWMIA NOTOK;
* Up Link Load — Harpy3ka Ha BOCXOASLL M NOTOK,;
« Lmd - pnmTenbHocTb n3mepeHus Harpysku (Load Measurement Duration).

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMMYHO NMaMsATb HAOXKMUTE
kHonky «Update».
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4.5.12 MopmeHto «Wireless Multicast Forwarding»

B nogmeHio «Wireless Multicast Forwarding» BbinonHsAeTca HacTpolika nepeHanpasneHns multicast-naketos.

Modify Wireless Multicast Forwarding settings

Radic |1 ¥

VAP Enabled WMF-Enable

0 <
1

2 v
3 <

10
11
12
13
14

15

Click "Update™ to save the new settings.
Update

* Radio — BbIGOp pagnonHTepdelica,;

+ VAP — HOMep BMPTYasibHOM TOYKM OOCTYNa;

+ Enabled — npu yctaHOoBNeHHOM dhriare BUpTya/ibHasA Touka AocTyna 6yaeT akTVBHa, MHavye — He aKTVBHa,;

+ WMF-Enable — npu ycTaHoBneHHOM chnare 6yaeT akTuBHa yHKUMA nepeHanpaBneHns multicast-
NakeToB Ha BUPTYaUIbHOIN TOUKe A0CTYNa, MHavye — He akTMBHa.

[na BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMYHO MaMsATb HAOXKMUTE
kHoMKy «Update».
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4.5.13 MNopgmeHo «WDS»

B nogmeHto «WDS» BbINO/THAETCA HACTPOKa CBA3M MexXAy Toukamm AocTyna no 6ecrnpoBOAHON CeTu.

r \

© WDS He MOXeT 6bITb HACTPOEH, EC/IN Ha Touke HacTpoeH WGB nnv BK/OHEH pexuM Knacrepa.

© [Ona koppekTHoli paboTbl WDS He06X0a1MO, 4TO6bI HA TOUKax AOCTyna 6blia yCTaHOBNEHa
oJMHaKoBasi Bepcusi MporpaMMHOro obecneyeHus.

Configure WDS bridges to other access points

Click "Refresh™ button to refresh remote APs signal strength.

Encryption

Connection Status

=
=3
=
m
=
o
Si
e
m
g
<

Click "Update" to save the new settings.
Update

| Refresh |

Tunneling Off w

Spanning Tree Mode ) Enabled ®) Disabled
Interface wlanOwds0 Interface wianlwds4
Radio [1~] Radia [1v]
Local Address Local Address
Remote Address | | * Remote Address | | *
Connection Status Connection Status
Encryption | Mone (Plain-text) v | Encryption | None (Plain-text) W |
Interface wlanOwds1 Interface wianlwds5
Radio [1v] Radio [1v]
Local Address E8:28:C1:C1:27:60 Local Address E8:28:C1:C1:27:60
Remote Address | | - Remote Address | | -
Connection Status Connection Status
Encryption | MNone (Plain-text) v | Encryption | None {Plain-text) |
Interface wlanOwds2 Interface wianOwdst
Radio [1~] Radia (1wv]
Local Address Local Address
Remote Address | | - Remote Address | | -
Connection Status Connection Status
Encryption | None (Plain-text) w | Encryption | None (Plain-text) v |
Interface wlanOwds3 Interface wlanOwds?
Radio [1~] Radia [1v]
Local Address E8:28:C1:C1:27:60 Local Address E8:28:C1:C1:27:60
Remote Address | | * Remote Address | | *

Connection Status | down

Encryption | None (Plain-text) W |
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+ Tunneling — onuus AOCTYyNHa TONLKO NpY Ucnosb3oBaHun GRE:
+ Off — GRE He ucnonbayeTtcs, onumsa Tunneling Bbiko4eHa;
+ Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;
+ Slave — Touka nogxnoyaetcs K Master no paguovHTepdelicy.

+ Spanning Tree Mode — pexum paboTbl npoTtokona STP 1A npefoTBpaLleHns netesb B CETU:

+ Enabled — npwv yctaHoBneHHOM hriare npotokon STP paspelueH 4515 NCNoNb30BaHNS.
PekomeHayeTcsa BKNHOUNTL Npu ncnonb3osaHum WDS;
* Disable — npu yctaHoBneHHoM chnare npotokon STP 3anpeLieH.

* Radio - BbI6Op pagunovHTepdelica. Radio 1 — WDS 6yaet noctpoeH B gnanasoHe 5 'y, Radio 2 — WDS
6yaeT NocTpoeH B gnanasoHe 2.4 I,

+ Local Address — npocmoTp MAC-agpeca TekyLiero pagnovHTepdeiica;

* Remote Address — MAC-agpec pagnovHTepdelica Toukn AOCTyna, C KOTOPOW npeaycMaTpuBaeTcs
coBmecTHas pabota. MAC-agpec pagnonHTepderica MOXHO NOCMOTPETb Ha BKNagke
«Status»/«Interfaces»;

+ Connection Status — cTaTyc COefiMHeHus;

+ Signal — ypoBeHb cUrHasia, C KOTOpbIM TekyLliaa Tovka A0CTyna BUAMT BCTPEUHYIO TOYKa A0CTyna, ¢
koTopow noctpoeH WDS, abwm;

* Encryption — BbI6Op pexuma LWndpoBaHUs:

+ None — He ucnonb3oBaTh WMGpPOBaAHNUE,
* WPA (PSK) - wundgposaHne WPA n WPA2, npu BbiGope AaHHOro cnocoba 6yayT A0CTYMNHbI
cnepyloLme HacTPOnKu:
+ SSID — nma Wi-Fi cetu;
+ Key — WPA-kntou. IniMHa kioya coctas/iseTt oT 8 40 63 CUMBO/OB.

[lna BCTynneHnsa B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMMYHO MaMSATb HaOXKMUTE
kHOMKy «Update».

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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4.5.14 NMopameHo «<MAC Authentication»

B nogmeHio «kMAC Authentication» BbinonHseTca HacTpoitka 6esbix/YepHblx cnuckoB MAC-afpecoB KIMEHTOB,
KOTOPbIM pa3peLleHo/3anpeLLeHo NoAkIYaTbCcs K JaHHO Touke AocTyna.

Configure MAC Authentication of client stations
Global policy Allow only stations in list
®) Block all stations in list
Access List A
Radic (1 ¥
VAP S5ID ACL Policy Mode
0 Elex-Loca default ¥ | | Global *
1 |oo0111_TestLength default ¥ | | Global ¥
2 |BRAS-Guest default ¥ | | Global *
3 Eltex-Guest default ¥ | | Global ¥
4 |test_80211r_5g default ¥ | | Global ¥
5 1.11.4_802111r default ¥ | | Global ¥
& 1.11.4_802111r_26& default ¥ | | Global ¥
7 Wirtual Access Point 7 default ¥ | | Glcbal ¥
8 |virtual Access Point 8 default ¥ | | Global *
9 |virtual Access Point 2 default ¥ | | Global ¥
10 \irtual Access Point 10 default ¥ | | Global *
11 lvirtual Access Peint 11 default ¥ | | Global ¥
12 yirtual Access Point 12 default ¥ | | Global ¥
13 |virtual Access Point 13 default ¥ | | Global *
14 lvirtual Access Point 14 default ¥ | | Global ¥
15 |virtual Access Point 15 default ¥ | | Global *
Click "Update™ to save the new settings.
Update

* Global policy — BbI6Gop cnucka thunbtpauun MAC-agpecos npu ayTeHTUMKaLnK;
+ Allow only stations in list — npyn yctaHoBNeHHOM chnare 6yaeT hopmMmpoBaTbCst 6ENbIA CNMCOK

MAC-agpecos;
* Block all stations in list — npu yctaHoBneHHOM donare 6yaeT qoOpMUPOBAaTLCS YEPHbIN CNCOK
MAC-agpecos.
Arcess List Create W
MNew acl name {1 - 32 characters}

Click "Update™ to save the new settings.
Update
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* Access List — BbIGOp cyLlecTBytoLMX cnnuckoB MAC-afpecoB uan co3faHne HOBOTO CnvcKa:

+ Default — ctaHgapTHbIli nycToli cnncok MAC-agpecoB. MNpy BbIGOPE AaHHOro cnvcka unm nboro
[Ipyroro paHee co3gaHHOIo Cnucka Ans pefakTMpoBaHus 6yayT AOCTYNHbI criefyroLlme nosns:
+ Delete Access List — npu ycTaHoBKe hniara u nocsegyrolemM Haxkatnum Ha kHornky «Update»
BblOpaHHbIi Access List 6yaet yaaneH. Cnucok default ynanutb Henb3s.
+ Stations List — cnucok MAC-apecoB K/IMEHTOB, KOTOPbIM paspeLleH/3anpeLyeH gOoCcTyn.

+ Create - co3gaHne HOBOro cnncka:

+ New acl name — BBeauTe UMsi HoBOro cnucka MAC-aapecoB 1 HaxMuTe kKHomnky «Update»

ONa ero cosgaHus.

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Access List

Delete Access List

Stations List

Test_List

E8:28:C1:DACB:80
E8:28:F1:DA:CB:B0
AB:2B:C1:DA:CB:BO

Remove

Add

[ns po6asneHna MAC-agpeca B cnucok donnstpaumm B napamerpe «Access List» BblbepuTe HyXXHbI CNUCOK 1

BBeauTe MAC-azpec, KOTOpbIi HY)XXHO f06aBuTb. [anee HaxmMmuTe kHonky «Add». MAC-agpec nosBuTCA B

pazgene «Station List» .

Ona ynaneHna MAC-agpeca 13 crnvcka B pasgese «Station List» BoibepuTe 3anncb U HXXMUTE Ha KHOMKY

«Removen».

* Radio — BbIGOp paamo nHTepdeica ToUkn AOCTyNa,

VAP - HOMep BMPTYasibHOM TOYKM JOCTYNa,;

SSID — ums BUPTyasIbHOWN TOUKM JOCTYNa,

ACL - BbI6Op cnrcka MAC-agpecoB a1 NpuBA3KKM ero kK BblopaHHomy SSID;
Policy Mode — HacTpoiika 6enbix/4YepHbix cnuckoB MAC-agpecos:
* Global — pns Tekyuwero SSID Bbl6paHHbIi cnncok MAC-agpecos 6yaeT COOTBETCTBOBaTb

rnobasibHoMy cpnary;

+ Allow — ansa tekywero SSID BblGpaHHbIi cnncok 6yaeT ssBnaTbcs 6ebiM (ycTpolicTBam 13 crivcka

paspelleH JocTyn);

* Block — nns tekywero SSID BbIGpaHHbI CNCOK ByAET SIBNATLCSA YepHbIM (YCTPOICTBaM M3 cnncka

3anpeLyeH gocTyn).

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBUCUMMYIO MaMSATb HaXXMUTE
kHOMKy «Update».
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4.5.15 MNopmeHto «Load Balancing»

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

B noameHto «Load Balancing» BbINo/IHSIETCS HACTPOIiKa OrpaHUYeHUsi BO3MOXHOCTY NOAK/HOUYEHNS KNIMEHTOB K

TOYKEe AOCTyMna B 3aBUCUMOCTU OT yTuUnmnsaunn KaHana.

Load Balancing

Utilization for No New Assocations

Update

Modify load balancing settings

Enabled '"® Disabled

Click "Update™ to save the new settings.

(Percent, O disables)

+ Load Balancing — 6anaHcupoBKa Harpy3ku:

+ Enabled — 6anaHcMpoBKa Harpy3ku BKHOYEHS,
* Disabled — 6anaHcnpoBKa Harpy3km BbIK/lOYEHA.

« Utilization for No New Associations — ypOBeHb yTWU/M3auMm NOsI0Ckl MPOMYCKaHNS TOUKM AOCTYNa, Npw
MPEBbILLEHNN KOTOPOI NPOUCXOANT 3anpeT Ha NOAK/IYEHME HOBbIX KNIMEHTOB, 3agaetca B %. Mo

ymosnyaHuio — 0.

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMYLIO NaMsATb HAXXMUTE

kHOMKY «Update».

4.5.16 MopmeHto «Authentication»

B noameHto «Authentication» npon3BoanTCs HACTPOIKa TOUKM AOCTYNA B PEXUME K/IMEHTA NO NPOTOKOY
802.1X ansa npoxoxaeHus npoueaypbl ayTeHTUNKALUMKN Ha BbILLECTOSLLEM 060pYA0BaHMN.

Click "Refresh™ button to refresh the page.
Refresh

Modify 802.1X Supplicant Authentication settings

Supplicant Configuration ...
802.1X Supplicant Ensbled "® Disabled
EAP Method MDS ¥

Ussrname

Password

Click "Update” to save the new settings.
Update

(Range: 1 - 64 characters)

(Range: 1 - 64 characters)

Certificate File Status ...
Certificate File Present no

Certificate Expiration Date Mot Present

Certificate File Upload ...

Upload Method @ H{yrp TFTP

Filename BriSepute dhaiin | ®afn He snibpad

Upload

Browse to the location where your certificate file is stored and click the "Upload” button.
To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.
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Supplicant Configuration — B pasgene BbINOMHAETCA HACTpPOiika NapaMeTPOB ayTEHTUIMNKALMN:

+ 802.1X Supplicant — BKNOUNTb/BbIKOUNTL PABOTY TOUKM AOCTYNa B PEXMME K/IMEeHTa N0 NPOTOKOAY
802.1X:
« Enabled — BKNHOUNTD;
* Disabled — BbIKNOUNT.
+ EAP Method — anroputm wndgpoBaHus nNpu ayTeHTUdUKaLMM nonb3oBaTtens. Bo3MoxHble 3Ha4YeHus:
MD5, PEAP, TLS;
+ Username — nms nonb3osarens. NMapameTp MOXeT cogepxartb oT 1 40 64 CUMBO/IOB;
+ Password — naponb. MNapameTp MOXeT cogepxartb oT 1 40 64 CUMBO/IOB.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBNCHMMYHO MaMsATb HAOXXMUTE
kHOMKy «Update».

Certificate File Status — B pasgene MoxHo npocmMoTpeTb nHdopMauuio o coctosiHum HTTP SSL cepTtudimkara:

« Certificate File Present — yka3blBaeT, npucyTcTBYyeT v dpaiin ceptudmkata HTTP SSL. Bo3aMoXHble
3Ha4yeHus: yes, no. Mo ymonyaHuo ceptudpmkat oTcyTCcTByET — NO.

« Certificate Expiration Date — gaTta, yka3blBatowas Ha TO, Koraa UCTedyeT CpoK AeicTBus daiina
ceptudomkata HTTP SSL. Ecnin ceptudomkaT oTCyTCTBYET, 0OTOOpaxaeTcs coobuieHne «Not Present».

Certificate File Upload - B pa3gene BbinonHseTcs 3arpy3ska tanna HTTP SSL Certificate.

+ Upload Method — meTtog 3arpy3ku dpainna HTTP SSL ceptudnkara:
* HTTP - 3arpyska ceptucpmkara yepes HTTP. Mpwu Bbi6ope aToro cnocoba HaXXMmTe KHOMKY
«BbibepuTe thaiiny», ykaxute aiin, KoTopblii HY>XXHO 3arpy3uTb B YCTPONCTBO;
* TFTP - 3arpy3ka ceptudpmkara yepes TFTP. MNpu ykazaHum aToro cnocoba Hy>XHO 3anosiHUTb
cnegytoiime nons:
* Filename — nms haiina ceptucpmkara;
+ Server IP — IP-agpec cepsepa.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBNCHMYIO MaMsATb HAOXXMUTE
kHoMKy «Update».

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.5.17 NopmeHo «Management ACL»

B noameHto «kManagement ACL» BbINOMHSAETCS HACTPOIKa CNMCKOB A0CTYyMNa ynpasneHus yCTPOCTBOM Yepes
Web, Telnet, SSH, SNMP.

Configure Management Access Control Parameters

Management ACL Mode Enzhled '® Dizabled

1P Address 1 (20000, 3000 000 200

1P Address 2 (3o, W XKL X )

1P Address 3 (30303, W M0 M)

1P Address 4 (2000, 3000 000 00

IP Address 3 (30036, 300 200, KN

IPvE Address 1 (3000 T BN T BN S DENOCH E N0 ¢ MO I 0K )
IPvE Address 2 (o200 3000 0N B S IO X 0 5 00
IPvE Address 3 (302000 T 300N T DI E HCHICH L M L I3 W)
IPvE Address 4 (3000 T BN T BN S DENOCH E N0 ¢ MO I 0K )
IPvE Address 5 (o200 3000 0N B S IO X 0 5 00

Click "Update™ to save the new settings.
Update
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+ Management ACL Mode — ncnonb3oBaHune CN1UCKOB AOCTyNa K ynpas/IeHNI0 YCTPONCTBOM:
+ Enabled — npu yctaHoBfieHHOM chnare oyHKLMOHa BK/IIOYEH;
+ Disabled — npu yctaHoBNeHHOM dhriare (oyHKLMOHa/T OTK/THOUEH.
+ IP Address 1...5 — cnucok xocToB IPv4, KoTopble MMEIOT AOCTYN K yNpaB/ieHN0 YCTPONCTBOM;
* IPv6 Address 1...5 — cnucok xocToB IPv6, KoTopble MMEKT AOCTYN K yNpaBfeHNo YyCTPOCTBOM.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N BHECEHNA HACTPOEK B 3HEPIrOHE3AaBNCUMYIO NMaMATb HOXXMUTE

kHoMKy «Update».

4.5.18 MopgmeHto «OTT Settings»

B noameHio «OTT Settings» BbinosHsieTcst HacTpoiika napametpoB OTT (Over the Top) ans nocTpoeHus IPsec,
nn6o GRE-TyHHeneli BHyTpu IPSec coeguHeHns OT TOYKK AocTyna.

OTT Settings

Service Activator URL
IPsec Remote Gateway
IPsec Operational Status
XAUTH User

XAUTH Password
Advanced Settings

172.16.0.1

User

password

@

(https:// <o 0o o000/ Domain name= :<Port=)

(a0, 30000003000/ Domain name)

(Range: 4-16 chars)
(Range: 3-48 chars)

+ Service Activator URL — agpec cepBuc-akTnBaTopa, 3agaetcs B opopmarte https://<xXX.XXX.XXX.XXX /
Domain name>:<Port>;

+ IPsec Remote Gateway — w03 ans IPsec, 3agaetca B oopmare IP-agpeca uiam 4OMEHHOro UMeHW;

*+ IPsec Operation Status — ycTaHOBUTE (DNAXOK A5 BKIOUEHNSA KOHGUIrypupyemoro IPsec-coenHeHus;

+ XAUTH User — ums nonb3oBarens A/19 pacluMpeHHol aBTopu3aumm, Heo6xo4MmMo s paboThbl
mexaHu3ama mode config. MNapameTp go/mkeH cogepxatb oT 4 40 16 CUMBO/OB;

+ XAUTH Password — naposb nosb3oBaTesnis 418 pacluMpeHHolr aBTopusaumm, Heoo6xoamMmo ans paboTbl

mexaHn3ma mode config. MapameTp fomkeH cogepxartb oT 8 A0 48 cMBOMOB.

UTo6bl NepeinTn K paclUMpeHHOMY CMMCKY NapaMeTpoB, HXKMUTE KHOMKY C N306paKeHneM CMMBOA «+»
HanpoTtus «Advanced Settings»:

Advanced Settings
IKE Proposal

IKE Authentication Algorithm

IKE DH Group

IKE Encryption slgorithm
IKE Policy

Use ISAKMP Mode Config
IKE Lifetime

Use NAT-T

IPsac MAT Keepalive

IPsac Password
IKE Gateway

IPsac Local Address
IPsac Remobe Network

IPsec Remobe Mask

mds

1 W

| BE&400 |-,'Sec, rRange: 1B0-B6400)

nd

| 180 |-,'Sec, rRange: 1-300)

| password

| (Range: 8-48 chars)

| 192.168.2.10

| (B RE ]

| 192.16B8.3.0

| 0300 0 D00

| 255.255.255.0

| 30 L D0 )
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IKE Proposal:

IKE Authentication Algorithm — Bbi6op anropuTma xawmposaHus IKE, npegHasHavyeH a1 npoBepku
LEe/IOCTHOCTU AaHHBbIX;

IKE DH Group — Bbl6op anroputma Auddmn-XennmaHa, NCNosb3yeTcs YToObl yCTAHOBUTL OOLLMIA CEKpET
B He3alUWLEHHO ceTy;

IKE Encryption Algorithm — BblI6op aniropuTma wndpoaHns onsa 1 asbl nogxnoyeHns IPsec.

IKE Policy:

Use ISAKMP Mode Config — akTUBMPYEM PEXUM aBTOMAaTUYECKOro Noy4YeHnss BUPTyasibHOro aapeca,
yAanEéHHOI noacetu, agpecos ansa nogHatusa GRE-TyHHenel ot ESR, K kOTOpoMy nogkntoyaemcs no
IPSec;

IKE Lifetime — Bpems xu3Hu IKE (chaza 1), LomkeH 6bITb MAEHTMYEH N0 06e cTopoHbl IKE/IPsec-
coeguHeHus. MapameTp npuHumaet 3HaveHns ot 180 no 86400 cekyHg. No ymonyaHuio — 86400
CEeKyHp,

Use NAT-T — Heo6xo4nMO BKNOUMTL doar, ecnim Tovka goctyna Haxoautcea 3a NAT,;

IPsec NAT Keepalive — nepvoanMyHoCTb oTnpaBky nakeToB keepalive npu pa6ote yepes NAT, 4Tobbl
NAT-TpaHCnAuMa coxpaHanach Ha BbILLECTOALMX poyTepax npu A/IMTEeNIbHON He aKTUBHOCTH CO
CTOPOHbI KNueHTa. MapameTtp npuHumaet 3HavyeHns ot 0 go 300 cekyHA. Mo ymonyaHuio -—180 cekyHz;
IPsec Password — naponb ans IKE/ISPEC-coeanHeHnus. MapameTp Ao/mKeH cogepxarb oT 8 go 48
CVIMBO/10B;

Use XAUTH Password — npu yctaHoBneHHom onare ans IKE/ISPEC-coeanHeHus 6yaeT ncnonb3oBatbes
3alaHHbIli paHee XAUTH Password. Ecnu chnar He ycTaHOBNEH, OyAeT NCNo/b30BaTbCs Naposib,
yKasaHHbIii B none IPsec Password. Mone goctynHo, ecnu Use ISAKMP Mode Config BKNHOYEH.

IKE Gateway — paszen v Bce ero napameTpbl AOCTYMNHbI A58 peAakTpoBaHus Npy ycoBuK, 4To napameTp Use
ISAKMP Mode Config HaxoguTtcsa B cocTostHUn off:

IPsec Local Address — agpec KnneHTa, KOTopbIli ucnonb3yeT B kavyecTBe IKE nokasibHyt0 ceTb C MacKoli
nogceTn 255.255.255.255 (/32);

IPsec Remote Network — ynaneHHas IKE-nogcets;

IPsec Remote Mask — macka yganeHHol IKE-nogcetw.

IPsec Proposal

IPsac Authentication Algorithm mds

IPsac DH Group [

IPsec Encryption Algorithm aes W

IPsec Policy

IPsac DPD Delay | 180 | (Sec, Range: 5-600)
IPsac Child 54 Ufetime | 3600 | (Sec, Range: 180-B6400)
IPsec VPN

Force Establish Tunnel o
GRE Over IPsec

Use GRE Mode * on OFf

GRE Owver IPsec Mgmt | 192.158.3.2 | {30 L 20 )

GRE Cwer IPsec Data | 192.168.3.3 | {0 . 200000 )

GRE MTU Offset | 148 | (Range: 0-220)
GRE PIng Counter | a | (Ranmge: 3-50)

Click "Update™ to save the new settings.

Update
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IPsec Proposal :

* IPsec Authentication Algorithm — BbIGOp anropntma xawnposaHus IPsec, npegHasHaveH ans NpoBepku
LEe/IOCTHOCTU AaHHBbIX;

* IPsec DH Group — Bbl6op anroputma Anddmn-Xennmana, Mcnonb3yeTcs, YTobbl YCTaHOBUTb 06LLMI
CEKPET B He3aLLNLLEHHOW CETY;

* IPsec Encryption Algorithm — BbiGop anroputma wmdposaHnsa ans 1 dasbl nogkaoveHns IPsec.

IPsec Policy:

* IPsec DPD Delay — nHTepBan OTnpaBk1 NakeToB 06HapyXXeHns paspbiBa coeguHeHus. Mpu oTcyTcTBMM C
NPOTUBONOMOXHOI CTOPOHbI IPsec VPN oTBeTOB Ha 5 nakeToB noapsg, Touka goctyna coutet VPN
passasimBLUMMCA 1 Npou3BeneTt nepesanyck IPsec VPN co cBoeii CTopoHbl. MapameTp npuHuMaet
3HadeHns ot 5 go 600 cekyHg. Mo ymonuanuo — 180 cekyHz;

+ IPsec Chaild SA Lifetime — Bpems xu3Hu IPsec VPN SA (chaza 2), Lo/KeH ObITb 0AMHAKOBLIM C 06eUnX
cTopoH TyHHens IKE/IPsec. JomxeH 6biTb Hke, yeMm IKE Lifetime. MapameTp npyHUMaeT 3HavyeHus oT
180 o 86400 cekyHa. Mo ymonuaHuo — 3600 cekyHA,

IPsec VPN:

* Force Establish Tunnel — BKNtounTb, YTO6LI yCTAHOBUTL coegmHeHne IPsec VPN HemegieHHo. ViHave
VPN-coeguHeHune IPsec 6yaeT ycTaHOBNEHO MO 3anpocy.

GRE Over IPsec:

+ Use GRE Mode - BkntounTb nnm otknoumTb GRE vepes IPsec. Bo BK/IlOYEHHOM COCTOSAHUM A5
pefakTMpoBaHUA AOCTYMHbI NapameTpbl:

* GRE Over IPsec Mgmt — IP-agpec GRE gna TyHHens ynpasneHus;

* GRE Over IPsec Data — IP-agpec GRE ans TyHHens ynpasneHus AaHHbIM;

* GRE MTU Offset — onpegensieT ymeHbluenne MTU gna GRE-TyHHeneli. GRE-TyHHensim 6yaeT
HasHauyeHo MTU, ucxogs n3 pacyeta 1500 — GRE MTU Offset. MapameTp NPUHUMAET 3HAYEHMSA OT
0 po 220;

* GRE Ping Counter — 4yT06bl NpoBepuTb, 4TO TyHHesIb GRE Bce eLe xuB, kaxaple 10 cekyHa Ha GRE
IP-management oTnpasnsieTca ping. 3T0 3Ha4YeHWe ONpeaesiseT, CKOMbKO NMakeToB MNMHra MoXeT
6bITb NOTEPSAHO, 40 TOrO, Kak ToUKa A40CTyna nepesanycTut coeguHeHune IPsec.

MapameTp npMHMMaeT 3HadeHus ot 3 go 60.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMYHO MaMSATb HaXXMUTE
kHOMKy «Update».
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4.5.19 MopgmeHto «<Mesh»*
B nogmeHto «Mesh» BbINONHAETCA HACTPOIiKa CBA3M Mexay ToukaMy AocTyna no 6ecnposogHoit Mesh-ceTu.

© *MogmeHIo JOCTYMHO, ECNIM Ha TOUKe A0CTyna ycTaHosneHo MO ¢ nogaepxkoii Mesh (Hanpumep,
WEP-2ac-1.14.0.X-MESH.tar.gz n 6onee no3aHvie Bepcun).

Configure Mesh access point

Mesh General Settings

Autopeer Status | Off V|
Spanning Tree Mode On v

Tunneling Off b

Mesh Interface Settings

Radio 1w

Interface wlanOmesh
Status Up hd

Mesh 1D |Mesh |

Mesh Encryption Off v

Mesh Root On v

Mesh Root Address | AB:F9:4B:B5:52:9 |

Mesh Interface Address | A8:F9:4B:B5:52:9

Mesh General Settings — B faHHOM pasaene BbINO/HAETCA HAacTpoiika o6Lwux Mesh napameTpos.

* Autopeer Status — cTaTyc aBTOKOH(pMIyprMpoBaHusi Touek focTyna. [Jo/kKeH ObITb OTK/IHOUYEH Ha
npoBogHoii Touke (Root) 1 BkNtoUEeH HAa 6eCNPOBOAHbIX.
+ Spanning Tree Mode — pexum pa6oTbl npoTtokona STP gns npegoTBpalleHus NneTenb B CETY;
* Tunneling — onumsa foCTynHa To/bKO Npu ncnosb3oBaHun GRE:
« Off — GRE He ucnonbayetcs, onuns Tunneling BbIKNHOYEHS;
+ Master — Touka nogkntoyaeTcs B ceTb yepes Ethernet-uHtepdeiic;
+ Slave — Touka nogxntouaetcs kK Master-Touke no paguonHTepdeiicy.

Mesh Interface Settings — B faHHOM pasfese BbINO/HAETCA HACTPOlika NapameTpoB UHTepdeiica ans
opraHusauun Mesh. Pasgen goctyneH Tonbko Ha Root-Touke, T.e. Npu HaxoxaeHun napameTtpa Autopeer
Status B 3HaueHun off.

* Radio — Bbl6Op paanonHTepdeiica ans opraHmsauun Mesh;

© Ha toukax Tuna WEP-2ac/WEP-2ac Smart Mesh noaaepxaH Tonsko Ha Radio 1 (5 'Tw).

* Interface — nHTepdelic, cnonb3yemsblii Anst opraHm3auun Mesh;

+ Status — cocTosiHue koHdurypupyemoro Mesh-nHtepdelica;

* Mesh ID — uma Mesh-ceTu;

 Mesh Encryption — ucnonb3oBaHvie Mesh-ceTu ¢ wndgpoBaHnem (on — BKIHOUNTb, Off — BbIK/IOUNTD);
+ Mesh Root — HasHauNTb TOUKY A0CTyna KoHTponnepom B Mesh cetn (gomkHa 6bITb TOUKoIi BBOAA/

NPOBOAHON);
* Root Address — MAC-aapec nHTepdpeiica Touku A0CTyNa, ABNSIOWENCS KOHTPOIEPOM (3ano/HSeTCs
aBTOMAaTUN4ecKm);

« Mesh Interface Address — MAC-aapec Mesh-uHtepdeiica KoHUrypmpyemom Toukn gocTyna.
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Mesh Mac Authentication

Peer's list

4b:b5:52:8f ag:f9:4b:bB:3a:1f

1]

=]
Ho=h G =h =h =k =h =h
(=T - T- - V- T -]

b

(=3

(=N

(=]

b

[=a]

[

h

| Delete From Access List || Delete From Block List || Access || Block |

|~‘.:-:- mac || Access || Block |

Click "Update” to save the new settings.

| Update |

Mesh Mac Authentication — B pa3aene BbINOMHAETCA Ao6GaBneHne/yaaneHne yyactHmkos Mesh-cetn.

+ Allowed - Toukam goctyna aob6asneHHbIM B cnncok «Allowed» paspeleH goctyn B Mesh-cetb:
+ Delete From Access List — ynanuTb BblaeneHHblin MAC-azpec 13 cnucka paspeLleHHbIX.

*+ Blocked — Toukam goctyna nob6aeneHHbIM B cnncok «Blocked» 3anpeuyen goctyn B Mesh-ceTb:
* Delete From Block List — ynanuTb BblaeneHHbln MAC-agpec 13 cnucka 3anpeLueHHbIX.

+ Access Request — cnncok Tovek AoCcTyna npucnaBLInX 3anpoc Ha noakayeHe B Mesh-ceTb:
+ Access — fl06aBneHne TOUKM A0CTyna B «6esblii» CNNCOK (OCTYN paspeLleH);
* Block — no6aBneHue TOUKM AOCTYNa B «YepHbI» CIMCOK (A0CTYN 3anpeLleH).

[ns Toro, uTo6bI A06aBMTL TOUKY AocTyna B cnucok Allowed/ Blocked BpyuHyto, Heobxogumo Beectn MAC-
aapec Touku B none «Add mac» n HaxaTb COOTBETCTBYHOLLYH KHOMKY:

+ Access — fo6aBrieHne TOUKM A0CTyna B «6enblli» CIUCOK,;
* Block — no6aBneHne TOUKM A0CTyNa B «4E€PHbIi» CIINCOK.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMYLHO NaMsATb HAXXMUTE
kHonky «Update».
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4.5.20 MopgmeHto «Mesh Monitoring»*
B nogmeHto «Mesh Monitoring» oTo6paxaeTcs cTaTucTnka u CocTosiHue coeanHeHunii B Mesh-cetu.

© *MogmeHto AOCTYNHO, ECIM Ha TOUKe A0CTyna yctaHoseHo MO ¢ nogaepxkoit Mesh (Hanpuvep,
WEP-2ac-1.14.0.X-MESH.tar.gz n 6onee no3aHue Bepcun).

Mesh Monitoring

Mesh Neighbor Nodes | Stats Update Auto Update

MAC Address Link State RSSI Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

af:f94bb7.cc:Bf ESTAB  -46 01:1%:58 268274 75360 B30B5 (31.0%) 6723 (B.9%) 1 Kbits/sec 0 Kbits/sec
a8:f9:4b:b0:5fdf ESTAE  -46 0L:1%:59 634302 161236 085244 (13.4%) 12504 (8.0%) 0 Kbits/sec 0 Kbits/sec
af:f9dbbd53:7F  ESTAB 44 14:13:42 622430 151387 B2495 (13.3%) 14367 (9.5%) 0 Kbits/sec 0 Kbits/sec

Mesh Network | Update Graph Auto Update

MAC Address Device Name IP Address Firmware Version Last Update(secs ago)
aB:f9:4b:16:ef:bf WEP-12ac:rew.C(ROOT) 192.168.56.116 1.14.0.88-mesh_test-741906c-MESH 0
a8:f9:4b:b0:5fdf WEP-12ac 192.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
&88:f9:4b:b4:53:7f WEP-12ac 192.168.56.112 1.14.0.B8-mesh_test-741906c-MESH 2
a8:f9:4b:b7.cc:Bf : 192.168.56.114 1.14.0.88-mesh_test-741906c-MESH 5

Mesh Neighbor Nodes — B paszene otobpaxaeTcs Tabnvua co CTaTUCTUKON COeANHEHWNI C COCEAHMMM
TO4YKamu gocTyna.

Stats Update — npu HaxxaTum Ha KHOMKY NPOoV30MAeT 0GHOBNEHME CTATUCTUKN B TAG/NLE;
Auto Update — aBToMaTtyeckoe 06HOB/EHNE TabnNULbl (4aHHbIE 06HOBAAIOTCS pa3 B CEKyHAY);

* MAC Address — MAC-aapec Mesh-nHTepdheiica coceanHeli TOUKM A0CTYNa,;

* Link State — cocTosiHMe coequUHEHNS;

* RSSI — ypoBeHb cuUrHasna oT cocefHen TOUKN AOCTynNa;

+ Uptime — Npoao/mKUTENbHOCTb COEANHEHNS C TOUKON AOCTYNa;

« Tx Total = KONNMYECTBO YCMNELLIHO OTNPAaB/IEHHbIX NAKETOB;

* Rx Total — konn4ecTBO yCNeLIHO NPUHATbLIX NAKeTOoB;

* Tx Retry Count — KONM4eCTBO MOBTOPHO OTNpPaB/IeHHbIX NaKeTOB;

* Rx Retried Count — KONNMYeCTBO NPUHATLIX NAKETOB, OTNPAB/IEHHbIX NOBTOPHO;
« Tx Actual Rate — TekylLlasi CKOPOCTb nepefayn AaHHbIX, B KOUT/C;

* Rx Actual Rate — TeKyllasi CKOPOCTb NpMeMa [iaHHbIX, B KOUT/C.

Mesh Network — B pa3gene otobpaxaeTcs Tabnuua ¢ MHpopmaumeli 06 yyacTHukax Mesh-cetu.

© OtobpaxaeTca TONLKO Ha YCTPONCTBE, ABNAILMMCS KOHTposiepoM Mesh-cetu (Root AP).

Update Graph — npu HaxaTum Ha KHOMKY Npoun3oiigeT obHOBNEHME MHAhopMmaumy B Tabnvue u rpade;
Auto update — aBTOMaTyeckoe 06HOBMEHNE TabnULbl 1 rpada (aaHHble 06HOBNATCA Kakable 10 cekyHA);

* MAC Address — MAC-agpec Mesh-nHTtepcpeiica yyacTHuka cetu;
*+ Device Name — cuctemMHoe Umsi yCTPOICTBa,

+ IP Address — IP-agpec ycTpoiicTBa;

* Firmware Version — Bepcusa nporpaMmMHOro obecrnevyeHus;

+ Last Update — Bpemsi nocnefHen CUHXPOHU3aLuUn ¢ yCTPONCTBOM.
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B pasgene MoOHMTOpUHIa pacnonaraeTcs rpad ¢ NoCTpoeHHol cxemoii Mesh-ceTu. Ha ocHoBaHuy Tabnumubl 1
rpad)a MOXXHO NMPOV3BECTU aHaIN3 CETU. STO NO3BOJIUT OLIEHMTb NPaBU/IbHOCTL PACMOIOXKEHMS TOUeK AocTyna
Mo TEPPUTOPUM MOKPLITUS U YKaXKET Ha NPO6/IEMHbIE MECTA, & TakKe NMOMOXET NPOoV3BOANTbL MOHUTOPUHT CETU
B peXVMe peasibHOro BpeMEHM.

Link status:

S
[SSur = T—

/

WEP-12acrev.C(ROOT)

-15

WEP-12ac

4.6 MeHto «Services»

B MeHIo «Services» BbINOMIHAETCA HACTPOIiKa BCTPOEHHbIX CNYX6 TOYKM gocTyna.

4.6.1 lMopmeHto «Bonjour»

B nogmeHto «Bonjour» BbINOMHAETCA HAaCTpoiika ycnyriu Bonjour, koTopasi no3BosisieT 6ecnpoBOAHbLIM TOUKaM

[0CTyna v Ux cepemcam 06HapyXMBaTb ApYr Apyra BHYTPU /TOKa/IbHON CeTH, UCMoMb3ys 3anvcy B multicast
Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status Enzbled '® Disabled

Click "Update™ to save the new settings.
Update

Bonjour Status — cocTtosiHue ycnyru Bonjour:
* Enabled - npu yctaHoBNeHHOM dhniare ycryra akTuBHa;
* Disabled — npu yctaHOBNeHHOM hriare ycyra BblK/llOHEHa.

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBNCHMMYIO NMaMSATb HaXXMUTE
kHOMKy «Update».
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4.6.2 MoameHto «<Web Server»

B noameHio «Web Server» BbINONHATCA HACTPOIKM AOCTYyNa K ToUke AocTyna yepe3 web-uHtepdelic.

Configure Web Server Settings

HTTFS Server Status * Enahled Dizabled

HTTF Server Status * Enahled Dizabled

HTTF Port 30 (Range: 1025-65535, Default: 80)
HTTFS Fort 443 (Range: 1025-65535, Default: 443)
Maximum Sessions 5 (Range: 1 - 10, Default: 5)

Session Timeout (minutes) 1440 (Range: 1 - 1440 minutes, Default; 3)

Click "Update™ to =ave the new =ettings.
Update

* HTTPS Server Status — coctosiHue cepsepa HTTPS:
+ Enabled — npun yctaHoBNeHHOM chnare nogkatodeHre K web-nHtepdelicy yctpoiictea 6ygert no
3awmeHHomy npotokony HTTP (HTTPS);
* Disabled — npu yctaHoBNeHHOM chnare nogkayeHne K web-nHrepdelicy yctpoiictsa He
[OCTYMHO no npotokony HTTPS.
* HTTP Server Status — cocTosHne cepsepa HTTP, aTOoT napamMeTp He 3aBUCUT OT COCTOSAHUA HACTPOEK
napametpa «HTTPS Server Status»:
* Enabled — npun yctaHoBeHHOM dhnare nogkatdeHne K web-nHrepdelicy yctpoiictea byaet
paspeLueHo no npotokony HTTP;
+ Disabled — npu yctaHoBNeHHOM chnare nogkayeHne K web-nHrepdelicy yctpoiictesa He
[OCTYNHO no npotokosy HTTP.
* HTTP Port — Homep nopta ansa nepegayun HTTP-Tpacumka. NapameTtp npuHumaeT 3HadeHusa ot 1025 go
65535. Mo ymonuaHuio — 80;
* HTTPS Port — Homep nopta ana nepegayn HTTPS-Tpadmka. MapameTp npuHnumaeT 3HavyeHns ot 1025
[0 65535. To ymonyaHuio — 443;
* Maximum Sessions — konnyecTtBo web-ceccuii, Bktouas HTTP n HTTPs, koTopble MOryT 6bITb
OJHOBPEMEHHO 3anyLleHHbl. MapameTp npuHuMaet 3HadeHms ot 1 go 10 ceccuid. Mo ymonyaxuio — 5,
+ Session Timeout (minutes) — nepvo BpeMeHM, N0 NCTEYEHNM KOTOPOro CUCTEMA aBTOMAaTNYECKM
BbINO/THAT BbIXO4, U3 Web-nHTepdpeiica, ecnim nonb3oBaTeslb He Obl1 akTUBEH. MapameTp npuHUMaeT
3HayveHus ot 1 go 1440 muHyT. Mo ymonyaHuio — 60 MUHYT.

[lna BCTynneHnsa B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBNCHMYIO MaMSATb HaXXMUTE
kHOMKY «Update».

Generate HTTP SSL Certificate ...

Click "Update” to generate a new HTTF S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: VES
Certficate Expiration Date: Dec 26 09:00:03 2019 GMT
Certificate Issuer Common Name: CN=192.168.1.10
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Generate HTTP SSL Certificate — B gaHHOM pa3gene npy Haxatum Ha kHonky «Update» BbinonHseTca
reHepauus HoBoro HTTP SSL ceptudhmkarta gns 6esonacHoro goctyna k web-cepsepy. [lJaHHoe gelicteue
HY>XHO BbINO/THUTL NpUW NosyyveHun IP-agpeca, 4Tobbl MMs cepTudmkaTa cosnagano ¢ IP-agpecom ycTpolicTea.
Mpu co3gaHnm HOBOTO cepTudmkara byaeT 3anyuieH web-cepsep 6e3onacHOCTU. 3allmLLeHHOe coegnHeHne
He ByaeT (PyHKUMOHMPOBATb, NOKa HOBbIM cepTudmkar He ByaeT npyMeHeH B 6pay3epe.

HTTP SSL Certificate File Status — B saHHom pasaene npusoautcst uHdopmaums o HTTP SSL cepTtudimnkare:

« Certificate File Present — yka3blBa€eT, NpucyTCTByeT /in ceptudpmkat SSL HTTP;
« Certificate Expiration Date — gaTa, O KOTOpOW cepTndnKaT AeNCTBUTENEH;
« Certificate Issuer Common Name — umsi cepTudomnkara.

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTF S5L Certificate as a backup file to your PC.
To save the Certificate to an external TFTF server, click the TFTF radio button and enter the TFTF server information.

Download Method * HTTE TFTE

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file i= stored and click the "Upload” buttan.
To upload from a TFTF server, click the TFTP radio button and enter the TFTP server information.

Upload Method * HTTE TFTE
HTTF S5L Certificate File BrifepuTe dhaiin | ¢ain He swibpaH

Upload

To Get the Current HTTP SSL Certificate — B faHHOM pa3gene BbINonHAeTCA coxpaHeHne Tekywero HTTP SSL
cepTudpmkaTta, KOTopbI B fasibHelweM MOXET ObiTb MCMONb30BaH kKak backup-cthaiin:

Download Method — meTog coxpaHeHma HTTP SSL ceptudukara:
* HTTP - cpaiin 6yaet coxpaHeH no HTTP Ha komnbtoTep;
* TFTP - ceptudhmkaT 6ynet coxpaHeH Ha TFTP-cepsepe, npu ykazaHuu 3TOro cnocoba HyHO
3anosiHUTbL cneyloLme nons:
« HTTP SSL Certificate File — ums dpaiina ceptudmkaTta, 3aaeTcs cTpoka Ao 256 CMMBO/IOB;
+ Server IP — IPv4- unn IPv6-agpec TFTP-cepBepa, KOTOpbIin ByAeT MCNONb30BaTLCA ANSA
3arpysku goainna.

HaxmunTte Ha kHonky «Download» gns coxpaHeHus danna HTTP SSL ceptudomkara.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3zaene BbINOMHSETCA 3arpy3ka daiina
HTTP SSL Certificate:

Upload Method — meTog 3arpy3ku thaiina HTTP SSL ceptudmkara:
* HTTP - no HTTP, npu ykazaHuu 3Toro cnocoba HaxmuTe KHOMKy «Bblbepute daiiny, ykaxuTe
dhalin, KOTOpPbI HYXXHO 3arpy3nTb Ha YCTPOICTBO;
* TFTP - yepe3 TFTP-cepBep, Npu ykazaHuy 3TOro cnocoba HyXHO 3ano/iHUTL creayroLue nons:
« HTTP SSL Certificate File — ums dpaiina ceptudmkaTta, 3aaeTcs cTpoka Ao 256 cMMBO/IOB;
+ Server IP — IPv4- unn IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNONb30BaTLCA ANS
3arpysku goainna.

HaxmunTte Ha kHonKy «Upload» ania 3arpysku ¢paiina Ha yCcTpOoicTBO.
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4.6.3 MNopgmMeH «SSH»
B nogmeHto «SSH» BbINOMHAETCA HACTPOKiKa AOCTyna K yCTPONCTBY MO NpoTokKony SSH.

SSH - 6e3onacHbIin NPOTOKO/ YAA/IEHHOTO yrpasneHus yctpoincteamu. B otimume ot Telnet npotokon SSH
LWwnppyeT Becb Tpaduk, BkNOYas nepegaBaemble naposu.

SSH Configuration

SSH Status @) Epabled ) Disabled

SSH Port (Range: 1025-65535, Default: 22)

Tip: Turn off port validation to make use of 1-65535 port range

Click "Update™ to save the new settings.
| Update |

SSH Status — cocTosiHue gocTyna K yCTpOWUCTBY No NpoTokosny SSH:

+ Enabled — npu ycTaHOBNEHHOM chiiare AOCTYN pa3peLueH;
+ Disabled — npu yctaHoBNeHHOM dhiare AOCTYN 3anpeLyeH.

SSH Port — Homep nopTa AocTyna K yCTpoiicTBy no npotokony SSH. [uana3oH 3HaveHuin 1025-65535, nopt no
ymosnyaHuio: 22.

[lna BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMYLO NaMsATb HaXXMUTE
kHonky «Update».

4.6.4 TMopameHto «Telnet»

B nogmeHto «Telnet» BbINOHAETCA HACTpOlika AOCTyNa K yCTPOMCTBY No npoTtokosny Telnet.
Telnet — npoTokon, NpefHa3HaYeHHbIA NS opraHu3auuy ynpasneHus no cetu. No3BonseT yaaneHHo
NOAKMOUNTLCA K LLU/II03Y C KOMMNbOTEPA A1 HACTPOMKM 1 yNpaBieHus.

Telnet Configuration
Telnet Status @ Enabled ) Disabled

Telnet Port (Range: 1025-65535, Default: 23)

Tip: Turn off port validation to make use of 1-85535 port range

Click "Update™ to save the new settings.
| Update |

Telnet Status — cocTosiHMe foCTyna K yCTponcTBy no npotokony Telnet:

+ Enabled — npu yctaHoBNeHHOM chnare fOCTYN paspeLleH;
+ Disabled — npu yctaHOBNeHHOM dhnare AOCTYnN 3anpeLyeH.

Telnet Port — HOMep nopTa focTyna K yCTPoncTBy no npotokony Telnet. Auana3oH 3HadyeHunii 1025-65535, nopt
no ymosnyaHuio: 23.

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBNCHMMYIO NMaMSATb HaXXMUTE
kHOMKy «Update».
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PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

B noameHio «QoS» HacTpavBatoTcs DyHKLMKN o6ecrnedueHunst kadectsa o6enyxmBarus (Quality of Service).
HacTpoiika napametpoB QoS BbINOAHAETCA ANS KaXA0ro paavonHTepdeiica.

QoS ncnonb3yetcsa AN obecnevyeHns MUMHUMasIbHbIX 3aJepPXekK B nepefaye faHHbIX Taknux CepBUCOB, Kak
nepepava ronoca no IP (VolP), Buaeo B pexvmMe peasibHOro BpEMEHW 1 ApYrnx CepBUCOB, UyBCTBUTE/bHbIX KO

BpeMeHN nepegayvyn AaHHbIX.

Modify QoS queue parameters
Radio 1

EDCA Template Custom v
CQueue AIFS cwMin cwhMax Max. Burst
Data 0 v | |7 v o
(Voice) L 3 - L3
Cata 1 - - = -

AF EDCA parameters (Video) L 15 3.0
Data 2 r - =
(Best Effort) 3 13 o
Data 3 = = v r
(Background) © L3 1023 0

Wi-Fi Multimedia (WMM) * Enabled Dizabled
Queue AIFS cwMin cwMax TXOP Limit
Data 0 ¥ | = r a7
(Woice) 2 3 ! :
Cata 1 = v 5 r 4

Station EDCA parameters (Mideo) 2 - 13 2
Data 2 v - -
(Best Effort)  ° 3 = 0
Data 3 = - = -
(Background) L5 1023 0

Mo Acknowledgement on '® off

ARSD ® On Cff

Click "Update” to save the new settings.

Update

Radio — pagnounHTepdeiic, Ans KOTOPoro 6yayT BbINONHATLCA HACTPOIKM napameTpoB QoS;

* EDCA Template — wabnoH c npegonpeneneHHbiMn napametpamu EDCA:
+ Default — HacTpOIiK1N N0 YMOAYaHWIO;
+ Optimized for Voice — onTuMasibHble HACTPOWKK ANs Nepegayn ronoca;
+ Custom — nonb3oBaTe/IbCKUe HACTPOIKN.
* AP EDCA Parameters — Tabnmua HacTpOeK napameTpoB TOUKM focTyna (Tpaduk nepeaaeTcst oT TOUKM

AOCTYNa K KIMEHTY):

* Queue - npefonpeaeneHHble ouepeamn Ans pasnnyHoro poga Tpaduka:
+ Data 0 (Voice) — BbICOKONPUOPUTETHAs! ouepeb, MUHMMasbHbIE 3aepXKn. B aaHHoli ouepean
aBTOMaTNYeCKN 06pabaTbiBalOTCS AaHHble, YyBCTBUTE/bHbIE K BpeMEHW, Takme kak VolP u

NOTOKOBOE BNAEO,

« Data 1 (Video) — BbiICOKONPUOPUTETHASA OYepeab, MUHUMasIbHbIE 3a4EPXKW. B aaHHO ouepeam
aBTOMaTNYeCKn 06pabaTbiBalOTCS BUAEOAAHHbIE, YYBCTBUTE/bHbIE K BPEMEHY;

84



PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

« Data 2 (best effort) — cpegHenpuopuTeETHasi o4epeab, CPELHSIA NPONYCKHAst CNOCOBHOCTbL U
3aZepxkKa. B faHHyt0 ovepefpb oTrnpaBnseTca 60/bWMHCTBO TPaANLMOHHbIX |P-gaHHbIX;

« Data 3 (Background) — H/3KONpUOPUTETHAsA oYepeb, BbicOKasi MPOMNYCKHas CNOCOBHOCTD;

* AIFS (Arbitration Inter-Frame Spacing) — onpegensieT BpeMsi oxuaaHns kaapos (hpeiimoB)
[AaHHbIX, N3MepAETC B C/i0Tax, NpUHUMAaET 3HavyeHus 1-15;

* cwMin - Haya/lbHOE 3HaYeHne BpeMEHN OXMAaHUs nepes NOBTOPHOM OTNPaBKoM Kaapa, 3ajaeTcs
B MUMceKyHaax, npuHumaet 3Hadenna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMin
He MOXET npesblwaTb 3HavyeHne cwMax;

+ cwMax — MakcMMasibHOe 3HaYeHVe BpeMEeHN OXugaHusa nepes noBTOPHOW OTNpaBKoW kaapa,
3afaeTcs B MUINIMCEKYHAAX, NPUHUMAET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLle 3HaYeHns cwMin;

* Max. Burst — napaMeTp UCMo/ib3yeTca TOMbKO A1 AaHHbIX, NepefaBaeMblX OT TOUKM AOCTyna A0
CTaHuuMKn KveHTa. MakcumasibHas AJiMHa nakerta, paspeLleHHas An1s oyepeneil B 6ecnpoBogHOM
ceTn, npuHnmaeT 3HadveHns 0-999.

* Wi-Fi MultiMedia (WMM) — cocTosiHne pa6oTbl coyHkuum WiFi Multimedia, koTopasi no3sonsiet
oNTMMU3NPOBaTL Nepegady MynbTMMeauinHOro Tpaduka no 6ecnpoBoAHON cpeje:

+ Enable — tbyHKUMA BKNOYEHS;

+ Disable — tpyHKUMA BbIK/IIOYEHA.

« Station EDCA Parameters — Tabnvua HaCTPOEK NapameTpoB CTaHuuM KnmeHTa (Tpadmk nepegaercsa ot
CTaHUMW KNIMeHTa A0 TOUKM AOCTYNa):

+ OnucaHue napametpoB Queue, AIFS, cwMin, cwMax npnBefeHO BbILLE,;

* TXOP Limit — napamMeTp MUCMNosib3yeTCA TOMIbKO AN AaHHbIX, epefaBaeMbiX OT CTaHUMM KNneHTa
[0 TOYKM ocTyna. Bo3aMOXHOCTb Nepefayn — MHTepBasl BpEMEHU, B MUIJINCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

+ No Acknowledgement — npu yctaHOB/IeHHOM ¢hnare «On» Touka AOCTyna He Jo/MKHa Npu3HaBaTtb Kajpbl
QosNoAck kak 3HauyeHuVe knacca 06CyXnBaHus,

+ APSD - npwu yctaHoBneHHoMm donare «On» 6yAeT BKNHOUEH PEXUM 3KOHOMUN 3Heprun goctasku APSD,
KOTOPbI ABSETCA METOAOM YynpaBneHus nuTaHus. JaHHbIi pexuM pekomeHayetcs, ecnv ans VolP-
TenewgoHOB AOCTYN K CETU NPeAoCTaB/IAEeTCA Yepes TOUKy AOCTyna.

[na BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMYHO MaMSATb HAXKMUTE
kHOMKy «Update».
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4.6.6 lMoagmeHto «<Email Alert»

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

B nogmeHto «kEmail Alert» BbiNnonHAETCA HACTPOMKaA OTCbINIKM CEPBUCHON MHhopMaL MM No 3NEKTPOHHO noyTe

(Email).

B pasgene «Email Alert Global Configuration» 3agatotcs rno6anbHble HACTPOVKK AN PYHKLMN OTNPaBKK
Email-coobuieHwnii.

+ Admin Mode — cocTosiHne goyHKLMKN oTnpaBkn Email-coobueHnii Ha Touke gocTtyna:
* Up — QoyHKUMS BK/THOYEHS,;
* Down — (pyHKLMA OTK/IOYEHA.
* From Address — no4yToBbIii agpec oTnpaBuTens. 3agaeTcsa cTpoka Ao 255 cMMBONOB.;
* Log Duration — nHTepBasibl BPpEMEHUN OTNPAaBKN HEKPUTUYHBIX COOOLLEHWIA. NapameTp NpuHUMaeT

Email Alert Configuration

Email Alert Global Configuration

|{Range:

|minutes (Range: 30 - 1440, Default: 30)

Admin Mode : |up hd
From Address z |a|:|@mai|.ru
Log Duration H | 30

Urgent Message Severity : | Alert hd
MNon Urgent Severity : | Warning hd

Ernail Alert Mail Server Configuration

Mail Server Address smtp.mail.ru

| (oo 0oy Hostname max 255

Characters)

|{Range:

Mail Server Security : | TLSwvl W

Mail Server Port : |465

Username z |a|:|@mai|.ru
Passwaord H |Hvuuumumu-oum

Ermnail Alert Message Configuration

To Address 1 H |admin@mail_ru

To Address 2 : |

To Address 3 : |

|{Range:

|{Range:

|{Range:
|{Range:

|{Range:

1 - 255 characters)

0 - 65535, Default:25)

1 - 64 characters)

1 - &4 characters)

0 - 255 characters)

0 - 255 characters)

0 - 255 characters)

. | Log message from AP

(Range: 1 - 255

Email Subject
characters)

Update Test Mail

3HadeHus ot 30 go 1440. No ymonyaHuio — 30;

+ Urgent Message Severity — ypoBEHb BaXXHOCTU COOOLLIEHWIA, KOTOPbIE ByAyT OTNpaB/eHbl HEMEANEHHO;
* Non Urgent Severity — ypoBeHb BaXXHOCTI COOOLLIEHWIA, KOTOpbIEe ByAyT onpaB/eHbl B MHTepPBaniax «Log
Duration».

B pasgene «Email Alert Mail Server Configuration» BbINo/HsieTCA HACTpOIika NapaMeTpoB NOYTOBOIO cepBepa

N KNMneHTa.

* Mail Server Address — agpec Nno4TOBOro cepBepa, 3agaetcs cTpoka Bmga XXX XXX XXX.XXX;

+ Mail Server Security — npoToKON ayTeHTUdMKauMmn Ha no4ToBoM cepeepe: Open, TLSv1. Mo ymonyaHuio

— Open;

* Mail Server Port — Homep nopTa NoYTOBOro cepsepa. MNapameTp npuHMMaeT 3HadeHns ot 0 go 65535. Mo
yMonyaHuo — 25;

+ Username — Ms NOYTOBOrO K/IMEHTA, 3aZlaeTcA CTpoka A0 64 CMMBO/IOB;

+ Password — naponb NOYTOBOrO K/IMEHTA, 3a4aeTCA CTpoKa A0 64 CUMBOJIOB.
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B pasagene «Email Alert Message Configuration» BbinonHsieTcst HACTPOiKa NnapaMeTpoB aBapuUnHOro
COOO6LLEHNS:

+ To Address 1 — agpec nepBoro nosay4varens CoobLeHniA;
+ To Address 2 — agpec BTOPOro nosay4varenst CoobLweHniA
+ To Address 3 — agpec TpeTbero nosyyaresnisa COo6LEHWIA;
+ Email Subject — TekcT B Teme nucbma.

[ns oTnpaBky TECTOBOro COOBLLEHMSA HAXXMUTE KHOMNKY «Test Mail».

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMYIO MaMsATb HAOXKMUTE
kHoMKy «Update».

4.6.7 MNMopgmeHo «LLDP»

B nogmeHto «LLDP» BbINonHsieTca HacTpoiika pa6oTbl npoTtokona LLDP (Link Layer Discovery Protocol).

LLDP Configuration

LLDF Mode @ Epabled Disabled
TX Interval |30 (Range: 5 - 32768 sec, Default: 30 sec)
POE Priority | Unknown ¥

Click "Update™ to save the new settings.

Update

* LLDP Mode — cocTosiHne paboTbl npoTtokona LLDP:
* Enabled — npu yctaHoBneHHom chnare LLDP akTuBeH;
+ Disabled — npu yctaHoBneHHoM conare LLDP BbIKIOYEH.
« TX Interval — uHTepBan nocbinkn LLDP-coobuieHnit. MapameTp NnpMHMMaeT 3HavyeHus oT 5 o 32768
cekyHa. Mo ymonyanuio — 30 cekyHp;
* POE Priority — npuoputeT, nepecbinaemsiin B none «Extended Power Information».

[lna BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMYLO NaMsATb HaXXMUTE
kHonky «Update».
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4.6.8 MogmeHo «SNMP»

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

B nogmeHto « SNMP» BbINO/HAETCA HACTpoika ynpasneHns yctpoiictBom no SNMP.

SNMP Configuration

SNMP @ gnabled ) Disabled

SNMP versions to use

Read-only Community Name (for Permitted SNMP Get Operations)

Port number the SNMP agent will listen to

Allow SNMP set requests

Read-write Community Name (for Permitted SNMP Set Operations)

Restrict the source of SNMP requests to only the designated hosts or subnets

Hostname, Address, or Subnet of Metwork Management System

IPv6 Hostname, Address, or Subnet of Network Management System

(Default: All)

|(Range: 1 - 256 characters)

[161

|(Range: 1025 - 65535, Default: 161)

® Enabled O Disabled

|(Range: 1 - 256 characters)

O Enabled @ Disabled

(0000 % xxx/Hostname max 255 Characters)

(30000 0000 0000 000000 D000 e ocdk/Hostname max 255 Characters)

Trap Destinations

Hostname or IP or IPv6 Address
{00000, 3000 X000 HO000 30000 E 3000C X000 3000 300000000 0000 Hostname max 255 Characters)

| [172.18.0.22

Community Name

Enabled Host Type SNMP version (Range: 1 - 256 characters)

[1Pva ~ | [snmpv2 v| |_:>ub|ic

+ SNMP — BKntoUYeHne/BbIKNIOYEHWE ynpaBneHus ycTpoinctsom no SNMP:
+ Enabled — npu yctaHoBneHHoM pnare SNMP akTuse;
* Disabled — npu yctaHoBneHHom donare SNMP BbIKNHOYEH;
* SNMP versions to use — ncnono3yemas sepcus SNMP:
+ All = ncnono3osanune sepcuin SNMPv1, SNMPv2, SNMPv3;
+ SNMPv2 - ncnonb3oBaHue sepcnin SNMPv1, SNMPv2;
* SNMPv3 - ncnonb3osaHue sepcut SNMPV3.

* Read-only community name — naponb ans read-only 3anpocos, 3agaetcs cTpoka ot 1 o 256 cMMBO/10B;

* Port number the SNMP agent will listen to — Homep nopta npuema/otnpasky SNMP-co06LLEeHIA.
MapameTp npuHMMaeT 3HavyeHus oT 1025 no 65535. Mo ymonyaHuio — 161,

+ Allow SNMP set requests — pa3peLlunTb/3anpeTuTb KOHUrypuposaHue yctpoiictea no SNMP:

*+ Enabled - pa3pelmnTb KOH(UryprpoBaHue yctpoictea no SNMP:
* Read-write community name — naponb 415 read-write 3anpocoB, 3ag4aeTcsa cTpoka oT 1 go
256 cMMBOJIOB.
* Disabled — 3anpetntb KOHUryprpoBaHue yctpoiictea no SNMP.

* Restrict the source of SNMP requests to only the designated hosts or subnets — npuHumats SNMP-
3anpockl TO/IBKO € yKa3aHHbIX agpecos, 3aaaercs IP-agpec B Buge XXX XXX XXX XXX nnun nma xocra.
Ecnwu BkOYEHO, HE06X0AMMO 3aMno/THUTL NapameTpbl:

+ Hostname, Address, or Subnet of Network Management System — nwms, agpec wiv nogcetb IPv4, n3
KOTOpoi1 pa3pelleHo npuHumats SNMP-3anpocei;

+ IPv6 hostname, address, or subnet of Network Management System — nmsi, agpec Ui noaceTb
IPv6, 13 koTopoit pa3pelueHo npuHuMmaTs SNMP-3anpochi.

Trap Destinations — HacTpoiika oTnpaskyu SNMP-TpanoB Ha yasieHHbIin cepBep:

*+ Enabled - Bk/to4YeHNe OTNpaBKn Tpanos;

* Host Type — ykaxunTe, ABNSETCA NN BKNOYEHHbIV y3en y3/10M IPv4 nnv ysnom IPv6;

* SNMP version — BbI6op Bepcun npoTtokosia SNMP;

+ Community Name — BBegu1Te UMs COOOLLECTBa, 3aaeTcs CTpoka oT 1 A0 256 CMMBO/OB;

+ Hostname or IP or IPv6 Address — Beegute DNS-ums nnv IP-agpec cepsepa, Ha KOTOpbIi ToUka gocTtyna
6ynet otnpasnate SNMP-Tpansl.
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B nogpasnene « Debug Settings» BbiNonHseTCA HACTpoiika OTNPABKM OTNAA04UHbIX COOBLLEHNIA.

Debugaing Qutput Tokens

Debug Settings

(Range: 0 - 256 characters, empty string for 'no debug’, 'ALL', or 'traps,send’ - any
tokens without spaces)

Dump Sent and Received SNMP Packets Enzbled ® Disabled

Logs to Don't Log v

Logs to Specified Files Jvar/log/snmpd.log (Range: 1 - 256 characters, Default: /var/log/snmpd.log)
Logs Pricrity Leve Emergency ¥ | (for Standart output, Standart error and File logs output)

Logs Pricrity Range From | Emergency ¥ | to|Emergency ¥ | (only for Syslog output)

Transport #upr Uupes ¥ Tce L TCRs

Click "Update" to save the new settings.
Update

Debugging Output Tokens — ngeHTUdMKaTOP rPyNMbl OT/IAA404HbIX COOOLLEHNIA;
Dump Sent and Received SNMP Packets — BbIBO/, B 1Ol COAEPXUMOr0 NPUHUMAEMbIX 1 NepeaaBaeMbIxX
SNMP-coo6uieHniz;
Logs to — ykazaHue mecTa BblBOZa Jiora:
+ Don't Log — He BbIBOAUTb N10T;
« Standart Error, Standart Output — BbIBOA, B KOHCO/b;
+ File - BbIBOA B (haiin;
+ Syslog — Syslog-BbiBOg;
Logs to Specified Files — ykazaHue chaiina gns BbiBoga ora;
Logs Priority Level — BbI60Op YPOBHS BbIBOAVMbIX /TIOTOB, YKa3biBAE€TCS NPV BbIBOAE 10ra B KOHCO/Tb UM
Goaiin;
Logs Priority Range — yka3aHue gnana3oHa ypoBHeli noros ans Syslog-BbiBoga;
Transport — TpaHCNOPTHbI NPOTOKO/, UCNO/b3yeMblii Ans nepegadm SNMP-coo6LLeHWIA.

[na BCTyNneHns B cUly HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 3HEProHe3aBNCUMYLHO NaMsATb HAXXMUTE
kHonky «Update».
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4.6.9 MopgmeHto «Time Settings (NTP)»

B nogmeHto «Time Settings (NTP)» BbINO/IHSAETCS HACTPOViKa /TOKa/IbHOTO BPEMEHM YCTPOICTBA.

Modify how the access point discovers the time

System Time (24 HR) Man Jul 3 2023 12:50:05 RFT
Set System Time ® Using Network Time Pratocal (NTP)
O Manually
NTP Server IPvAlIPvE Address/Name | 1721601 | (3003000 000300 MK MO0 000K MO0 X000 00K K0

{Hostname max 253 Characters)

| | I:J(H.HX.X)C.‘(.H)L" A I D 0 D00 IO TI000E

MNTP Alternative Server IPv4/IPvE Address/Name [Hostname max 253 Characters)

| (00000 00 I0G X000 00K 0 00000 00000

NTP Alternative Server 2 [Pv4/IPvE Address/iName | [Hostname max 253 Characters)

NTP Update Interval | 3600 | {Range: 1 - 86400 sec, Default: 3600)

Time Zone | Russian Fed. Zone & (Novosibirsk; Krasnoyarsk) W |

Adjust Time for Daylight Savings

Click "Update”™ to save the new settings.
| Update |

+ System Time (24 HR) — Tekyllee CUCTEMHOE BpeMms;

+ Set System Time — BbIGOP criocob6a yCTaHOBKM BPEMEHMU:
+ Using Network Time Protocol (NTP) — aBTomMaTnyeckasi ycTaHoBKa ¢ nomoubio NTP-npoTtokona;
* Manually — py4yHas ycTaHOBKa BPEMEHM.

ABTOMaTU4eckas yctaHoBka ¢ nomolubto NTP-npoTtokona (Bbi6paHo Using Network Time Protocol (NTP)):

« NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec nnun nvs xocta NTP-cepsepa.
Ecnu He yka3aTb cepBep — 6yAeT Ucnosb3oBaTbCs MMs cepBepa noayyeHHoro B onuuv DHCP;

+ NTP Alternative Server IPv4/IPv6 Address/Name n NTP Alternative Server 2 IPv4/IPv6 Address/
Name — ykaxute |IPv4-agpeca, IPvb-agpeca uim nmeHa xocTtoB gonosHutensHbix NTP-cepBeposB.
Ecnu He yka3aTb cepBep — 6yAeT Ucnosb3oBaTbCs MMs cepBepa noayyeHHoro B onuuv DHCP;

« NTP Update Interval — napameTp ynpaBneHns nepnoaom CUHXPOHMU3aL K.

PyuHasi ycTaHoBKa BpemMeHu (BbibpaHo Manually):

+ System Date — ycTaHOBKa AaTbl;
+ System Time (24 HR) — ycTaHOBKa BpeMeHM cucTeMbl B 24-4acoBom chopmare.

+ Time Zone — BpeMeHHas 30Ha, N0 yMO/I4aHuto yctaHoB/ieHo — Russia (Moscow);
+ Adjust Time for Daylight Savings — npu ycTaHOBNeHHOM chriare BbINOHAETCS aBTOMaTUYECKNl nepexon,
Ha netHee Bpemsi (DST). Mpu BbicTaBNeHHOM hnare, 6yayT AOCTYMHbI cleaytoLime Nons:
« DST Start (24 HR) — ycTaHOBUTbL BPEMS NEPEXOa Ha 3MMHEe BPeMS;
« DST End (24 HR) - ycTaHOBWTb BpeMsi Nepexoa Ha /IeTHee Bpems;
« DST Offset (minutes) — ycTaHOBWTb pasHULly BO BPeMeHU (B MUHYTax).

[lna BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 3HEProHe3aBNCHMYLO NaMsATb HKMUTE
kHonky «Update».

90



47 MeHto «SNMPv3»

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

B meHto «SNMPv3» BbinonHseTcs HacTpoiika SNMP npotokona 3 Bepcun.

4.7.1 TMNopgmeHto «SNMPv3 Views»

B noameHto «SNMPv3 Views» chopmunpyeTtcs onucaHune gepesa nnun nogaepesa OID, a Takke BKNKOYEHME NN

NCKMOUYEeHVe noaaepesa 3 o63opa.

SNMPv3 Views Configuration

View Name D

{1 - 32 characters) Type {max 256 characters)
included v
SMMPv3 Views |yiew-all----included----.1----

view-none----excluded----, 1----

ru)
a1}
3
=]
=]
1]

Click "Update” to save the new settings.
Update

Mask
{max 47 characters)

Add

+ View Name — nmsa gepeBa nnu noggepesa MIB, 3agaetca cTpoka Ao 32 cMMBO/O0B;
+ Type — BK/IHOUUTb UM UCKNHOUNTL nogaepeso MIB 13 o63opa:

* included — BKNOUUTE;
» excluded - ucknounTs.

+ OID - ctpoka OID, onucbiBaloLlas NnoaaepeBo, BKKOYAEMOE UM UCKNKOYaeMoe 13 0630pa, 3agaeTcs

CTpoKa f10 256 CMMBO/IOB;

« Mask — macka, 3a1aeTcs B hopmMate XX.XX.XX....(.) pasmepom He 6onee 47 CUMBOJIOB, UCMO/b3YETCS A1s
dhopMMpOBaHUa HeO6Xx0AMMOro nogaepesa B pamkax ykaszaHHoro OID;

* SNMPv3 Views — CN1UCOK CYLLIECTBYIOLLNX MpaBul.

[nsa no6aBneHns npaBuia HaXXMUTE KHOMNKY «Add».

[na ynaneHnsa npasuna B none «<SNMPv3 Views» Bbi6epuTe 3annUCb U HAXXMUTE KHOMKY «Remove».

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 BHECEHUSI HACTPOEK B 3HEProHe3aBNCHMYLO NaMsATb HAXXMUTE

kHonky «Update».
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4.7.2 MNoameHo «SNMPv3 Groups»

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

B nogmeHto «SNMPv3 Groups» BbINOMHAETCA (hopMMpoBaHme rpynn ¢ pas/imyHbiMy YPOBHSMY 6€30MacHOCTMH,

NPYMEHEHHLIMU K NpaBuiaM 0630pa AEPEBLEB 1 NOAAEPEBLEB.

SNMPv3 Groups Configuration.

Hame

(1 - 32 characters) Security Level

Write Views

v L

noAuthentication-noPrivacy wiew-all

SNMPv3 GROUPS [Ro--authPriv--view-none--view-all
RW--guthPriv--view-all--view-all

Click "Update” to save the new settings.
Update

Read Views

Add

wiew-all

+ Name — nms rpynnbl, 3aaeTcsa cTpoka A0 32 CMMBOJIOB;
+ Security Level — ypoBeHb 6e30nacHOCTM ANsi rpynnbi:

* noAuthentication-noPrivacy — He ncnonb3yetcs ayTeHTumkaumsa 1 WnugpoBaHne AaHHbIX;
+ Authentication-noPrivacy — ncnonb3yeTcs ayTeHTUmKaums, HoO He UCnosb3yeTcs WndpoBaHue
AaHHbIX. MNpn otnpaBke SNMP-coobuweHnii ansa ayteHTudmkayumn ncnonbdyetcss MDS kntod n

naporsb,

+ Authentication-Privacy — ncnonb3yetcs ayTeHTUudunkaumsa 1 wmgposaHme gaHHblx. Mpu oTnpaBke
SNMP-coo6LeHnit gna ayTeHTMdnKaumm ncnonb3yetcsa MD5 kntoy/napons, 45 WidpoBaHns

AaHHbIX ucnonb3yetca DES kitou/napossb.

+ Write Views — Bbl6op gepesa/nogaepesa OID, 4oCTynHOro 418 3anucu:
* view-all - rpynna MoxeT co3gasatb, U3MEHATb U yaansaTe 6assl MIB;
* view-none — rpynne He pa3peLleHo co34aBaTb, U3MeHATb 1 yaanaTb 6a3bl MIB.

* Read Views — Bblbop fgepeBa/nogaepea OID, 4OCTYNHOMO

AN1Aa YTeHnA:

+ view-all - rpynne paspeLleH NPocMOoTp 1 uTeHne Bcex MIB chaiinos;
* view-none — rpynne He paspeLueH NpocMoTp 1 uteHre MIB daiinos.

+ SNMPv3 GROUPS — crnvcok cyLecTByoLWmMX rpynnm.

[nsi [o6aBNeHVs rpynrbl HAKMUTE KHOMKY «Add».

Ansa yananenns rpynnbl B none «<SNMPv3 GROUPS» BbI6epuTe 3anuUcb U HXXMUTE KHOMKY «Remove».

[Nsi BCTYN/IEHUSI B CU/Y HOBOW KOHCOUIypauumn 1 BHECEHWS HACTPOEK B 3HEPTOHE3aBNCUMYIO NaMsATh HXKMUTE

kHonky «Update».
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4.7.3 MoameHto «<SNMPv3 Users»

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

B nogmeHto «SNMPv3 Users» nponcxoguT cosgaHve nosb3oBatesnieli U napaMmeTpoB UX A0CTyNa, paboTarowmx

C yCTpoicTBOM No npoTtokony SNMPv3.

SNMPv3 User Configuration.

Name
{1 - 32 characters)

Authentication Key
(& - 32 characters)

Encryption Key

Group (8 - 32 characters)

Authentication type Encryption Type

RO ¥ || MD5 hd DES v Add

SMNMPv3 USERS

Click "Update™ to zave the new settings.
Update

Name — nma nonb3oBarens, 3afaeTcs cTpoka 40 32 CMMBOJIOB;
Group — rpynna, cozgaHHasa B nogMmeHo «SNMPv3 Groups»;
Authentication type — Tun ayTeHTudmkaumm ans ncnonb3osaHma SNMP-3anpocos:
+ MD5 — TpeboBaTtb NPoOBEPKY NOANNHHOCTM no anroputMmy MD5S ans SNMPv3-3anpocos
nosb3oBartesis;
+ None — npu nepegaymn SNMPv3-3anpocoB OT AaHHOro nosib30oBartesisi He TpebyeTcs
ayTeHTUdmKauums.
Authentication Key — kntou ayTeHTUdMKaLmm, 3a4aeTca CTpoka oT 8 4o 32 cMMmBONOB. Vicnonb3yeTcs,
ecnu B none «Authentication type» Bbibpatb 3HaueHne «MD5»,
Encryption Type — T1n WnMdpoBaHnS:
+ DES - vcnonb3oBatb asiroput™ WwndgposaHns DES ana SNMPv3-3anpocoB nosnb3oBarerss;
* None - npu nepegaun SNMPv3-3anpocoB OT AaHHOro nosib3oBarens wudposaHne He TpebyeTcs.
Encryption Key — ko4 lWingppoBaHns, 3agaeTca cTpoka oT 8 4o 32 cMMBOOB. VICNo/b3yeTcs, ecnuv B
none «Encryption Type» Bbi6paTtb 3Ha4YeHne «DES».

[nsi [o6aBNeHVs Nob30BaTENS HAXKMUTE KHOMKY «Add».

[nsa ynaneHns nonb3oatens B nose «SNMPv3 USERS» BbibepuTe 3anncb 1 HOXMUTE KHOMKY «Removey.

[Nsi BCTYN/IEHUSI B CU/Y HOBOW KOHGOUIypaLUumn 1 BHECEHMS HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSATh HAXKMUTE

kHonky «Update».
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4.7.4 NMopmeHo «SNMPv3 Targets»

B nogmeHtio «SNMPv3 Targets» BbINO/IHAETCS HACTPOKa OTNpaBKM TpanoB OT YCTPONCTBA Ha onpefeneHHbIi
IP-agpec, nopt UDP 1 nonb3oBarens.

SNMPv3 Targets Configuration.

IPwdiIPvE Address (oo, oo oo

Port (1 - 65535) Users
AR R R R R M R K )

SNMPw3 TARGETS

Click "Update”™ to save the new settings.
Update

* IPv4/IPv6 Address — agpec IPv4 nnu IPv6, Ha KoTopbIin 6yayT oTnpas/ieHbl Tparnbl;

* Port — nopt UDP, Ha koTOpbIi 6yayT OTnpas/ieHbl Tpansl. NMapameTp npuHMMaeT 3HayeHus ot 1 o
65535;

*+ Users — umsa nosb30Baresisi, KOTOPOMy O6yAyT OTnpaB/IeHbl Tpansbl.
[ns no6asneHnsa npasuia OTNPaBKM TpanoB HAXXMUTE KHOMKY «Add».

[na ynaneHns npasusna otnpasky Tpanos B rnosie «SSNMPv3 TARGETS» BbibepuTe 3anmcb 1 HAOXMUTE KHOIMKY
«Remove».

[lna BCTynneHns B culy HOBOW KOHUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBHCHMMYHO MaMSATb HaOXXMUTE
kHOMKy «Update».

4.8 MeHo «Maintenance»

MeHto «Maintenance» npefHa3Ha4YeHo A1 06LLero ynpasneHns yCTPOCTBOM: BbIrpy3Ka, 3arpy3ka, ycTaHoBKa
KOHdhUrypaumm no ymonyaHuto, o6HosneHve MO, nepesarpy3ka yCTPOIACTBa, a Takke AN1s onepauuii oTnaaku:

CHuUhdhmHra Tpadimka, NPOXoAsILLEro Yepes3 ToUKy AOCTYNa U BbIrPy3Kn AMarHOCTUUYECKOR MHdhopMaLlmn no
YCTPOICTBY.

4.8.1 MopameHto «Configuration»

B noameHto «Configuration» npon3BoanTca 3arpy3ka 1 Bbirpy3ka KOHMrypauum ycTpoiicTBa, a Takke copoc
YCTPOICTBA K KOHUTypaLmi Mo YMO/YaHKI0 1 Nepesarpyska ycTpoicTaa.
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Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset” to load the factory defaults in place of the current configuration for this AP

| Reset | Save access settings

To Save the Current Configuration to a Backup File ...

Click the "Download” button to save the current configuration as a backup file to your PC,
To save the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Method @ HTTP ) TFTP

| Download |

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore” button,
To restore from a TFTP server, click the TFTP radio button and enter the TFTP server information.
Upload Method ® HTTe O TFTP

Configuration File | BriSepute dain |Oal71}1 He BeIGpaH

| Restore |

To Restore the Factory Default Configuration — c6poc ycTpoiicTeBa k 3aBOACKMM HacTpoOiKam.

UTo6bl caenatb CHpOC BCEX HACTPOEK YCTPOIMCTBA HA CTaHAAPTHbIE 3aBOACKNE YCTAHOBKM, HAOKMUTE KHOMKY
«Cobpoc». MNocne copoca yCcTPONCTBO aBTOMATMYeCKM nepesarpy3ntcs. Becb npouecc 3anmMeT HeCKOMbKO
MUHYT.

Ecnn aktnBunpoBaH chnar Save access settings, To 6yayT coxpaHeHbl Te napameTpbl KOHMrypaumm, KoTopble
OTBevatoT 3a A0CTYN K YCTPOcTBY (HacTpoiika IP-agpeca, HacTpoliku goctyna no Telnet/SSH/SNMP/Netconf/
Web). Mocne c6poca ycTpPoiCcTBO aBTOMATUYECKUN NepesarpyXeHo He Gyaer.

© Co6poc k 3aBOACKNM HACTpOKaM NPUBEAET K yAANIeHUI0 BCei KOHJMrypaLym yCTpoincTea, B TOM Y1c/e
n IP-agpeca ons gocrtyna K ycTpoicTsy. [Mocne BbINO/HEHNA SAHHOW onepaLn BO3MOXHa NoTepst
CBS131 C YCTPOCTBOM.

To Save the Current Configuration to a Backup File — Bbirpy3ka Tekyluueii koHdurypauum B backup-cpaiin ¢
nocneaywoLMM ckaumBaHneM haiina Ha yaaneHHbin cepBep. Bbirpyska chaiina koHcurypaumm ¢ yctpoiictea
MOXET OCYLLEeCTB/IATLCA NocpeAcTBoM NpotokosioB HTTP u TFTP.

+ Bbirpyska uepe3 HTTP. YctaHosuTe conar «Download Method» B 3HaueHve «HTTP». HaxxMuTe KHOMKY
«Download», B ananoroBom okHe BblbepuTe NyTb A1 cOXpaHeHus daina Ha MK.

* Bbirpyska uepes TFTP. YctaHosute donar «<Download Method» B 3HaueHne «TFTP». B none
«Configuration File» ykaxute nms cpaiina, B KOTOpom ByaeT coxpaHeHa KoHurypauus ycTpoictea. Nms
chanina oba3arenbHO AO/MKHO coagepxaTtb paclumpenune .xml. B none «Server IP» ykaxuTte IP-agpec TFTP-
cepBepa, Ha KoTopom byaeTt coxpaHeH backup-thaiin. Haxxmute kHonky «Download» ans Havana
BbIFPY3Ku haina.

To Restore the Configuration from a Previously Saved File — 3arpy3ka paHee coxpaHeHHoro cpaiina
KOHpurypaumm Ha Touky AocTyna. 3arpy3ka KoHurypawumm Ha yCTPOCTBO MOXET OCYLLECTBNSATLCS
nocpenctsom npotokonos HTTP n TFTP.

© nNpu 3arpyske backup-thaiina KoHUrypaLum B yCTPOMCTBE NPOU30IAAET NPUMEHEHNE BCEX
napameTpoB 13 halina, Bkntodass Management VLAN u IP. B cnyyae, ecnv 6yaeT 3arpyxeH dain
KOHdpurypaumm apyroro yCTpoincTsa, To BCeACcTBrE NpuMeHeHus vyxoro IP nnn Management VLAN
MOXET NponacTb CBA3b C YCTPONCTBOM.
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+ 3arpyska uepe3 HTTP. YctaHoBuTe onar «Upload Method» B 3HaueHne HTTP. Haxmute «Bbibepute
dhalin» n B 4nanoroBom OkHe BblbepuTe NyTb K cOXpaHeHHOMY dhaiiny backup Ha MK. HaxmuTe kHomnky
«Restore» ansa Hauyana 3arpy3ku oaina KoHgurypauum B yCTPOIACTBO.

+ 3arpyska uepes TFTP. YctaHosute donar «Upload Method» B 3HaueHne TFTP. B none «Filename»
yKaxxuTe ums hainna, Kotopblin 6yaeTt 3arpyXXeH Ha ycTpoincTBo. Vims dhalina obasaresibHO LO/HKHO
cogepxaTtb pacwmpenue .xml. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM
coxpaHeH backup-thaiin. Haxmute kHonky «Restore» ans Havana 3arpysku daina.

To Save the Startup Configuration to a Backup File or to Mirror file ...

To Save the Startup Configuration to a Backup File or to Mirror file

Startup Configuration
Source File Mame: Backup Configuration
Mirror Configuration
- ) .
Destination File Name: Startup Configuration
®' Backup Configuration

Click "Update” to save the new settings.
Update

To Reboot the Access Point ...

Click the "Reboot” button.

Reboot

To Save the Startup Configuration to a Backup File or to Mirror file — Bbirpy3ka tekyuiei koHdurypaumm B
backup-thaiin B aHeproHesaB/c1Myo NamsaTb YCTPOICTBA M 3arpy3ka COXpaHEHHON KoHdurypaumm m3
3HEeproHe3aBUCMMO NamMAaTU YCTPOUCTBA.

« Source File Name — ums chaiina uctouHvka koHgurypauum (Startup nnm Backup).
+ Destination File Name — umsa caiina, B KOTOpbIii ByAeT 3anncaHa BblbpaHHas KoHUrypaums.

[na BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMYHO NaMsATb HAXXMUTE
kHonky «Update».

Rebooting the Access Point —nporpammHas nepesarpy3ska ycTpoiicTea.

[na nepesarpysku yCTpoiicTBa HaXXMUTE Ha KHOMKY «Reboot».

4.8.2 MogmeHto «Upgrade»
B noagmeHto «Upgrade» BbINONHAETCSt 0GHOB/IEHME U CMeHa nporpammHoro obecneyexus (MO) ycTpolicTea.

B chusnyeckoii namaTi ycTpoiicTBa 0AHOBPEMEHHO coaepXmTca asa obpasa MNO. Ecnv ogyH 13 06pa3oB
YCTPOIiCTBa BbILLEN U3 CTPOS, TO 3arpy3ka 6yaeT BbinosiHeHa ¢ gpyroro o6pasa M0. OgHOBPEMEHHO B
YCTPOIACTBE MOXET 6bITh aKTUBEH TO/IbKO OfMH 06pas.

Manage firmware

Model Eltex WEP-2ac Smart
Firmware WVersion
Primary Image: {TekyllaA gepouA Mo}
Secondary Image: {(Bepcha MO pesepeHore oopasa)

Switch

Upload Method @ HTTP TFTE
Mew Firmware Image ©aiin He BuibpaH.
Upgrade
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+ Model — mogenb ycTpoiicTBa;
* Firmware Version — Bepcus MO ycTpolicTea:
* Primary Image — Bepcusi MO akTMBHOro obpasa (Tekywas sepcus rNo);
+ Secondary Image — Bepcus MO pe3epBHOro o6pasa (He UCNosb3yeTCs B AaHHbIi MOMEHT).
+ Switch — 3arpy3uTb NO ycTpoiicTBa ¢ pe3epBHOro obpasa. [pu BbINO/HEHNN AAHHOK onepaLmm
aKTMBHbIA 06pa3 nepengeT B pe3epBHOE COCTOSHME, @ pe3epBHbIVi — B aKTUBHOE. YCTPONCTBO
aBTOMaTn4ecky nepesarpy3nTcs U yCTaHOBUT B KAYeCTBE akTUBHOro pesepsHoe [MO.

O6HoBneHue MO yctpoiicTBa. Mpu o6HoBeHWUM O ycTpoicTBa haiin NPOLUMBKM 3arpyxaeTcs Ha
YCTPOICTBO 1 CTaHOBUTCSt akTMBHbLIM (Primary Image). Mpu 3ToM TekyLmii 06pa3 nepeMeLLaeTcs Ha No3nLMLo
«Secondary Image». ABTOMarnyecky NpoMCXo4unT nepesarpyska yCTpoincTea 1 Touka AOCTyna 3arpyXxaeTcs ¢
MO, KOTOpoe COOTBETCTBYET 3arpy>xeHHoMy o6pasy.

3arpyska paiina NO Ha yCcTPONCTBO MOXET nponsBognTbes yepe3 HTTP nnu TFTP-npoTokon.

3arpyska uepe3 HTTP. YctaHosuTe chnar «Upload Method» B 3HauyeHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANaNOroBOM OKHE BblbepuTe nyThb K dhainy MO Ha MNMK. HaxmuTte kHonky «Upgrade» gns Havana
3arpy3sku BblbpaHHoro goaina MO B yCTPOICTBO.

3arpyska uepes TFTP. YctaHosuTe cpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKaxxuTe ums panna Mo, koTopbli ByAeT 3arpyeH B yCTPOCTBO. NMA chaitna 0683aTeNbHO AO/TKHO
cofepxatb paclumpeHme .tar. B none «Server IP» ykaxute |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
dhaiin NMO. HaxmuTe kHonky «Upgrade» on1a Havana 3arpysku aiina.

© B npouecce 06HoBNEHMA MO yCTPOICTBA HE OTK/IKOYaliTe NUTaHne YCTPOICTBA, a Takke He
06HOBNSANTE N HE MeHSITe TeKyLLyt web-CTpaHuuy ¢ nporpecc-6apom 0OHOB/EHNUS.

4.8.3 lMopmeHto «Packet Capture»

B noameHto «Packet Capture» peasiizoBaHa BO3MOXHOCTb (DOPMUPOBAHNSA 1 BbIrPY3KM Aamna Tpadmka ¢
0flHOTO U3 UHTepdpelicoB ycTpolicTBa B haiin ¢ hopmatom .pcap. Mocne Bbibopa NnapaMeTpoB 3anvcu gamna
Tpadhuka, cTapTa 3anucy, OCTaHOBKM 3anncy 1 BbIrpy3ku dpaiina, 4amn MOXHO NpoaHaIM3npoBaThb
cneumanbHbIMK NporpaMmmamu, Hanpumep, Wireshark.

Packet Capture Configuration and Settings

Click "Refresh” button to refresh the page.
Refrash

Packet Capture Status ...
Current Capture Status Mot started

Packet Capturs Time 00:00:00
Packet Capturs File Size 0 KB

Stop Capture

Packet Capture Configuration ...
Enabled Disabled

Capture Beacons -

Promiscuous Capture )

Client Filter Enable v

Client Filter MAC Address WLAM client MAC
10:2A:B3:C5:D4:EB addrass filtering applies

only to radio interfaces.

Click "Update” to save the new settings.
Update

[ns 06HOBNEHMA MHhopMauUK Ha CTpaHuLe Haxxmute KHonky «Refreshy.

Packet Capture Status - B pa3zaene BbINOMHAETCA NPOCMOTP MHpopMaLmy O cTaTyce 3anucu gamna Tpadgmka
1 BO3MOXHOCTb OCTaHOBKM MpoLiecca.

« Current Capture Status — Tekywuii cTatyc 3anucu gamna Tpaduka (3anuch 3anylieHa/ocTaHoBMNEHA);
+ Packet Capture Time — Bpems 3anncu gamna Tpadiunka;
+ Packet Capture File Size — pa3amep 3annucaHHoro gamna tpagwuka.

[na ocTaHOBKM 3anvcu gamna Tpadomka Haxxmmute KHonky «Stop Capture».
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Packet Capture Configuration — B pa3saene BbINOMHAETCA HACTPOWKa NapamMeTpoB 3anvcy gamna Tpadumka:

+ Capture Beacons — ecnu yctaHoBneH cnar B nonoxeHue «Enabled» — 3anuceiBath B gamn Beacon-
nakeTbl, eC/IM yCTaHOB/EH chnar B nonoxeHue «Disabled» — He 3anucbiBaTh;

* Promiscuous Capture — ecnu yctaHoBneH cnar B nonoxeHue «Enabled» — 3anucbiBaTb B gamn Bce
NPUHUMaeMble pagnovHTEPdECOM NakeTbl, BKNOYAs NakeTbl, He NpeAHa3HauyeHHble A1 AaHHOW TOUKM
[ocTyna;

+ Client Filter Enable — ecnv yctaHoBneH donar B famn 6yayT 3anncbiBaTbCsA TOMIbKO Te NakeTbl, KOTOpble
NPUXOAAT OT onpefesieHHOro nonb3osartens. MNpu BKAKYEHUN AaHHOW (DYHKLUN HEOOX0AUMO 3an0/THUTb
cnepytollee none:

+ Client Filter MAC Address — MAC-agpec k1vMeHTa, Tpadvik KOTOPOro Ao/HKeH OT(IUILTPOBLIBATLCA
B Aamn.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMYIO MaMsATb HAXKMUTE
kHoMKy «Update».

Packet File Capture ...
Capture Interface radio v
Capture Duration 3600 Seconds (range 10 to 3600)

Mzx Capture File Size 4024 KB (rangs &4 to 4096)

Click "Update” to save the new settings.
Updats
Start File Capture

Remote Packet Capture ...

Remote Capture Port 2002 (Range:1025-£55320, Default: 2002)

Click "Update” to save the new sattings.
Update
Start Remotz Capture

Packet Capture File Download ...

#| Usa TFTP to Download the Capture File

TFTP Server Filzname apcapture.pcap

Server IP 0.0.0.0

Download

Packet File Capture — B pasgene BbINo/nHseTCS HACTPOIKa NapamMeTpoB 3anvcy gamna Tpaduka:

« Capture Interface — nmsa nHTepdeica ycTpoicTBa, C KOTOPOro 6yaeT NPon3BOANTLCS 3anycb Aamna
Tpacuka (ethO — GE1, wlanOvap1 — BupTyasibHas ceTb 1 Ha 6ecnpoBogHoOM nHTepdelice 0);

+ Capture Duration — piMTeNbLHOCTL 3anucn gamna. MapameTp npuHMmaet 3HadeHus ot 10 go 3600
cekyHA. Mo ymonyaHuio — 60 cekyHp;

+ Max Capture File Size — makcmasibHbIA pasmep gamna. MapameTp npuHMMaeT 3HadeHus oT 64 o 4096
KB. o ymonuaHuto — 1024 KB.

[lns BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBHCHMMYHO NaMsATb HAXKMUTE
kHOMKy «Update».

[nsa Hayana 3anucu gamna Tpadmka B dpaiia ¢ yCTaHOB/IEHHbIMW NapamMeTpaMy HaxXMUTe Ha KHonky «Start File
Capture».

Remote Packet Capture — B pa3zesne BbINO/HAETCS yAa/ieHHas 3anicb gamna Tpaduka:

YcTpoiicTBo nogaepxusaeT npotokon RPCAP, no3sonstowmii Npom3soamnTb 3annck gamna Tpadmka ¢
nHTepdpenca ycTpoincTea Ha yaaneHHON MallnHe B peXnme OHNawH.

* Remote Capture Port — Homep NopTa, KOTOPbIA CAYXUT ANSA NOAKNIOYEHNS YAATEHHON MaLLVHbI.
MapameTp npuHMMaeT 3HadeHus ot 1025 go 65530. Mo ymonuyaHuio — 2002.

[lns BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMMYHO NaMsATb HAXXMUTE
kHoMKy «Update».

[nsa ctapta RPCAP-cepBepa Ha yCTPOMCTBE HaxKMUTE Ha KHorKy «Start Remote Capture».
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Mocne ctapta RPCAP-cepBepa Ha yCTpoiCcTBe, HE0OXOAMMO Ha yAaNIEHHOM MaluMHe NOAKIHOUNTHLCS K TOUKE
foctyna. A yoaneHHoro nogkatodeHns ncnonb3osats RPCAP-npoTokon, ykasartb IP-agpec ycTpolictsa 1
NOpT, YCTaHOB/EHHbIV B Nosie Remote Capture Port. Hanprmep, 3T0 MOXHO BbINO/THUTb C MOMOLLbHO
nporpammbl Wireshark. 3atem, He06X04MMO NOMYUYUTb CNUCOK NHTEPENCOB A1 CHUGD(MHIA OT YCTPOINCTBA,
BblIOpaTb OAMH U3 HUX 1 3anyCTUTb CHATUE Aamna C yAasIeHHOro nHrepdeiica.

Packet Capture File Download — B pa3gene BbINosHAETCA BbIrpy3ka 3anMcaHHoro gaina ¢ gamnom tpaduika.
Bbirpyska gamna mMoxet nponssogutbes yepe3 HTTP nnu TFTP-npoTokon:

* Bbiepyska yepe3 HTTP. ®nar «Use TFTP to Download the Capture File» ponxeH 6bITb CHAT. Haxkmute
kHonkKy «Download» 1 B AnanoroBom OkHe BblibepuTe NyTb A5 coxpaHeHus gamna Ha [MK;

* Bbiepyska yepes TFTP. ®naz «Use TFTP to Download the Capture File» nomkeH 6bITb yCTaHOB/EH. B
none «TFTP Server Filename» ykaxuTe nmsa paiina, B KOTOPOM 6yaeT coxpaHeH gamn Tpadvka Ha TFTP-
cepsepe. Vims dalina oba3arenibHO LO/MKHO coaepXaTb paclumpeHmne .pcap. B none «Server IP» ykaxuTe
IP-agpec TFTP-cepBepa, Ha KOTOpbI ByaeT oTnpasneH gamn Tpadgurka. Haxmure kHornky «Download»
ANS Havaua BbIrpy3kn gamna.

4.8.4 TMoameHto «Support Information»

B noameHto «Support Information» BbinoNHseTCSA BbIrpy3Kka TekyLlen nHgopmarmm oo

yCTpoiicTBe (KONMM4ecTBO NamsiTH, 3anyLLeHHbIe NPOLECCHI, KOHUIypaLwus) B BUAe TEKCTOBOTO chaiina. JaHHas
NHGOPMAaLMA MOXET UCNO/b30BaTLCA /1 aHa/IM3a COCTOAHUA YCTPONCTBA, ANarHOCTUKY, BbISIBNIEHUSA
npo6nem.

Support Information

To download the diagnostic information for support, click "Download™ button.
Download

Download - BbIrpy3ka TekcTtoBoro dpaina B RTF-cpopmate 13 yctpoictsa no npotokony HTTP Ha komnbloTep.
Mocne HaxaTua AaHHOW KHOMKM NOSIBNSETCH AMasloroBOe OKHO, B KOTOPOM TpebyeTcs ykaszaTb NyTb Ha
NIOKa/IbHOM KOMIMbIOTEpE A/19 COXpaHeHus haina.

4.9 MeHto «Cluster»

B meHto «Cluster» onucbiBaeTcs paboTa 1 HacTpoiKa YyCTPOWCTB B pexXnMme kractepa. Pexvm knactepa
No3BO/ISIET HACTpamuBaTb B CETM BCEro OfHY TouKy AocTyna (MacTtep), oCcTaslbHble TOUYKM, MPU BK/TOYEHUMN B CETb,
6yayT HaxoauTb B CETU MacTepa 1 KONMpoBaTtb C HEr0 KOHurypauuio. B nocnegytowem npy BHECEHUN
N3MEHeHW B KOHDUTYpaLMO O4HON 13 TOYeK AOCTyna 3TN N3MEHEHMA NPUMEHSETCS A5 BCEX TOYEK,
Haxoasawmxcs B Knactepe.

© Pexum paboTbl B KnacTepe BK/IUYEH Ha YCTPOICTBE N0 YMO/HaHMIO.

O B KnacTtep MOXHO 06befMHUTb TOIbKO TOYKM U3 OAHON rpynnbi:
1rpynna WEP-12ac WOP-12ac

2 rpynna WEP-2ac WEP-2ac Smart WOP-2ac WOP-2ac SFP WOP-2ac GPON

© YcrpoiicTBo MOXeT paboTaTh B KnacTepe ToMbKo ecnin oTkueHsl WDS (Wireless Distribution System)
n WGB (Work Group Bridge).
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© /s pa6otsl B knactepe Management Ethernet-uHtepdelic Bcex Touek JO/MKEH Hax0AUTLCA BHYTPY
O[lHOI ceTw.

4.9.1 MoameHto «Access Points»

B nogmeHto «Access Points» BbINosHAETCA BK/IOUEHME/BbIK/TOYEHME pexrMa Kinactepa, MOHUTOPUHT

COCTOSIHMS! pexxMma 1 cocTaBa Touek JocTyna B kKnacTepe, KOHUryprpoBaHme 6a3oBbIX NapameTpoB
KnacTepa.

Manage access points in the cluster

Access Points...
Clustered

Clustering: | On hd 2
Access
Points
Location MAC Address IP Address Cluster-Priarity Cluster-Controller
floor_2 EB8:28:C1:C1:27:60 192.168.0.135 255 yes

floor_1 AB:F9:4B:B7:8B:C0O 192.168.0.58 0 no
II|

Click "Refresh” button to refresh the page.
Refresh

B nepBOM 6/10ke HACTPOIiKM BbIMO/IHAETCS NPOCMOTP COCTOSIHUS paboThbl KlacTepa v 3anyck/ocTaHOBKa
paboTbl YCTPOICTBA B AHHOM PEXMME.

* Clustering — pexum paboTbl KnacTtepa:
+ Off — knacTep BbIK/IHOYEH;
+ On — KnacTep BKJ/IHOYEH,;
+ SoftWLC - knacTep BbIK/HOYEH, pexuM ans pabotsl ¢ SoftWLC.

B Tabnuue npuBoaMTCS CNMCOK TOUEK A0CTYNa, HaxoAaLmxcs B 0AHOM KnacTtepe. Vicxoas us nHdopmMaumm,
npeacTaBneHHol B Tabnuue, MOXHO y3HaTb:

+ Location — onucaHme rn3n4ecKoro MecTomnosIoKeH1s TOUKM A4oCTyna. 3ano/iHAETCS Ha KaK[0in Touke
Aoctyna agMmuHuctTpatopom B pasgene «Clustering Optionsy,

* MAC Address — MAC-agpec TO4kM A0CTYyna, Haxo4saLwWencs B knactepe;

+ IP Address — IP-agpec Toukun AOCTyna, HaxO4sALWEeNCcs B KnacTepe;

* Cluster-Priority — npyuopuTeT TOYKN JOCTyNa B kactepe. Touka AocTyna ¢ MakCMMasibHbIM 3Ha4YeHNEM
[aHHOro napameTtpa cTaHoBUTCA Master-Toukoii. MNapameTp ycTaHaB/IMBaETCA Ha KaXx 4ol ToUke AocTtyna
agMmuHucTpatopoM B pasgene «Clustering Options». Ecnu napameTp He yctaHoBneH, Master-Toukoli B
Knactepe CTaHOBUTCS TOYKa AOCTyna ¢ HanmeHbLlUM 3HadeHnem MAC-agpeca;

* Cluster-Controller — napameTp, yka3blBaloLLMii Kakas Touka 4OCTyna ABNSETCH B JaHHOM Kiactepe
Master-Toukoii. MapameTp MOXET NPUHUMATL 3HAYEHNS: Yyes — Touka saBnseTcsa Master-Toukoi; no —
Touka He siBnseTca Master-Toukoia.

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBHNCHMMYIO NMaMSATb HaXXMUTE
kHOMKy «Update».

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refreshy.
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Clustering Options...

Enter the location of this AP

Location: | floor_2 |

Enter the name of the cluster for this AP to join.

Cluster Name: |training |
Clustering IP Version: 1Pvs 2 Ipva
Cluster-Priority: |255 | (Range: 0-255, Defauit: 0)

Click "Update” to save the new settings.
Update

Single IP Management...

Cluster Management Address: | 0.0.0.0 [ 4]

Click "Update” to save the new settings.

Update

Clustering Options — B paszesie BbINO/HAETCS HAacTpolika 6a30BbIX NapamMeTpoB Kactepa.

© nNapameTpbl pazaena AOCTYNHbI 418 PEAAKTMPOBAHUSA MPU YCII0BUK, YTO KNacTep Ha TOUYKE BbIK/TOYEH,
T.e. napameTp «Clustering» npuHumaet 3HaueHune Off

*+ Location — onvucaHme r3nyYecKoro pacrnosiokeHusa ToUku goctyna. Micnonb3yeTcsa o1a oTo6paxeHus B
Tabnuuax MOHUTOPUHIa Ans yaobcTea aHasimsa n ynpasneHns CeTbio;

+ Cluster Name — ums knactepa. Touka gocTtyna 6yaeT NoAkIYaTbCa TOIbKO K TOMY KiacTepy, UMs
KOTOpOro nponucaHo B AaHHOM napameTpe. Mo ymonyaxuio — default;

* Clustering IP Version — ncnonb3yemas Bepcusi npotokona IP ans o6meHa ynpasnsitowlein nHpopmaumei
MeXAay YCTporcTBamMm Knacrtepa;

* Cluster-Priority — npyoputeT To4Yk/ B knacTtepe. MNapameTp npuHumaeT 3HaveHns ot 0 go 255. Mo
ymonyaHuio — 0. MogaepxmBaeTcs To/bKo ans IPv4-ceteil. MacTtepom B kiactepe AABMISAETCA Ta TOUKa, Y
KOTOPOW NPUOPUTET KacTepa Bobiwe. Eciv napameTp He ycTaHOB/EH, Master-Toukon B kiiactepe
CTaHOBMWTCA TOYKa AOCTyna ¢ HaMMeHblMM 3HavyeHnem MAC-agpeca.

[lna BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHe3aBNCHMMYHO NMaMsATb HOXKMUTE
kHonky «Update».

Single IP Management — B paszene BbINOMHAETCS yCTaHOBKA A0MNOMHUTENBHOMO afpeca MacTepa B KiacTepe.

B npouecce akcnayatauum Master-Touka knacrtepa MOXeT MEHSITbCS, UTO 06YC/I0BMIEHO pa3MyHbIMK
cUTyauuamMu, HanpumMep, Master-Touka Bblil/ia U3 CTPOS UK B CETb GblNa A06aBNeHa HoBasl Touka [0CcTyna ¢
60/1ee BbICOKUM NPUOPUTETOM WK MeHbLUMM MAC-aapecom. [1sl Toro, YTo6bl UMETb BO3MOXHOCTh
noaxnoyeHnst K Master-Touke He3aBMCKMO OT TOTO, Kakast UMEHHO TOUKa SIBMSIETCA HA AaHHbI MOMEHT
mMacTepoMm, Heo6xoAMMo HasHaunTb «Cluster Management Address».

B cnyyae yctaHoBneHusi coeamHeHus no «Cluster Management Address», nonb3oBaTte/b rapaHTMpPOBAHHO
MOJK/THYAETCA UMEHHO K TOMY YCTPOIACTBY, KOTOpPOE SIB/ISIETCA MAacTeEPOM B KnacTepe. B cnydyae cMeHbl
macTepa B knacrtepe, «Cluster Management Address» Takxe NnepexoauT Ha HOBYIO TOUKY [1OCTyra.

* Cluster Management Address — yHuKanbHblli IPv4-agpec, no Kotopomy 6yaet aoctynHa Master-Ttouka
knactepa. JaHHblil agpec fO/MKeH HaXoAMTbCA B NOACETU KnacTepa v He coBnagarb ¢ IP-agpecom
APYrUX YCTPOWCTB, HAXOAALWUNXCSA B CETU.
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Npu ycTaHOBKe faHHOro NapamMmeTpa Ha O,IJ,HOI7I TOYKe K/acTtepa, BCe OCTaJ/ibHblE TOYKW, COCTOALLKME B KNnacTtepe,
Y3HaKT O ,D,aHHOVI HaCTpOVIKe aBTOMaTU4yeCKN.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMMYIO MaMsATb HAOXKMUTE
kHoMKy «Update».

Secure Join Clustering...

Secure Mode: Enabled '®' Disabled

Pass Phrase: sssnssns | (B - 63 characters)

Reauthentication Timeout: | 300 | (Sec, Range: 300 - 86400)

Click “Update” to save the new settings.

Update

Secure Join Clustering — B pasaene BbINo/HAETCA HACTPOIiKa 6e30NacHOCTM COeAUHEHNS KnacTepa.

© nNapameTpbl pasgena AOCTYMHbI 418 PEAAKTUPOBAHUSA NP YCIOBUW, YTO K/IACTEP Ha TOUKE BbIK/OYEH,
T.e. napameTtp «Clustering» npuHumaet 3HavyeHue Off.
HacTpoikn nogaepxunsatotcst Tonbko ans IPv4-cetei.

+ Secure Mode — BkntoyeHne/oTkNIO4eHe 6e3onacHocTy knacTepa. Ecnv Enabled, To B knactep moryt
BCTaTb TO/IbKO T€ TOYKU A0CTYNa, y KOTOPbIX COBNaAaeT naposib, yka3aHHblli B none «Pass Phrasey,

+ Pass Phrase — naponb 6e3onacHoCTu knactepa. MNaponb fomKeH cogepxartb oT 8 40 63 CMMBOJIOB.
JonycTumble CMMBO/IbI: MPOMNUCHbIE U CTPOYHbIE BYKBbI, LUAIPbI 1 CrieuyasibHble CUMBOSIbI, Takne Kak @
n#;

* Reauthentication Timeout — nepnof BpeMeHN Yepes KOTopblil 6yAeT NPOMCX0ANTb NOBTOPHasA
ayteHTudgukaumsa. NMapameTtp npuHuMaeT 3HavyeHumsa ot 300 go 86400 cekyHg. Mo ymonuaHuio — 300
CeKyHJ.

[lns BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHEe3aBNCHMMYIO NaMSATb HaXXMUTE
kHonky «Update».

4.9.2 TlogMeHo «Sessions»

B nogMeHto «Sessions» BbINOMHAETCA MPOCMOTP NapaMeTpoB CECCUIN KIMEHTOB, NOAK/IOYEHHbIX K TOUYKaM
[0CTyna, HaxogAwmmes B knactepe. Kaxapii knveHT onpegensetca MAC-agpecom 1 TOUKon JoCTyna, K
KOTOPOW OCYLLLeCTB/IAETCSA ero Tekyllee nogktoveHume.

B Tabnuue MoxeT 6bITb yKazaHo MakcuMmym 20 KNMeHToB. NpoCMOTPETb BCEX KNTMEHTOB, NOAK/THOYEHHbIX K
[laHHOW TOYKe A0CTyna MOXHO B MeHto «Status» — «Client Associations».

Manage sessions associated with the cluster

Sessions...

You may sort the following table by clicking on any of the coelumn names.

Display | All hd Go

AP Location User MAC Rate (Mbps) Signal Rx Total Tx Total Error Rate
floar_1 F2:2B:5A:02:68:5E 156 27 500 454 o]
floor_1 14:36:06:15:A4:11 65 2 18 38 0

You may restrict the number of columns displayed by selecting a field other than "all™ in the choice box
above. By seleting a specific field, the table will show only "User”, "AP Location®, "User MAC" and the
selected field for each session. Click the "Ge"™ butten te apply the new selection.
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© BbI MOXeTe OrpaHMunThL KOMIMYECTBO OTOBPaKaeMbIX CTONBLOB B Tab/nLe MOHUTOPUHTA, BbibepuTe B
none «Display» napameTp, oTAnYHbIl 0T «All», 1 HXXMUTE Ha KHOMKY «GO».
Mpwn BbIGOPE ONpeAeneHHOro napaMmeTpa B TabnnLe 415 Kaxaoro KnveHTa dyayT oTobpaxarbes
cTtonbupl: «AP Location», «User MAC», n ctonbel, ¢ BbIGpaHHbIM NapameTpom.

+ AP Location — onucaHune pr3nyecKoro MecTornosIOXEeHNA TOUKM AOCTYnNa;

+ User MAC — MAC-agpec 6ecnpoBOAHOr0 yCTPONCTBA K/TMEHTE,;

* Rate — ckOpoCTb Nepefayn AaHHbIX Mexay TOUYKON AoCTyna 1 onpeaeneHHbIM KMeHToM, MouT/c;
+ Signal - ypoBeHb curHasna, NpUHUMaemblii OT TOUYKM AOCTYNa;

* Rx Total — o6LLee KONM4ecTBO NakeToB, NOSTyYEHHbIX K/IMEHTOM B TEYEHME AAaHHOWN ceccuy;

+ Tx Total - obLiee KONMYECTBO NaKeTOB, NepefiaHHbIX OT KNIMEHTA B TeYeHNe AaHHON ceccuu;

* Error Rate — NpoueHT nepeoTnpas/ieHHbIX NaKeToB.

4.9.3 lMoameHto «Radio Resource Management»

MoameHto «Radio Resource Management» npegHasHayeHo A/1s1 ynpaB/ieHns aBTOMaTU4YeCKM BblGOPOM
KaHa/10B TOYeK AocTyna.

B pexume knacTepa Kaxgas Toyka AOCTyna ycTaHaB/IMBaeT HOMepa KaHasi0B, Ha KOTOPbIX paboTatoT
61m3nexallme ToUKM AOCTyna B 3TOM Xe KacTepe, a Takke NpoM3BOANUT CNEKTpasibHbI aHam3
3alyM/IEHHOCTM (hoHa CTOPOHHUMM TOYKaMK A0CTyna. Yepes ycTaHOBNEHHbIE NHTEPBasIbl BPEMEHW TOUKM
[0CTyna npon3BoAdAT nepecyeT 06LLUen cnekTpanbHOW CTPYKTYPbI CPebl U BbIOUPAKOT KaHa Takum 06pasom,
4TOObI OH Obl1 HAMMEHEE 3allyM/IEHHbIM, & TOUYKM AOCTYNa, 06/1aCTU MNOKPbITUA KOTOPbIX NEPEeCEKATCS,
HaxoAUNNChb Ha pasHbIX KaHanax.

Automatically manage radio resource assignments

Channel Planner ... =y
Clustered =

>3

Stop automatically re-assigning channels

Current Channel Assignments z m
Access

IP Address Radio Band Channel Status Locked Points
192.168.0.135 EB8:28:C1L:CL:27:70 B/G/N 1 up
192.168.0.135 E8:28:C1:C1:27:60 A/N/AC 40 up
192.168.0.58 ASB:F9:4B:B7:8B:D0 B/G/N 11 up
192.168.0.58 AB:F9:4B:B7:8B:C0 A/N/AC 36 up
Refresh Apply

[na Toro, 4Tobbl 3anyCTUTb NPOLLECC CNEKTPasIbHOrO aHasin3a cpefbl 1 BbiIbopa oNnTMMasibHOro KaHasa A/
KaoKJ0M TOYKN JOCTYNa B KacTepe, HAXXMUTE Ha KHONKyY «Start». [115 0CTaHOBKM npoLecca HaxXMUTe Ha KHOMKY
«Stop».
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B Tabnuue «Current Channel Assignments» npMBoaMTCA TEKYLLMIA CNMCOK TOYEK AOCTYNa B Knactepe u nx
napameTpbl:

+ IP Address — IP-agpec Toukun gocTyna B KnacTepe;

* Radio — MAC-agpec pagnovHTepderica To4ku focTyna B Kactepe;

* Band — Habop cTaHAapTOB, NOAAEPXKNBAEMbIX PaANONHTEPMECOM TOUKM A0CTYNa B KnacTepe Ha
[AaHHbIA MOMEHT;

+ Channel — 4yacTOTHbI KaHan B KacTepe;

+ Status — cocTosiHue paboTbl pagnovHTepdeica TOUKM AOCTyna B KnacTepe;

+ Locked — 6noknpoBKa cMeHbl kaHana. MNpu yctaHoBNEHHOM chiare, B MOMEHT Bbl6bopa ONTUMasIbHOro
KaHana BceMu Toukammn gocTyna, AaHHbI pagnonHTepdelic 6yaeT ncnonb3oBaTb NPEXHWI KaHan npu
no6om ncxoge Bbibopa ONTUMasIbHOrO KaHana.

HaxmunTe kHonKy «Apply» A58 npUMeHeHUs N3MeHeHUIA.

HaxxmunTe kHonKy «Refresh» ans o6HoBneHns gaHHbix B Tabnuue «Current Channel Assignments».

Proposed Channel Assignments { 16 seconds ago )

IP Address Radio Proposed Channel
192.168.0.135 EB:28:C1:C1:27:70 1
192.168.0.58 A8:F9:4B:B7:8B:DO 11
192.168.0.135 EB:28:C1:C1:27:60 40
192.168.0.58 AS8:F9:4B:B7:8B:C0 36

Advanced

Change channels if interference is reduced by at least 750 v
Refresh when access point is added to the cluster | Enable ¥
Determine if there is better set of channel settings every | 10 Minutes
Click "Update™ to save the new settings.

Update

B Ta6nuue «Proposed Channel Assignments» npuoauTcsi MUHGOPMaLMsS 0 BO3MOXHbIX 3HAUEHUSIX KaHana, Ha
KOTOpbIli NepeifeT pagnonHTepdelic ToUkM focTyna B C/lyyae 3anycka nepecyeTa onTMmMasibHOCTU BbiGopa
KaHana:

+ IP Address — IP-agpec Toukun gocTyna B KnacTepe;

* Radio - MAC-azpec pagvnounHTepdeiica Toukn AocTyna B KnacTtepe;

* Proposed Channel — Homep KaHasna, Ha KOTOpbI NepeigeT pagnonHTepdenc Toukn AocTyna B ciyvae
3anycka nepecyera onTMMasibHOCTU BblGOpa kaHana.

Advanced - B pa3zene BbINO/HAKTCS PacLUMPEHHbIE HACTPOKMU:

« Change channels if interference is reduced by at least — NPOLEHT BbIUTPbILLA B YMEHbLLEHWUN YPOBHS
Wwyma Ans NpuHATUSA peLleHnst Nepexoia Ha Apyron kaHasl. Ecnv npy aHanuse cpefpl Touka AocTyna
06HapyXMBaEeT, YUTO NPU NEPExXoae Ha ApPYroi KaHas YPOBEHb LUYyMa CHU3UTCS Ha BEIMUMHY, 60/bLLYHO,
4yeM yKaszaHo B JaHHOM napameTpe, TO BbIOop OyAeT cAenaH B Nosb3y Nepexofa Ha Apyroli KaHar.
[vana3oH HacTpOViKn BeNYKHbIL: OT 5% 80 75%;

*+ Refresh when access point is added to the claster — npon3BoanTb NepecyeT 06LLeli cnekTpasibHOM
CTPYKTYpbI CpeAbl 1 BbIGOP ONTUMa/ILHOTO KaHasa 4151 Touek JoCTyna, eC/in K knactepy
npucoeauHSETCS HOBasi TOUKa AOCTYNa;

+ Determine if there is better set of channel settings every — nHTepBan BpeMeHW, Yepe3 KOTOpPbIi
NPOVCXOANT NepecyeT 06LLEe CNEeKTPa/IbHOWN CTPYKTYPbI CpeAbl U BbIGOP ONTUMasIbHOIO KaHana A
ToYek AocTyna.

[lns BCTynneHns B culy HOBOW KOHCOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBUCHMMYHO NaMsATb HAOXKMUTE
kHoMKy «Update».

104



PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Transmit Power Control ...

Start automatically re-assigning tx power

RSSI Threshold 2.4 GHz |-65  |(Range: -100..-30)
RSSI Threshold 5 GHz |70 |(Range: -100..-30)
Interval lo | (Range: 1800...86400 or 0)

Advanced

Minimal Tx Power |10 | (Range: 6...30)
Active Scan Mode o
Debug Mode
Update
Monitoring EX[ |

TPC statistics is not available because tpc-planner is not up

B pasgene «Transmit Power Control» Touku gocTyna, cocTosiLive B OJHOM KiacTepe, Yepes YCTaHOB/EHHbIE
VHTEPBasibl BPEMEHU NPOM3BOAAT CNEKTPa/IbHbIV aHa/M3 acpa 1 NPoM3BOAAT NepepacyeT MOLLHOCTe
BbICTaB/IEHHbIX HA TOYKaX [OCTyNa B KnacTepe TakM 06pa3oM, YTO6bl OKa3blBaTb KAk MOXHO MeHbLLe
BAVSHKSA Apyr Ha apyra. Mo ymonyaHuio onTumum3anyst NpoBoAMTCS NPU M3MEHEHKM COCTaBa Kractepa.

[nsi 3anycka npoLiecca aBToMNoACTPOVKM MOLLHOCTM [ KaX/10V TOUYKU AOCTyNa B KNacTepe HaXM1Te Ha
KHOMKy «Start». 1719 0CTaHOBKM NpoLecca HAXMUTE Ha KHOMKY «Stop».

* RSSI Threshold 2.4 GHz — nopor ypoBHsi RSSI B gnanasoHe 2.4 'y, MapameTp NPUHMMAET 3HAaYEHNs OT
-100 go -30. Mo ymonyaHuio -65;

* RSSI Threshold 5 GHz — nopor ypoBHsi RSSI B ananasoHe 5 Ty, MapameTp npuHMMaeT 3HadeHms ot -100
00 -30. Mo ymonyaHuio -70;

* Interval — nHTepBan BpeMeHN Mexay uukiamu ontummnsauun. NMapameTtp npuHuMaet 3HadeHms ot 1800
A0 86400 cekyHg. Mo ymonyanuto — 0, 4TO 03Ha4aeT, YTo ONTUMM3aLUSA MOLLHOCTK npoBoauTcs 1 pas,
3areM TO/IbKO NPy U3MEHEHWM CoCTaBa KnacTtepa.

Advanced - B pazgene BbINOMHATCSA PacLUVPEHHbIE HACTPOIKM:

* Minimal Tx Power — MMHUMa bHbIli BbIXOAHOM YPOBEHb MOLLHOCTM TOUKKM focTyna. MNapameTp
npuHMUMaeT 3HaveHus ot 6 go 30. Mo ymonyaHuio — 10;

+ Active Scan Mode — npu ycTaHOB/IEHHOM chnare, MICNo/Ib3yeTCs aKTUBHbBIN PEXUM CKaHMPOBaHWS, Npu
BbIK/TIOYEHHOM — MAaCCUBHbI;

+ Debug Mode — npu ycTaHOBMeHHOM chfiare BK/oYaeTcsi OTNpaBKa OT/1afj0uHbIX COO6LLEHUI B KOHCO/b
Touek JocTyna.

[lna BCTynneHns B culy HOBOW KOHCOUIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHEe3aBNCHMYHO NaMsTb HOKMUTE
kHonky «Update».

B okHe «Monitoring» nocsie 0KoHYaHWsi ONTUMM3aLIMU aBTONOACTPOMKIA MOLLIHOCTY MOXHO HabnioaaThb
pe3ynbTaThl CKAHUPOBaHMSI BCEX TOUEK A0CTYNa B K/lacTePE, YPOBEHb BNVSHUA TOUEK APYr Ha Apyra, a Takke
M3MEHEHHYI0 BbIXOAHYH MOLLHOCTb TOUEK A0CTyna.

105



PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

4.9.4 TMopmeHto «Wireless Neighborhood»

MogmeHio «Wireless Neighborhood» cogepxut Tabnuuy COOTBETCTBUS TOYEK AOCTYNa, HAXOAALLMXCA B
knacrtepe, n 6ecrnpoBOAHbIX CETEN, AeTeKTUPYEeMbIX 3TUMM YCTpoicTBaMu. [laHHas Tabnuua AeMOHCTPUpPYET,

Kakme 6ecnpoBOfHbIE CETU AETEKTUPYET KaXAas ToUKa AOCTYyna U Kakoi ypoBEHb CUrHaIa OHa OT HUX
NpYHUMAaET.

Ha ocHoBaHMM faHHOW TabnuLbl MOXHO NPOU3BECTN CNEKTPasIbHbIA aHaIn3 BCel CeTU U OLEHUTb BIUSHUE
NMOMEX Ha KaxKAyt TOUKY A0CTyna. 3TO NO3BOUT OLEHUTb NPaBUIbHOCTbL PACMOIOXKEHMSA TOYEK AOCTYyna no
TEPPUTOPUMN MOKPLITUA U YKaXKET Ha NPO6/IeMHble MECTa, B KOTOPbIX YPOBEHbL NOMEX MOXET NomMellaTb
KayeCTBEHHOMY MpefoCTaB/IEHUIO YCAYT.

View neighboring access points

Wireless Neighborhood... r;
Clustered |

The Wireless Neighborhood table shows all access points within range of any AP in the cluster. Cluster members who are also

"neighbors” are shown at the top of Neighbors list and identified by a heavy bar above the Network Name. The colored bars and

numbers to the right of each AP in the Neighbors list indicate signal strength for each neighboring AP. This signal strength is detected by | 2

the cluster member whose IP address is at the top of the column. Access
Points

Display Meighboring APs: In cluster Mot in cluster *) Bath

Cluster

192.168.0.58 192.168.0.135
AB:F9:4B:B7:8B:D0 E8:28:C1:C1:27:60
Neighbors (16) (floor_1) (floor_2)

Eltex VAP

WGB

Nikitenko_5 o

MTSRouter_S5GHz_029579

i-289

i-287

i-10-print

i-10-ent

RT-WiFi-eddc

test test So wvand -1

B BepxHei cTpoke Tab/nLbl 0TobpaxeHa nHopmauus no KaxaoMy pagmomHTepdency Touek AocTyna,
Haxoaswmxcs B knactepe. B kpainHem nesom cton6ue «Neighbors» pacnonoxeHa nHgopmadnus no
6ecnpoBoAHbIM CETAM, KOTOPbIE BUAHbLI YCTPOMCTBaM B Kiiactepe.

YpoBeHb curHasna oT Kaxaoli 6ecnpoBOAHONM CETM YKa3aH B NPaBOM BEPXHEM YIy A4Yeliku Tabnuupl.

Tabnmua cdhopmMmpoBaHa Tak, UTO B NEPBbLIX €€ CTPOKax 0TobpaxatTcsl 6ecnpoBOAHbIE CETU, 06PAa30BaHHbIE
camMuMm Knactepom, gasiee nayT MMeHa CTOPOHHUX CETEN.

MapameTp «Display Neighboring APs» HacTpanBaeT oTobpaxeHne nHpopmaumm B Tabnmue:

* In cluster — npu yctaHoBneHHOM hnare B Tabnuue 6yaet oTobpaxarbcs MHopMaums TONbKO 0 TeX
6ecnpoBOAHbIX CETSAX, KOTOPble HACTPOEHbI Ha TOYKax A0CTYNa, HaX0A4ALWMXCS B KNacTepe;

* Not in cluster — npun yctaHoBNeHHOM chnare B Tabnumue 6yaet oTobpaxaTbcs MHOPMaLNSA TONbKO O TexX
6ecnpoBOAHbIX CETSAX, KOTOPblE HACTPOEHbI HA TOYKax AOCTYNa, HE HAXOAALMXCS B KacTepe;

+ Both — npu ycTaHoBneHHoOM chnare B Tabnuvue 6yaet oTobpaxaTbCca MHOPMaLUSa 0 BCEX CETSIX.
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4.9.5 MopmeHto «Cluster Firmware Upgrade»

B nogmeHto «Cluster Firmware Upgrade» MOXHO BbINO/THUTL 06HOBNEHME NporpaMmMHoro obecnedenus (MO)
Ha BCEX YCTPOWCTBax, BXOAALLMX B KnacTtep.

© NapameTpbl AAHHOTO NOAMEHIO AOCTYMHbI 4718 NPOCMOTPA U PejakTUpOBaHUA TONLKO Ha Master-Touke
Knactepa.

© B npouecce 06HoBNEHMSA MO YCTPOCTB He OTK/IIoYaliTe NUTaHKUE YCTPOIICTB, a Takke He 0BHOBNSANTe

N He MeHsANTe TekyLlyl web-CTpaHuLy ¢ nporpecc-6apom 06HOBNEHNS.

Mpwn o6HOBMEHUN MO yCTPOICTB KNacTepa ainn NpoLNBKN BYAET 3arpy>XeH Ha Kaxgoe yCTPOMNCTBO 1
yCTaHOBMEH Ha no3uumio «Primary Image». B npouecce 06HOBNEHMSA aBTOMATUUYECKN BbINO/THAETCS

nepesarpyska ycTpoiCTB ¢ 3arpy3koii MO, KOTopoe COOTBETCTBYET HOBOMY 06pasy. YCTaHOB/IEHHOE paHee Ha

ycTpolicTBax knactepa MO 6yaeT coxpaHeHo 1 nepemMellieHo Ha no3unumio «Secondary Image» (pe3epBHas

Bepcus MMO).

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device Firmware Version Firmware-transfer-status Firmware-transfer-progress-bar

1 152,

8.0.135 EB:28:C1:C1:27:60 (Tekywas sepcua MNO) Mone

2 192.168.0.58 AB:F9:4B:B7:8B:C0 [Tekywas sepcua NO) Downloaded

Upload Method: * HTTP TFTP
Mew Firmware Image: 0630p... ©aiin He BalBpaH.

Overall Upgrade Status: In progress

grade Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while uploading the new
firmware, or the firmware upload will be aborted. When the process is complete the access point will restart and resume normal operation.

* Members — NOpsAAKOBbIN HOMEP TOYKWM AOCTYNa, HAXoAALENCcs B KnacTepe;
+ IP Address — IP-agpec Touk/ 4OCTyna, Haxo4sLwencsa B knactepe;

* MAC Address — MAC-adpec mo4ykufocTyna, HaxosLlencs B KnacTtepe;

+ Device — TN TOYKM [OCTYNa;

+ Firmware Version — Tekywas sepcus O Touku focTyna;

« Firmware-transfer-status — cTaTyc npouecca 06HOB/IEHMSI MPOrPAMMHOT0 06ecneyeHnst Ha ToUKe

[l0CTYna;

* Firmware-transfer-progress-bar — ctatyc npouecca 3arpy3ku aiina nporpaMMHOro obecneyeHust Ha

TOuKy AocTyna.

O6GHoBneHue MO ycTponcTB. 3arpyska haiina MO Ha yCTPOCTBO MOXET NPON3BOANTLCS NOCPEACTBOM

HTTP nnu TFTP npoTokosios.

3arpyska yepe3 HTTP. YctaHoBuTe donar «Upload Method» B 3HaueHne HTTP. Haxmute kHonky «O630p...». B

OTKpbIBLUEMCS ANAN0OroBOM OKHe BblbepuTe nyThb K chainy MO Ha MK. B kpaiiHem fieBOM cToN6LEe Tabnuubl

yCcTaHOBUWTe chyiar HanpoTUB TOYEK JOCTYNa, Ha KOTOPbIX HE06X0AMMO 06HOBUTL NPOrpaMMHOe obecneyeHue.
HaxmuTe kHonky «Start-Upgrade» ans Havana 3arpysku ¢paina Ha ycTpoicTsa.

3arpyska uepes3 TFTP. YcraHosuTe chnar «Upload Method» B 3HaueHue TFTP. B none «Image Filename»
yKaknte ums dparina Mo, KoTopsbIli ByaeT 3arpyxeH Ha yCTponicTBo. Ms (halina 06a3atenbHO [0/HKHO
cofepxartb paclumpeHue .tar. B none «Server IP» ykaxuTte |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
dhaiin MO. B kpaiHeM nneBoM cTon16Le Tabnuubl ycTaHOBUTE dhnar HanpoTyB TOYEK A0CTYNa, Ha KOTOPbIX

HeobxoaMMOo 06HOBUTL NporpaMMHoe obecneveHne. Haxmute kKHonky «Start-Upgrade» an1a Havana 3arpysku

harina.
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HaxmuTte Ha KHOMKy «Stop» 411 NpepbiBaHnsA Npouecca 06GHOBNEHNS YCTPOCTBA.

B none «Overall Upgrade Status» oTobpaxaeTcs 0606LLEeHHbIV CTaTyc npouecca 06HOB/IEHUS MPOrPamMMHOro
obecneyeHns Ha Toukax goctyna.

4.10 MeHto «Captive Portal»

B meHio «Captive portal» BbINOHSETCA HACTPOIKa NnopTasa, Ha KOTOpbI NepeHanpaB/IsoTCA KNUEHTbI 415
MPOXOXAEHUSI aBTOPU3aLMM NPY NOAKMOUEHNUN K CETU VIHTEPHET.

Taknm 06paszoM MOXHO, Hanpumep, nepesectn ceTb Wi-Fi B OTKPbITbIA peXuM, CHAB LUN(pOBaHME, HO
orpaHnyuB JOCTYN K CeTeBbIM pecypcam. [MNoaknoyeHme K ceTeBbiM pecypcam byaeT peanin3oBaHo yepes web-
aBTopu3auuio.

4.10.1 MopgmeHrto «Global Configuration»

B noameHto «Global Configuration» BbinonHseTcst HacTpoiika 06LLmMX NapaMeTpoB NnopTasia u MOHUTOPUHT
TEKYLLEro Konm4yecTBa Co3aHHbIX 06bEKTOB.

Global Configuration Settings

Captive Portal Mode ® Enabled Disabled

Authentication Timeout 300 (60 - 600 sec, 300 = Default)

Roaming service URL (0 - 2048 characters)
Roaming no action timeout 720 (0 - 86400 min, 720 = Default)

Instance Count: 32

Click "Update" to save the new settings.
Update

+ Captive Portal Mode — cocTosiHue paboTbl noptana:
+ Enabled — npun yctaHOB/IEHHOM dhiare nopTan UCNosb3yeTcs;
+ Disabled — npu yctaHOBNEHHOM chiare nopTtas He UCMNO/b3YyeTCs.

+ Authentication Timeout — nepnog BpeMeHM B CEKYHAAX, B TEYEHME KOTOPOro KIMEHT MOXET BBECTU
aBTOPU3aLMOHHbIE AaHHble Ha CTpaHuLe nopTana Ansa nonyyveHus goctyna K cetn. Ecnm nHtepsan
npeBbILLEH, HE06X0ANMO 0O6HOBUTL CTPaHULLYY SIMG0 NOBTOPHO NOAKAUNTLCA K CETU. MNapameTp
npuHumaeT 3HaveHus ot 60 go 600 cekyHA. Mo ymonyaHuio — 300 cekyHp;

* Roaming Service URL - agpec cepsuca APB gns nogaepxkm poymuHra B pexume hotspot. 3agaercs B
dhopmarte: "ws://host:port/path”

* Roaming No Action Timeout — Bpems, Yepe3 KOTopoe Touka A0oCTyna yaanuT yctapeBlune/HeakTUBHbIE
3anuncu 0 KMeHTax B poymuHre. NapameTp npuHnumaeT 3HavyeHus ot 0 o 86400 MuHyT. Mo yMo4aHuio
= 720 MUHYT;

* Instance Count — KONMYECTBO 3K3EMMNISAPOB NOPTasIa, HACTPOEHHbIX HA TOUKE AOCTYNa.

[lns BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHEe3aBNCHMMYH0 NMaMSATb HaXXMUTE
kHOMKy «Update».
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4.10.2 MopmeHto «Instance Configuration»

B noameHio «Instance Configuration» co3aatoTcst nopTasibl ¥ HACTpaMBaKTCA NapaMeTpbl NOPTa/IoB.

Instance Configuration Settings

Captive Portal Instances | Create ¥

Captive Portal Instance Parameters

Instance Mame (1 - 32 characters)

Click "Update” to save the new settings.

Update

[na co3gaHma HoBoro noptasia B nosie «Captive Portal Instances» Heo6xoavmo BbibpaTh NyHKT «Create» n B
none «Instance Name» ykasartb MMS HOBOIO noprtasia. Vima noprana MoxeTt cogepxatb oT 1 10 32 CMMBOJ0B.
[na cozgaHma noptana Haxarb kHonky «Update».

[na nepexofa k pabote ¢ noptasioM Heob6xoauMo BbliGpaTh ero ums B nosie «Captive Portal Instances»:

Instance Configuration Settings

Captive Portal Instances | wlanObssvapld ¥

Captive Portal Instance Parameters

Instance ID: 1
Admin Mode Enabled ® Disabled
Verification Cportal ¥

Wirtual Portal Name

Global Radius on off
Radius Accounting on Off
Raduis Demain

Radius IP Network ipvg ¥

Radius IP

Radius Backup IP 1
Radius Backup IF 2
Radius Backup IF 3
Radius Key

Radius Backup Key 1
Radius Backup Key 2
Radius Backup Key 3

External URL (0 - 256 characters)
Away Time 720 (0 - 1440 min, 60 = Default)

Session Timeout 0 (0 - 1440 min, 0 = Default)

Max Bandwidth Upstream 0 (0 - 1331200 Kbps, 0 = Default)

Max Bandwidth Downstream 0 (0 - 1331200 Kbps, 0 = Default)

Delete Instance

Click "Update™ to save the new settings.
Update
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* Instance ID — Homep nopTana;

« Admin Mode — pexum paboTbl nopTana:
« Enable — Bkntoue;
* Disabled — BbIK/OYEH.

« Verification — meTog, NpoBepPKM NOAJ/IMHHOCTYN MOSIb30BaTENS:

+ Cportal — meTog, Npy KOTOPOM NPOBEPKY NOAJ/IMHHOCTU Nonb3oBartens Ha Radius-cepsepe
BbinonHsieT Captive Portal;
* RADIUS - ans aBTOpu3auuy nonb3oBaresb A4O/MKEH 6bITb NponucaH Ha Radius-cepsepe;
« Virtual Portal Name — nms BupTyanibHOro noptana;
*+ Global Radius — rno6anbHble HacTpoiikn aBTopm3auun no RADIUS-npoTokony:
+ Off — BbIK/TIOYEH,;
+ On — BKNtOYEH. BbI6op AaHHOro BapriaHTa OTKPbIBAET BO3MOXHOCTb pefaKkTMpPOBaHUsA CriedyoLwmx
nonei:
* Radius Accounting — npv BK/IOYEHHOM PyHKUMM ByayT OTNPaBNSATbCA COOOLLEeHNS
«Accounting» Ha RADIUS-cepBep:
* On — BKNIOYEH;
+ Off — BbIK/IIOYEH.
* Raduis Domain — gomMeH nonb3oBarens;
* Radius IP Network — Bbl6op npotokona IPv4 nnn IPvé ans goctyna Ha cepsep RADIUS;
* Radius IP — agpec ocHoBHoro RADIUS-cepBepa. Npn HegocTynHOCTM ocHoBHOro RADIUS-
cepBepa, 3anpock! 6yayT oTnpaBnsaTbCcA Ha pe3epBHble RADIUS-cepsepa;
* Radius Backup IP 1, 2, 3 — agpec pe3epBHoro RADIUS-cepBepa;
* Radius Key — naponb ans astopusaunm Ha ocHoBHoMm RADIUS-cepBepe;
* Radius Backup Key 1, 2, 3 - naponb An1a aBTopusaummn Ha pesepsHom RADIUS-cepsepe 1, 2,
3

+ External URL - agpec BHewwHero Captive Portal, Ha koTopblIii 6yaeT nepeHanpas/ieH NoNb3oBaTesb Npu
noaktyeHmm K hotspot cety;

+ Away Time — BpeMs, B TeYeHNe KOTOPOro AeiCTBUTE/IbHA 3anvcb ayTeHTU(INKaLUN Nonb3oBartens Ha
TOYKe focTyna nocsie ero guccoumnaumun. Ecim B TedeHme 3T0ro BpeMeHU K/IMEHT He npoingeT
ayTeHT1nKaumo NOBTOPHO, 3anuck ByaeT yaaneHa. MNapametp npuHnumaeT 3HaveHus ot 0 go 1440
MUHYT. o ymonyaHuio — 60 MUHyT,

+ Session Timeout — TaliMayT XWU3HU ceccun. MNMonb3oBaTelb aBTOMATUYECKN BbIXOAUT U3 NopTasa yepes
yKasaHHbIli NPOMEXyToK BpeMeHN. MNapameTp npuHmuMaet 3HaveHmns ot 0 go 1440 muHyT. Mo
ymonyaHuio 0 — TalimayT He NpYMeHseTCs;

+ Max Bandwidth Upstream — makcmasnibHasi CKOpOCTb nepegayn Tpadumka ot aboHeHTa. Mapamertp
npvHMMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuanuio 0 — 6e3 orpaHnyeHus;

* Max Bandwidth Downstream — makcMMasibHasi CKOPOCTb nepeaayun Tpadmka K aboHeHTy. MNapameTp
npvHuMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuyaxuio 0 — 6e3 orpaHnyeHuns;

* Delete Instance — ansa yaaneHus gaHHOro noprana yctaHoBuTe donar n HaxmuTe kHornky «Update».
[JedonTHble nopTasibl yAaUTb HEBO3MOXHO.

[lna BCTynneHnsa B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMMYHO MaMsATb HaXXMUTE
kHoMKy «Update».
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4.10.3 MopgmeHto «VAP Configuration»

B nogmeHto «VAP Configuration» BbinosiHsieTcs npussizka noptana k BuptyasibHbiM Wi-Fi cetam VAP.

VAP Configuration Settings

Radio | 1% |

WAP Instance Name

0 | wlan0bssvap0 V|
1 | wlanObssvapl V|
2 | wlanObssvap2 V|
3 | wlanObssvap3 V|
4 | wlanObssvap4 V|
5 | wlanObssvap5 V|
6 | wianObssvapé |
7 | wianDbssvap? ™ |
8 | wlan0Obssvap8 V|
9 | wlanObssvap9 V|
10 | wlanObssvapl0 V|
11 | wlanObssvapll V|
12 | wlanObssvapl2 V|
13 | wlanObssvapl3 V|
14 | wlanObssvapl4 V|

15 | wianobssvapl5 v |

Click "Update™ to save the new settings.
| Update |

* Radio — Homep Wi-Fi nHTepdpeiica, o151 KOTOPOro NponM3BOANTCS HACTPOKa.
B Tabnuue ansa kaxgor BUpTYyasibHON CETUM Ha3HavYaeTcsa nopTas no ero MMeHMW.

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBHCHMMYHO MaMSATb HaXXMUTE
kHOMKy «Update».
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4.10.4 NMopameHto «Authenticated Clients»

B nogmeHio «Authenticated Clients» oTo6paxaeTca CNMCOK KMEHTOB, KOTOPbIE YCNELIHO MPOLL/In
ayTeHTuguKaumo Ha noprane.

Authenticated Client List

Click "Refresh™ button to refresh the pags.
Refresh

Total Number of Authenticated Clients 2

MAC Addrass 1P Address User Mame Protocol Mode Werify Mode VAP ID Radio ID Captive Portal ID Session Time out Away Time gut Rx Packets Tx Packets Rx Bytes Tx Bytes
F0:70:0d:53 320 79232566602 http cportiad 2 1 3 o 88576 = o o o o
74:df:bfiea: 56145 7913919254& htip cportlad 1 2 18 v] ] v] o ] o

[nsi 06HOBNEHMS UHPOPMALIMM HA CTPAHULE HAXMUTE KHOMKY «Refreshy.

« Total Number of Authenticated Clients — KONM4ecTBO YCNELLIHO aBTOPM30BaHHbIX KNIMEHTOB Ha AaHHbIl
MOMEHT BpPEMEHU;

* MAC Address — MAC-agpec KIneHTa;

« IP Address — IP-agpec KnueHTa;

+ User Name — nms nosb3oBarens, C KOTOPbIM K/TIMEHT MPOLUEN ayTeHTUMKaLmMIo Ha nopTane;

* Protocol Mode — npoTokon, ncnonb3yemolii ansa coeanHeHns HTTP / HTTPS;

+ Verify Mode — meToa aBTOpU3auUun Ha noprtasne;

+ VAP ID — HoMep BUPTYyasibHOI ceTu;

* Radio ID — Homep paanovHTepdelica;

+ Captive Portal ID — Homep nopTtana, C KOTOPbIM acCOLUMMPOBAH K/TNEHT;,

+ Session Timeout — ocTaBLUeecs BpeMs XU3HU Ceccuu;

+ Away Timeout — ocTaBLUeecs BPEMS XWU3HWN 3anvcy ayTeHTUrKauumn KNneHTa;

* Rx Packets — konn4eCcTBO MPUHSATLIX NAKETOB OT K/INEHTE;

+ Tx Packets — KonM4ecTBO nepefaHHbIX KNNEHTY NakeToB.;

* Rx Bytes — konn4ecTBO Nosy4eHHbIx 6ainT UAP oT nonb3oBartens;

+ Tx Bytes — konn4yecTBo nepegaHHbIx 6anT UAP nonb3oBartenem.

4.10.5 MopgmeHto «Failed Authentication Clients»

B nogmeHto «Failed Authentication Clients» npvBefeH CnMCOK KIMEHTOB C OLIMOKOI aBTOpM3aLMm Ha nopTane.

Failed Authentication Client List

Click "Refresh” button to refresh the page.
Refresh

Total Mumber of Fail Authenticated Clients 0

MAC Address IP Address User Name Verify Mode VAP ID Radio ID Captive Portal ID Failure Time

[N 06HOBNEHNA MHOPMALMK Ha CTpaHULLEe HaxkKMUTe KHOMKy «Refreshy.

+ MAC Address — MAC-agpec KNNeHTa;

* IP Address — IP-agpec KnneHTa;

+ User Name — nms nosib3oBarens, C KOTOPbIM K/IMEHT MPOLUEN ayTEeHTUMKALMIO Ha nopTae,
* Verify Mode — meToa aBTOpM3auuy Ha noprane;

* VAP ID — HOMep BUPTYasIbHOI ceTu;

* Radio ID — Homep paanonHTepdelica;

+ Captive Portal ID — HoMep nopTtasia, C KOTOPbIM acCOLMUPOBAH KIINEHT;

* Failure Time — Bpems, korga npounsoLusnia owmnobka.
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411 MeHio «Client QoS»

MeHto «Client QoS» npegHasHauyeHo a1 6051ee TOHKOM HacTponkn QoS KNMeHTCKUX NOToKoB Tpaduka. Client
QoS no3BOSET HACTPOMTL MPUOPUTM3ALMIO OTAE/bHbLIX MOTOKOB Tpadmka, OrpaHNYnTb LWNPUHY NOOCHI AN1S
KaXX[0ro K/imeHTa.

4.11.1 NMopgmeHto «VAP QoS Parameters»

MoameHto «VAP QoS Parameters» no3BonsieT rnobasbHO BKIHOYMTL NCNOMb30BaHMe Bcex HacTpoek Client QoS
(Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHee cchopMUPOBaHHbIE NpaBuIa NPUOPUTH3ALNN
Tpadmka.

Configure Client QoS VAP Settings

Client Qo5 Global Admin Mode Enabled '*' Disabled

VAP QoS Default Parameters

Radio |1 v

VAP |VAPOD w

Client QoS Mode * Enabled Disabled

Bandwidth Limit Down |0 | (0 - BE6700 Kbps)
Bandwidth LimitUp |0 | (0 - 866700 Kbps)
DiffServ Policy Down N

DiffServ Policy Up v

VAP Limit Down |o | (0 - 866700 Kbps)

VAP Limit Up lo | (0 - 866700 Kbps)

Click "Update™ to save the new settings.

Update

+ Client QoS Global Admin Mode — ncnonb3oBaHue Client QoS Ha Bceli Touke AoCTyna rnobasnbHo:
» Enable — BKMOUUTS;
+ Disabled — BbIKNIOUNTb.

* Radio — BbIGOp paanonHTepdelica, Ha KOTOpom ByAeT Npon3BoaAnTbCA HacTpolika Client QoS;

+ VAP - BbI60Op BMPTYyasibHOM TOUKM A0CTYNa, HA KOTOPOW ByaeT npon3BoanTbes HacTpoiika Client QoS;

+ Client QoS Mode — ncnonb3oBaHue Client QoS Ha BbibpaHHo VAP:

» Enable — BKMOUUTS;
+ Disabled — BbIKNIOUNTb.

+ Bandwidth Limit Down — orpaHuyeHne LWMPVHbI NOM0ChI NPOMYCKaHMs OT TOUYKM AOCTyNna K KaxaoMy
KNWEHTY, KouT/c. MNMapameTp npMHMMaeT 3HavyeHust oT 0 go 866700 k6mT/c. Ecnn HasHaveH 0, To
OrpaHuyeHne Nosochl MPONyCcKaHUs He NPUMeEHSETCS. JIl60e HEHyIeBOE 3HAYEHNe OKpyrnseTcs 4o
BE/NYMHbI, KpaTHOI 64 KOUT/C;

« Bandwidth Limit Up — orpaHn4yeHune lnMpuHbI NO0ChI MPONYCKaHUS OT KaXA0ro KNIMeHTa A0 TOUKK
[0CTyna, KonT/c. MapameTp npuHMMaeT 3HavyeHmns oT 0 go 866700 k6uT/c. Ecnm HasHaveH 0, To
OrpaHuyeHne Nosochl MPONyCcKaHUs He NPUMeEHSETCS. JIl60e HEHyIeBOE 3HAYEHNe OKpyrnseTcs 4o
BE/NYMHbI, KpaTHOI 64 KOUT/C;

+ DiffServ Policy Down — nms npocpmns Policy, KOTOpbIi AO/MKEH GbiTb MPUMEHEH K Tpaduky,
nepeaaBaeMoMy B HaNpaBfeHUM OT TOUYKM AOCTYNA K K/TNEHTY;,

« DiffServ Policy Up — umst npocuns Policy, koTopblli 4O/MKEH 6bITb NPUMEHEH K TpadiuKy, nepegaBaeMomy
B HanpaB/IeHWNM OT K/IMEHTA K TOUKE AOCTYNa;

+ VAP Limit Down — orpaH/MYeHune LIMPWHbI NOSIOCHI MPOMNYCKaHUS OT TOYKU A0CTyna K KnneHTam (B cymme),
NOAK/TYEHHbIM K AaHHOMY VAP, k6uT/c. MapameTp npuHumMaet 3HavyeHus ot 0 go 866700 k6ut/c. Ecnmn
HasHauyeH 0, TO orpaHMYeHne He nNpuMeHsieTcs. Jllo6oe HeHy1eBOe 3HAaUYEHNE OKPYI/IIETCA A0 BE/TMYMHBI,
KpaTHoW 64 K6uT/C;
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+ VAP Limit Up — orpaHnyeHne MpPYHbI MOSI0ChI NPONYCKaHWs OT K/IMEHTOB (B CYMME) A0 TOUKM A0CTYNa,

6uT/C. MapameTp npuHMMaeT 3Ha4veHuns ot 0 go 866700 K6UT/c. ECcnun HasHadveH 0, TO orpaHMyeHne He
npumeHsieTcs. Jllo6oe HeHyneBoe 3HaYeHne OKPYT/ISeTCa A0 BE/IMYMHbI, KpaTHON 64 KbuT/C.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N BHECEHNA HACTPOEK B 3HEPIrOHE3aBNCUMYIO NMaMATb HOXXMUTE

kHoMKy «Update».

4.11.2 MopmeHto «Class Map»

B nogmeHto «Class Map» BbINO/IHAETCS HACTPoiKa knaccudurkaumm Tpaduka. Ha oCHoBe YHUKa/IbHbIX
0CO6eHHOCTel NakeToB ONnpeesieHHOro noToka Tpadvka hopmupyeTcs Knacc npuHag/1eXHoOCTN NakeToB K

[laHHOMY MOTOKY. B AanbHeliwem 3T0T knacc 6yAeT NCNOMNb30BaH AJ1s1 onepawuii NpuopuTU3aLmMmn pasnmnyHbix
MOTOKOB, 06beAVHEHHBIX MO 06LLEMY NPU3HAKY.

Class Map Name

Match Layer 3 Protocol

Add Class Map

Class Map Configuration

IPvd ¥

Configure Client QoS DiffServ Class Map Settings

(1 - 31 characters)

Class Map Configuration — B pazaene BbINoONHAETCA co3gaHne npodmns knaccudmkauum Tpaguka.

+ Class Map Name - nms npocumns;
* Match Layer 3 Protocol — npoToKos, No KoTopoMy 6yaeT npoucxoantb knaccudoukaums (IPv4 nnu IPv6).
B 3aBMCUMMOCTN OT BblGOpa NPOTOKOMa 6yAeT NpeaioXeH pas/INyHbIil HA6oP Nose, Mo KOTopbIM GyaeT
BbINOMHATLCA Knaccugukaums Tpaguka.

[nsa co3paHmsa HOBOrO Knacca Tpadinka ykaxute B none «Class Map Name» nmsi knacca u HaXXMUTe KHOMKY

«Add Class Map».

Class Map Name

Match Every

Protocol

Source IP Address
Destination IP Address
Source Port
Destination Port
EtherType

Class Of Service

Source MAC Address

WLAN ID
Service Type

IFP DSCP
IP Precedence

IP TOS Bits

Delete Class Map

Update

Match Criteria Configuration

Destination MAC Address

Sloype - ipvd

Select From List

Select From List
Select From List
Select From List

m-7

(0 - 4095)

Select From List

(0-7)

T

v Match to Value

(. 2.%.X%) Source IF Mask

(¥.¥.%.X%) Destination IP Mask

¥ Match to Port
v Match to Fort |2440

v Match to Walue

Source MAC Mask

Destination MAC Mask

v Match to Value

(00 - FF) IP TOS Mask (00 - FF)

Click "Update” to save the new settings.

{0 - 253)
(XXX
(XXX
(0 - 65535)
(0 - 65535)

(0800 - FFFF)

(0 2 20 00 00 20

(3002 200 OO0 XN

(0-83)
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Match Criteria Configuration — B pa3gesne BbINnosHsIeTCA HACTpOKa KputepreB A/15 knacca Tpadvika.

Class Map Name — Bbl6op Knacca Tpadmka, 418 KOTOporo 6yaeT NpoMcxoanTb KOHUIrypupoBaHmne
NPU3HaKOB NPUHAAIEXHOCTU K KNnaccy;

Match Every — npun yctaHoBNeHHOM dhnare Tpaduk 6yaeT OTHECEH K JaHHOMY Klaccy He3aBMUCUMMO OT
cogepXaHus nonei B ero 3aronoske. Ecnu cpnar He yctaHOB/EH, TO TpebyeTcs yka3aTb 3HaYeHus
Heob6XxoAMMbIX Noneit Tpadurka, KOTopble AO/MKHbI ObITb COOTHECEHbI C AAHHBIM K/1acCoM;

Protocol — 3HayeHune nons Protocol B IPv4-nakeTe;

Source IP Address — 3HaueHue IP-agpeca oTnpaBmTenst NakeTa;

Source IP Mask — macka, ykasblBatoLLaa Ha 3HauMMOoCTb 6MTOB B IP-agpece, Ha OCHOBaHUM KOTOPbIX
KnaccuuumpyeTca naker,

Source IPv6 Prefix Len — pnnHa npedounkca IPv6-agpeca otnpaButens;

Destination IP Address — 3HaueHwue IP-agpeca nonyyarens nakera;

Destination IP Mask — macka, yka3biBatoLas Ha 3Ha4MmMocTb 6UToB B IP-agpece, Ha OCHOBaHWUN KOTOPbIX
KnaccuuumpyeTca Naker,

Destination IPv6 Prefix Len — pnnHa npedukca IPvé-agpeca nonyyarens;

Source Port — nopt otnpasutens (Layer 4);

Destination Port — nopT nonyuatens (Layer 4);

EtherType — 3HaueHue nons EtherType, yka3biBatoLero Tun NpoToKosia, UCnosib3yemMoro B NakeTe;
Class Of Service — 3HaueHue nons CoS, yka3bIBatoLEro Ha NPMOPUTET NakeTa Ha Layer 2 nakeTa;
Source MAC Address — 3HaueHne MAC-agpeca oTnpaBuTens Nakera;

Destination MAC Address — 3HauyeHne MAC-agpeca nosnyyarenst nakeTa;

VLAN ID — 3HauyeHune nonga VLAN B nakete;

IP DSCP - 3HaveHne nonsg DSCP B IP-3aronoBke nakera;

IP Precedence - 3Ha4yeHue nons Precedence B IP-3aronoske nakeTta;

IP TOS Bits — 3Ha4yeHue nonsa TOS B IP-3arosioBke naketa;

IP TOS Mask — macka, yka3blBatoLLasi Ha 3HauMMocTb 6MTOB B nose TOS, Ha OCHOBaHMM KOTOPbIX
KnaccmuumpyeTca naker,

IPv6 Flow Label — 3HaueHune nons Flow Label.

[ns ynaneHus knacca yctaHosute dpnar Hanpotus «Delete Class Map» 1 Haxxmute kHorky «Update».

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMYHO MaMsATb HAOKMUTE
kHOMKy «Update».

4.11.3 MopgmeHto «Policy Map»

MoameHto «Policy Map» npefiHa3HavyeHo 471 HACTPONKM LWMPKHBI MONOCHI NPONYCKaHUa s
KnaccuuumMpoBaHHOro Mo obLLemMy Npu3Haky notoka Tpaduka, MapkmpoBaHusa npuopuTeTa AaHHOro kiacca
Tpadhmka Ha ypoBHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe A1si NPUHATHSA peLLeHnst 0 Npomnycke
[laHHOro Tpaduka nam o ero 6510KMpPoBKe.

B nogmeHto dpopmumpyetca npodunb «Policy Map», 4na koToporo nocnegoBatesibHO Ha3Ha4YatoTCs paHee
co3gaHHble kKnaccudgmkaropbl Tpadmka «Class Map». N kaxgoro knaccugukaropa ykasbliBatoTcsa onepauuu,
KOTOpble Heob6x04MMO NPOU3BECTM C AAaHHbLIM TUMNOM Tpadvka.
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Configure Client QoS DiffServ Policy Map Settings

Policy Map Configuration

Policy Map Mame {1 - 31 characters)

Add Policy Map

Policy Class Definition
Policy Map MNams ChattyDrop ¥

Clasz Map Mame netbios-ns-tcp v

Police Simple Committad Rate (1 - 1000000 kbps) Committed Burst (1 - 204300000 bytas)
Send

Drop

Mark Class Of Service (0-7)

Mark IR Dscp Select From List b

Mark IF Precedence (0-7)

Disassociate Class Map

netbios-ns-tcp, netbios-ns-udp,

Member Classes netbios-dgm-tcp, netbios-dgm-udp,
mONS, SSDP, wrrep A
Dielete Policy Map
Click "Update” to save the new sattings.
Update

Policy Map Configuration — B pa3zaene BbINoONHSETCA co3gaHne HoBoro npodguns Policy Map.
* Policy Map Name — nvs npoduns Policy Map.

[ns po6asneHnsa HOBOro npodunsa BBegute ums npoduns B nose «Police Map Name» 1 HaXMuTe Ha KHOMKY
«Add Policy Map».

Policy Class Definition — B pazzgene BbinonHAETCA HAcTpolika knaccnugunkaTtopos Tpadmka.

+ Policy Map Name — nvsi npogunns «Policy Map», B koTopom 6yaeT npor3BoAUTLCSA AasibHelLas
HacTpolika onepauuii 4ns Knaccugukatopos Tpadnka,;
+ Class Map Name — knaccudpmkatop Tpaduka, paHee co3gaHHbili B nogmeHto «Class Map».

Onepauunu, KoTopble HE06X0ANMO NPOU3BECTU C AaHHbIM TUMOM Tpadmka:

Police Simple — ynpowieHHasi HacTpoiika, NPy KOTOPOI 3a4al0TCs ABa NnapameTpa:
+ Committed Rate — rapaHTMpOBaHHasa CKOPOCTb nepegayv Ans AaHHOro Buga tpadonka,;
+ Committed Burst — orpaHn4eHvie cKaykoB Tpaduka.
+ Send - npw ycTaHOBNEHHOM chniare BCe NakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadnka 6yayT nepesaHsbi,
ecnun kputepun Class Map BbINOMHAKOTCS;
* Drop — npn ycTaHOBNEHHOM chiare BCe NakeTbl COOTBETCTBYIOLLEro NoToKa Tpadiuka 6yayT OTOPOLLEHS,
ecnun kputepun Class Map BbINOHAKOTCS;
+ Mark Class Of Service — npun ycTaHOBNEHHOM dhiiare Bce NakeTbl COOTBETCTBYHOLLENO NOTOKa Tpadmka
OyayT MapknpoBaTbCs 3afaHHbIM 3HavyeHeM CoS. MNMapameTp npuHuMaeT 3HaveHue oT 0 go 7;
* Mark IP Dscp — npv ycTaHOBNEHHOM ¢hnare Bce nakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadvka 6yayT
MapKMpoBaTtbCA 3a4aHHbIM 3HayeHnem IP-DSCP. 3HaueHne MOXHO BbIGpaThb U3 Crncka Unin ykasarb,
* Mark IP Precedence — npv ycTaHOBNIEHHOM ¢onare Bce nakeTbl COOTBETCTBYIOLLENO NOTOKa Tpadumka
6yayT MapkMpoBaTtbCs 3adaHHbIM 3HadeHneM IP Precedence. MapameTp npvHumaet 3HavyeHue ot 0 o 7;
* Disassociate Class Map — yctaHoBuTe dpniar n Haxxmmute kHonky «Update», 4Tobb! yaasiMTb NpUBSA3KY
paHHoro Class Map u Policy Map;
* Member Classes — cnucok Bcex Class Map, koTopble cBsi3aHbl ¢ BbibpaHHol Policy Map. Ecnu knacc He
CBSi3aH C NOINTUKOM, 3TO NoJsie NycToe;
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+ Delete Policy Map — yctaHoBUTe donar n Haxxmute KHonky «Update», uto6sbl yaanute Policy Map,
ykasaHHyto B Policy Map Name.

[lna BCTynneHns B culy HOBOW KOHOMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProHE3aBNCHMMYIO MaMsATb HAOXKMUTE
kHoMKy «Update».

4.11.4 MopmeHto «Client Configuration»

B noameHto «Client Configuration» MOXHO NpoCMOTPETL TEKyLLY KoHdMrypaumo QoS, AelicTBytoLLyto Ans
KOHKPETHOrO KNIMEeHTa, NOAK/TIOYEHHOrO K ToUkKe A0oCTyna.

QOS Configuration Status for associated clients

Staticn | 88:75:98:14:c3:1d ¥

Global QoS Mode up
Client Qos Mode Enabled
Bandwidth Limit Up 0
Bandwidth Limit Down |0

ACL Type Up MNone
ACL Name Up

ACL Type Down MNone
ACL Name Down

DiffServ Policy Down

+ Station — BbIOOpP K/IMEHTA, NOAKNHOYEHHOIO K TOUKE AOCTYNa;
+ Global QoS Mode — ncnonb3oBaHue Client QoS Ha Bceli Touke aocTyna rnobasbHo:
* Up — BK/IOYEHO;
* Down — BbIK/TOUYEHO.
+ Client QoS Mode - ncnonb3oBaHue Client QoS Ha BbiGpaHHo VAP:
» Enable — BK/OYEHO;
+ Disabled — BbIKNHO4EHO.
« Bandwidth Limit Up — orpaHnyeHune lWnpuHbl NOA0OChI Tpadmka OT Kaxaoro KNnMeHTa Ao TOUKM A0CTyna,

ouT/c;

« Bandwidth Limit Down — orpaHuMyeHne LWMPVHbI NOM10CkI Tpadmka OT TOYKU AOCTyNa K KaXXA0My K/IMEHTY,
ouT/c;

+ ACL Type Up — Tvn Tpauka oT K/iMeHTa K TouKe A40CTyna, A1 KOTOporo 6yayT NpuMeHATbLCS npasuia
ACL;

+ ACL Name Up — nms npocpunsa ACL, KOTOpbIii A0/MKEH ObITb NPUMEHEH K TpadiuKy, nayuemy oT KNneHTa
K TOYKe [OoCTyna;

+ ACL Type Down — Tun Tpadmka OT TOUKM JOCTyna K KNMeHTY, 419 KOTOporo 6yayT NpUMEHATLCA npasuia
ACL;

+ ACL Name Down — nms npocunsa ACL, KOTOpbIii A0/KEH ObITb NPUMEHEH K TpadinKy, nayLemy oT TOUKK
[0CTyNa K KNNEHTY;

« DiffServ Policy Up — umsi npocduns Policy, koTopblii 4O/MKEH 6bITb NPUMEHEH K TpadiuKy, naywiemy ot
KNMeHTa K Touke JoCTyna;

« DiffServ Policy Down — nms npocnns Policy, KOTOpbIi 4O/MKEH ObITb MPUMEHEH K TpadUKy, MAayLLeMY OT
TOYKWN JOCTyNa K K/TIMEHTY.
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4.12 MeHto «Workgroup Bridge»

4.12.1 Mopgmerto «Workgroup Bridge»

MoameHto «Workgroup Bridge» npegHasHaueHo Ans HACTPOIiKM YCTPOICTBA B peXxnme 6ecrnpoBOgHOro
K/IMeHTa C UCMNOo/b30BaHMEM OHOI0 U3 6eCNpPOBOAHbLIX MHTEPAIEiCoB.

© WGB He MOXeT 6bITb HACTPOEH, EC/IM Ha Touke HacTpoeH WDS vin BK/IIOUEH PeXxuM KnacTtepa.

© [ns koppekTHOIt paboTbl WGB He06X0AMMO, UTO6bI Ha TOUYKax [0CTyna 6bi1a ycTaHoBeHa
oAVHaKoBasi BEpCcus NporpaMMHOro obecneyeHus.

Modify AP Workgroup Bridge Settings

Waorkgroup Bridge Mode O Up ® pown
Radio
WGEE ARP-Timeout

4,1

(1 - 1440 min, Default: 5)

Upstream Interface

VLAM ID 1

SEID Upstream SSID -

Roam Threshold -75 (-99 - -1) dBm
Security

Connection Status |Di5connected |

Downstream Interface

Status Up Ciowni
WLAN ID 1
551D Downstream SSID

Broadcast 551D
Secunty
MAC Auth Type

Click "Update™ to save the new settings. Click "Refresh™ button to refresh the page.
| Update | | Refresh |

+ Workgroup Bridge Mode — BkntoYeHVe/BbIKNIOYEHME peXMMa KIMeHTa Ha nHTepdelice:
* Up — (hyHKLMOHAN BK/IIOYEH;
+ Down — (pyHKUMOHAN BbIK/THOYEH.
* Radio — BbIGOp 6€CNPOBOAHOI0 MHTEPJIENCA, HAa KOTOPOM BK/tOHAETCS pexunm knneHta. Radio 1
paboTtaeT B gnanal3oHe 5 'y, Radio 2 paboTtaeT B gnanas3oHe 2.4 I'Tu;
+ WGB ARP-Timeout — Bpems Xu3Hu 3annucu B ARP-Tabnuue B pexnve WGB. MapameTtp npuHumaet
3HayeHune ot 1 o 1440 MyHyT. M0 YyMOMYaHUIO — 5 MUHYT.

Upstream Interface — HacTpoiika nHTepdeiica, KOTopbIin ByAeT ABNATLCA 6GeCNPOBOAHbLIM KIMEHTOM U
NOAK/IYATLCA K CTOPOHHEN TOUKe A0CTYNa;

* VLAN ID - Homep VLAN, ncnonb3yemblii Ha TOUKe JOCTyna;

+ SSID — nMs TOYKM [OCTYNA, K KOTOPOW NPOUCXOAMNT NOAK/TOUEHUE,;

* Roam Threshold — MMHUMaNbHbLIV YPOBEHb CUTHa/1a OT TOYKM AOCTYNa, NPy KOTOPOM NPOUCXOAUT
NOAKNHOYEHME K TOUKE;
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+ Security — pexvum 6e30n1acHOCTW, HACTPOEHHbIN Ha VAP Toukn gocTyna, K KOTOpoi nponucxogut

noaKnxyeHne:

* None — He ncnonb3oBaTb LIJI/Id)pOBaHI/Ie Onsa nepenayvyn gaHHbIX. Touka OTKpPbITa gssa goctyna

JTI0O0ro K/INEeHT];

« WPA Personal — pexum nogkto4eHnst K TOUKe A40CTyna C UCNo/b30BaHNEM MexaHn3Ma
6e3onacHocTn WPA-TKIP nnv WPA2-AES. INpwu BbIGope AaHHOTO pexuMa 4715 peakTMpoBaHua
6yayT AOCTYMHbI CneayrLme HacTPONKu:

Security WPA Personal
WPA Versions:
MFP

Key: |

v| &

WPA-TKIP ¥ WPA2-AES
Mot Required v

WPA Versions — Bepcusi ncnonb3yemoro npotokona 6esonacHocty (WPA-TKIP nunn WPA2-AES);

MFP — HacTpolika pexunma 3alinTbl KAMEHTCKUX (PPENMOB:

* Not Required — He ncnonb30BaTh 3aLMTY;
+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUM BO3MOXHOCTMK;

* Required — ncnonb3oBaTb 3alMTy 0683aTeNbHO, BCE KNIMEHTbI A0/MKHbI nogaepxmearb CCXS.
Key — knto4y/naposnb, He06X0AMMBIN [/19 aBTOpU3aLMm Ha TOUKe [0CTyna,;

WPA Enterprise — pexum NOAK/IOYEHNSA K TOUKE AOCTYMa C UCMNoMb30BaHWEM aBTopu3aunm u
ayTeHTMdmkaumm Ha BblwecTtosiwem RADIUS-cepBepe. Mpu BbibOpe AaHHOIo pexuma ans
pefakTupoBaHusa 6yayT AOCTYNHbI Cleayowme HaCTPONKK:

Security

WPA Enterprise v

WPA Versions:
MFP

EAP Method

Username

Password

=]

WPA-TKIP ¥ WPAZ-AES
Not Required v

* peap tis

WPA Versions — Bepcusa ucnonb3yemoro npoTtokona 6esonacHoctn: WPA-TKIP, WPA2-AES;

MFP — HacTpoiika pexvmMa 3awmnTbl KIIMEHTCKUX (DPeriMOB:

* Not Required — He ncnonb3oBatb 3aLLnTy;
+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUU BO3MOXHOCTMY;

* Required — ncnonb3oBatb 3awWmTy
EAP Method - BbI6Op NpoTOKONA ayTEHT

06sA3aTesibHO, BCE KNMEHTbI A0/MKHbI nogaepxusarts CCXS.
npmkauum (peap nnum tls);

Username — nms nosnb3oBaTens, ucnosb3yemoe npu astopusauumn Ha RADIUS-cepsepe;
Password — naponb nonb3oBartesns, UCnosib3yemsblii npun asTopusauun Ha RADIUS-cepBepe;
Connection Status — cTaTyc NOAK/OYEHUSA K TOUKe A0CTyna.

Downstream Interface — HacTpoiika nHTepdelica, BbICTyNatLLEro B KAYeCTBe TOUKM AOCTyna.

Status — Bk/IlOYeHUe/BbIKIOYEHNEe downstream-uHTepdeiica:

* Up — nHTepdheinc BKIOYEH,;
* Down — uHTepenc BbIK/OYEH.

VLAN ID - Homep VLAN, B KOTOpOM OyAeT nepefaBarbCsa CETEBOW TpadvK AN1s AaHHOW TOYKN AOCTYNa;

SSID — nms 6ecnpoBOAHOI ceTw;
Broadcast SSID — BK1OYNTbL/BbIKNHOUYUTb
+ On — BelljaHne BK/THOYEHO;
+ Off — BewaHne BbIK/TIOUYEHO.

BelaHne 6ecnpoBOAHOI ceTu:

Security — pexum 6e30nacHOCTM co3gaBaeMoli 6ecnpoBOAHON CETU:
* None - He ncnonb3oBaTh WMpoBaHMe 418 nepefaydn AaHHbIX. Touka OTKpbITa 418 gocrtyna

JTI0O0r0 K/INEHT];
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* WPA Personal — pexum NoaxItoYeHns K ToUke AOCTyna ¢ UCNo/Ib30BaHMEM MexaHu3ma
6e3onacHocTn WPA nnn WPA2. Mpun BbiGOpe faHHOTo pexnma K pefakTvpoBaHuIo AOCTYIMHbI
cnegytouime nyHKTbI:

Security WPA Personal v | =)

WPA Versions: WPA-TKIP (M weaz-AES
Key: | |

Broadcast Key Refresh Rate | o] | (Range:0-86400)

MFP ¥ Not Required Capable Required

MAC Auth Type Disabled v

« WPA Versions — Bepcus ucnosibayemoro npotokona 6esonacHoctv (WPA-TKIP nnn WPA2-AES).
Ecnwn Bbi6paH WPA-TKIP, To Ans HacTpoikn 6yayT AOCTYNHbI NOMSA:

* Key — knto4/naposb, He06Xo04UMbINV A1 aBTOpU3aLMmn Ha ToUuke AoCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMOBOro K/tova. MapameTtp
npuHuMaet 3HadeHmns ot 0 go 86400.

Ecnu BbibpaH WPA2-AES, To Ans HacTpoiikmn 6yayT AOCTYNHbI NOAS:

+ Key — knto4/naponb, Heo6XoAUMbIA AN aBTOpM3auun Ha ToUke JOCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMOBOro K/itoya. MapameTtp
npuHuMaet 3HaveHmns ot 0 go 86400.
* MFP — HacTpolika pexunma 3awmTbl KITMEHTCKNX hpeiiMoB:
* Not Required — He NCNOMb30BaTb 3aALMTY;
+ Capable — ncnonb3oBarb 3awmTy NPy HAIMUYUU BO3MOXHOCTMK;
* Required — ncnonb30Barh 3almTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb
CCXA5.

MAC Auth Type — pexum ayTeHTUmKaumm nonb3osarenei ¢ yuetom nx MAC-agpeca:

+ Disabled — He ncnonb3oBatb ayTeHTU(UKaLMIO nonb3osareneli no MAC-agpecy;

* RADIUS - ncnonb3oBaTb ayTeHTuhmkauunio nonb3oBartenein no MAC-agpecy ¢ nomoulbto RADIUS-
cepsepa;

+ Local — ncnonb3oBatb ayTeHTUMKauuo nonb3osareneii no MAC-agpecy ¢ NOMOLLHO JTIOKa/TbHOIo
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM TOUKe AoCTyna.

[lna BCTynneHns B culy HOBOW KOHMIypaLumn 1 BHECEHUSI HACTPOEK B 9HEProOHE3aBHCHMMYHO MaMSATb HAOXKMUTE
kHoMKy «Update».

[lns 06HOBNEHUSt MHhOPMALIMN HA CTPaHWLE HaXXKMUTE KHOMKY «Refresh».

120



PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

4.12.2 NMopmento «Workgroup Bridge Transmit/Receive»

B nogmeHto «Workgroup Bridge Transmit/Receive» npefcraBsneHa cratuctuka no nepegaHHomy/npuHATOMY
Tpadmky Ha uHTepgeicax, cqoopmmupoBaHHbix B pexume Work Group Bridge.

Click "Refresh” button to refresh the page.
Refresh

Interface Status

wlanOdwstrm up

View transmit and receive statistics for this access point

VLANID Name (SSID)

wlanOupstrm Associated to AP a8:f9:4b:b7:8b:c0 1 Test_AP

1 Test_Clients

Transmit
Interface Total packets
wlanOupstrm 275

wlanOdwstrm 0

Total bytes
323895
"]

Receive
Interface Total packets

wianoupstrm 351

wlanOdwstrm 0

Total bytes
36370
1]

[ns 06HOBNEHNA MH(DOPMALMK Ha CTpaHULE HaxkMuTe KHOMKy «Refreshy.

* Interface — nms nHTepdeiica;
+ Status — cTtaTyc paboTbl MHTEPIECA;

* VLAN ID — Homep VLAN, HazHa4yeHHOro Ha nHTepgelic;

+ Name (SSID) — nmsi 6ecnpoBOAHOI CETU, CKOHPUTYPUPOBAHHOW ANst HTepdelica.
B pasgene «Transmit» BbINOHAETCA MPOCMOTP CTATUCTUKM NO NepegaHHOMY Tpaduky.

B pasgene «Receive» BbINOMHAETCA NPOCMOTP CTATUCTUKM MO NPUHSATOMY Tpadnky.

* Interface — nms nHTepdeiica;

+ Total packets — o6LLee KONNMYeCcTBO NepesaHHbIX/NPUHATBIX NaKeToB.;
+ Total bytes — obLyee KONNYECTBO NepefaHHbIX/MPUHATLIX GanT.
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5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

B gaHHOM pasgene onucaHbl pas/iyHble crocobbl NOAKIYEHNS K MHTepdielicy komaHaHol cTpoku (CLI)
TOYKM AOCTYNa, a TakKe OCHOBHbIE KOMaH/bl yNpaB/ieHns yCTpoicTBoM nocpeactsom CLI.

15 NoAKYeHUs K TOUKe AOCTYNa UCMob3yeTcst TPy cnocoba:

+ Serial port: nocnegosarenbHbIin nopT uan COM-nopT;
+ Telnet, He6e3onacHoe NOAK/OYEHNE,;
+ SSH, 6e3onacHoe nogknoveHue.

5.1 NopakntoyeHune k CLI yepesz COM-nopt

[ns ncnonb30BaHUA 3TOrO TuNa NOAKIH0YEHUSA NePCOHa/TbHbIA KOMMNbIOTEP MO0 A0/MKEH UMETL BCTPOEHHbI
COM-nopt, NM60 [0/MKEH KOMMIeKToBaTbCs Kabenem-nepexogHmkom USB-to-COM. Ha komnbloTepe Takxe
[O/MKHAa 6bITb YCTAHOB/IEHA TEPMUHa/IbHAA Nporpamma, Hanpumep, Hyperterminal, PuTTY, SecureCRT.

Touka goctyna (nopt «Console») HaNpPsIMy0 COEANHSAETCSI C KOMMNBKTEPOM C NMOMOLLbH0 KOHCOIBHOTO Kabensi.
[nsa poctyna K KOMaHAol KOHCOMM YCTPOCTBA UCMOMb3YeTCs TEpMUHa/IbHAsA Nporpamma.

[na noakntoueHus K Touke goctyna yepe3 COM-nopt Bam noHaao06muTcst KOHCOMbHbIV kabenb RJ45-DB9 (He
BXOAWT B KOMMNJ/IEKT NOCTaBKN YCTPOICTBA).

Pacnaiika KOHcosibHOro kabena RJ45-DB9

Serial Port (RJ-45 Connector) Pin Adapter (DB-9) Pin

3 (TXD) 2 (RXD)

4 (Signaling Ground) 5 (Signaling Ground)
5 (Signaling Ground) 5 (Signaling Ground)
6 (RXD) 3 (TXD)

MpvMep UCNOSTHEHUSI NPUBEAEH HA CNEeAYIOLLEM PUCYHKE:

|

1
123456 TH

RJ-45 DB-9

LWar 1. Mpwu nomoLum KoHconbHoro kabens coeanHute nopt CONSOLE Toukn goctyna ¢ COM-noptom
KomnbloTepa. [nsA paboTbl KOHCONLHOIO Kabensa moryT notTpebosaTbecsa ApanBepa B 3aBUCUMOCTM OT
onepawuyoHHON CUCTEMbI KOMMbOTEPA.

LWar 2. 3anyctite TepMUHasIbHYIO NporpaMMy 1 co3fjanite HoBoe NoAk/IyeHve. B Bbinagarwem cnucke
«MogknoyaTbes Yepes» BblibepuTe HyxHbli COM-nopT. COM-nopT (HoMep nopta) onpeaensietca
AvcneTyepom ycTpoicTs, Hanpumep, COM4. 3apgalite napameTpbl nopTa corsiacHo Tabnvue 6. Haxmute
KHonky OK.

Tabnuua 6 — MapameTpbl COM-nopTa

NapameTpbi 3HaueHue
CkopocTb COM-niopTa (Baud rate) 115200

BuTbl aaHHbIX (Data bits) 8
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MapameTpbl 3HauyeHue
YeTHocTb (Parity) HeT
CronoBble 6UTbI (Stop bits) 1
YnpasneHue notokom (Flow control) OTCYTCTBYET

LWar 3. Haxmute kHonky «CoepuHeHune». Nponsseante sxog B CLI ycTpoiicTsa.
JaHHble ana sxoga o ymonyaHuo —

+ User name: admin
+ Password: password

Mocne ycnewHom aBTopm3anun Ha akpaHe 6yaeT otobpaxartbes (MM moyku docmyna)#,
Hanpumep, WEP-2ac# nnw Eltex WLAN AP# — 3TO O3Ha4aeT, UTO BK/TOUEH PEXNM KOHQIUITYPUpPOBaHNS
HaCTpOEK TOUYKN AocTyna.

© Mo ymonuanuio ckopocTs COM-nopTta Touku goctyna pasHa 115200 6ut/c. C nomoLsio web-
nHTepdeiica B pasaene «Serial Settings» Bknagku «Status» MOXHO U3MEHUTb CKOPOCTb Ha 9600,
19200, 38400 1 57600 6uT/C.
B nHTepdelice CLI gns nameHeHnst CKOPOCTU UCNONb3yeTcs KomaHAaa: set serial baud-rate <RATE>
(Hanpumep, set serial baud-rate 115200). NMocne NPUMEHEHUSI AAHHOW KOMaH/bl HE06X0AMMO U3MEHUTb
CKOPOCTb B HACTPOWKax NOAKMHYEHNS TEPMUHAIbHOM NporpaMmsbl Bawero MK.

5.2 TMopgxntoyeHne no npotokony Telnet

MoakntoueHne no npotokony Telnet sBnsieTcs 601ee yHnBepcasibHbIM N0 CPaBHEHWUIO C NOAK/IOYEHNEM Yepes
COM-nopTt. HegocTtaTtok Takoro NoAKNHYEeHNs, N0 CPaBHEHUIO C NoAk/todeHeM yepes COM-nopT, 3ak/iovaeTca
B OTCYTCTBUM COOBLLEHUIA MHULMaM3aLmMm ToUkM goctyna. MNoakatovenne K CLI MOXHO BbINO/THUTL Kak
HenocpeaCcTBEHHO B MECTE YCTaHOBKM YCTPOWCTBA, Tak U C yAaeHHoro paboyero mecta yepes IP-ceTb.

[ns nogKNIYeHMs K TOYKe AOCTyna NepCoHasTbHbIA KOMMNLIOTEP AO/HKEH UMETL CETEBYIO KapTy.
[lononHutenbHo notpebyeTcsi ceTeBoii kabenb (Patching Cord RJ-45) Heo6xoanMmoit AnnHbl (He BXOAWT B
KOMM/IEKT NOCTaBKWN YCTPOICTBA).

[nsa nogkntoveHuns no Telnet MoxHO ncnonb3oBaTh Takue nporpammsl, kak PUuTTY, HyperTerminal, SecureCRT.

LWar 1. Moakntounte ceTeBoli kabenb oT PoE-nopTta nHxekTopa k Ethernet-nopty Toukn goctyna (ans WEP-2ac
- 310 nopt GE (PoE)), a ceTeBoli kabenb oT Data-nopTa MHXeKTopa — K CETEBOI KapTe KOMMbloTepa.

LWar 2. 3anyctute, Hanpumep, nporpammy PUuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 10 B kauecTBe
npumepa ykasaH 192.168.10.10.

+ IP-agpec Toukn goctyna, no ymosdaHumo yctaHoeneH — 192.168.1.10;
* MopT, No ymonyaHuio — 23;
* Tun coegnHeHmns — Telnet.

HaxmuTe KHOMKy «CoeANHUTBLCA».
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B Hacrpoiikn PuTTY

Pasnens:

[=)- Ceanc

- ¥ypHan

- KomMMeEHTapHiR
=) TepmuHan

- Knaewatypa
- ¥BegoMNeHA
- OcoBeHHocTH
=) OrHo

- BHEWHWA BUL
 @PoH

- MosegeHne

- KpmpoeKa

- BrigeneHue

- | lpeToEAA CREME
- [nepecLInKa
- ZHEUKN

=) CoegHeHWE

~ [aHHEIE

- [poKcK

- Telnet

F:]Dgil'l

- 55H

- Sergl

C‘_."gtEITI'I

O MNporpamme ]

CcHOBHBEIE HACTpORKK ceadca PuTTY

YicaxumTe dapec, K KOTOpOMY XO0THTE NOOKNHOHYATECA

WMrmA xocTa (anw IP-apgpec) Mopt
192.168.10.10) 23

Tin coemMHEHWA:

@ Telnet (7) S5H 1 Raw () Rlogin () Seral () Cygterm

1fl"rI'II'ZIEIEiJ'IEle‘IE-' CEegHCaMK

=

Default Settings

2aKpEIEATE OKHO MNP BLXOOE
i) Beerpa ) Hukorna @ Tonbko BpY4HYID

Jil

Jarpysume
CoxpaHiTs (d)
¥oanMTs

HoEan manka

[ CoemMHWTECA H B HoBOM OKHe H

CmaeHa

PucyHok 10 — Telnet-nogkntoueHne B nporpamme PuTTY

LWar 3. Npownssegute Bxog B CLI ycTpolicTa.

JaHHbie ang sxoga No ymonyaHuio -

* login: admin
+ password: password

Mocne ycnewHom aBTopm3auun Ha akpaHe byaeT otobpaxaTbes (MMsi moyku docmyra)#, Hanpumep,
WEP-2ac# vnu Eltex WLAN AP# - 3TO 03HAYaeT, YTO BK/THOUYEH PEXMUM KOH(IUTYPUPOBAHUSA HACTPOEK TOUKU

goctyna.

5.3 MopgkntoveHme no npokony Secure Shell

MogakntoyeHne no npotokony Secure Shell (SSH) cxoxe No yHKUMOHAIbHOCTU C NOAKOUYEHNEM MO NPOTOKONY
Telnet. B otnune ot Telnet, Secure Shell wndpyet Becb Tpaduk, BkoYasa naponn. Takum o6pa3om
obecneunBaeTcst BOSMOXHOCTb 6€30NacHOro yaasieHHOro NoAKAYEHNst NO Ny6AnYHbIM IP-ceTam.

[nsa nogknioveHns K y3ny AocTtyna nepcoHasibHbI KOMMNbIOTEP AO/HKEH UMETL CETEBYHO KapTy. Ha komnbioTepe
[OMKHA 6bITb YCTaHOB/IeHa nporpamma SSH-knuneHT, Hanpumep, PUTTY, HyperTerminal, SecureCRT.
JlononHutensHo notpebyetcsi ceTeBoii kabenb (Patch Cord RJ-45) Heo6xoavMoli a/ivHbl (He BXOAUT B

KOMM/IEKT NOCTaBKWN YCTPOICTBA).
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LWar 1. NMogkntounte ceTeBoli kabenb oT PoE-nopta nHxekTopa k Ethernet-nopty Toukn goctyna (ans WEP-2ac
ato nopT GE (PoE)), a ceTeBoi1 kabesnb oT Data-nopTa UHXeKTopa — K CETEBOI KapTe KOMMbloTepa.

LWar 2. 3anyctute, Hanpumep, nporpammy PUuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 11 B kauecTBe
npumepa ykasaH 192.168.10.10.

+ IP-agpec Toukn goctyna, no ymosydaHuio yctaHoeneH — 192.168.1.10;
+ MMopT, No ymonyaHuio — 22;
* Tun coegnHeHns — SSH.

Haxmute kHonky «COeAUHUTLCA».

B Hactpoitkn PuTTY @

Fasnensl:

=) CeaHc OcHoBHEIE HACTpoKK ceaHca PuTTY
- KypHan

- KorareHTapit
- Tepwuran Wran xocTa umm |P-agpec) MopT

- Knasuarypa 192.168.10.10] 72

- YBEnOMIEHWA Tun coeguHeHWA:

- DcobBeHHocT () Telnet (@ S5H (") Raw ("1 Rlogin - (7) Serial () Cygterm
=)~ OicHo

- BHEWHWA Big
. SN

[+~ MNosegeHwe

- Kopmpoeka

- Belgenerne Coxparmts {d)
- LlseToBan cxema
- [nepccoinKm YoanuTe
e SHEAUKIA
5 Coemanenne Hoean nanka
- MaHHbIE
- [Npakcia
- Telnet
- Rlogin
- 55H

- Seral

- Cygtem

YicawTe anpec, K KOTOpOMY XOTUTE NoAKNDYWTECA

‘:l'rI'IFIEEJ'IEHHE-' CEgHCaMK

Default Settings JarpysvTe

il

3aKpLIBATE OKHO NPW BBEOOE
i) Beerpa () Hior pa @ Tonsko BpyuHyD

[ O MNporparme ] [ CoeaMHWTECA H B HoBoM oKHE ][ OmaeHa

PucyHok 11 — 3anyck SSH-knvneHTa
LWar 3. Npounssegute Bxog B CLI Toukn goctyna.
JaHHble ana sxoga o ymonyaHuo —
* login: admin
+ password: password

Mocne ycnewiHoit aBTopusauuy Ha akpaHe 6yaeT oTobpaxatbes (MMs moyku docmyna)#, Hanpumep,
WEP-2ac# unu Eltex WLAN AP# - 3TO 03Ha4a€eT, YTo BK/THOUEH PEXUM KOH(UIYpUPOBaHUSi HACTPOEK TOUKM
focTyna.
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5.4 Hauano pa6otbl B CLI Toukn goctyna

CLI saBnsieTcs gononHutenbHbIM K web-koHdmrypatopy cnoco6om B3aMMoOAeincTBus cneymanmcra ¢
YCTPOMCTBOM. B 3TOM pasgene paccmarpmBaroTcs obwme npasuna pabotsl B CLI.

KoHdpurypauus Toukn focTtyna npeactaBnieHa HabopoMm kiaccoB (MPoAo/mHKeHNe KOMaH/bl) 1 06EKTOB
(Hayano KoMaHgbl).

KoHconb ToukM focTyna npefocTas/iseT fOCTYN K UCMOMb30BaHNI0 TakuX 06 bEKTOB:

. get
. set
+ add
* remove

© Npu ncnonb3oBaHny koMaHg, set, add 1 remove U3MEHSIETCS TeKyLLAas KOHGMIypaLws TOUKM AOCTyna, a
He 3arpy3oyHas. [1ns coxpaHeHusi TekyLLein KOH(UrypaLmmn B 3arpy304HYH0 HY)XXHO MCNO/b30BaTb
KOMaHay save-running.

5.4.1 TMpasuna Nosb30BaHNSA KOMaHAHOW CTPOKOA

[ns ynpoweHnsa ncnonb3oBaHns KOMaHAHOM CTPOKN MHTepdIeic noaaepxmBaet OYHKLMI0 aBTOMaTUYECKOro
[I0NO/THEHNA KOMaHA,. dTa PyHKLUNSI aKTMBM3UPYETCS NPW HEMOSTHO HABPaHHOW KOMaHAE U HaXaTun KNaBuLwn
<Tab>.

Apyras doyHKUMS, NoMoratoLLas nosib30BaTbCsi KOMaHAHOW CTPOKO — KOHTEKCTHasi noAckaska. Ha nro6om
aTane BBOAA KOMaH/bl MOXHO MOy4nTb NOACKA3Ky O CMeAyoLmMX 3/ieMeHTax KoMaHabl nyTeM ABONHOro
HaxxaTusi knaeuwm <Tab>.

[nsa yno6cTBa UCNo/Ib30BaHNs KOMaHAHOM CTPOKM peasin3oBaHa NoAaepxKa ropsumnx knasuil. Cnmncok
ropsiunx KnaBuvLL NPeAcTaB/eH B Tabnuue 7.

Tabnuua 7 — OnucaHve ropsymx Knasuw koMaHgHom ctpokm CLI

CoueTaHue KnasuLl AeictBue B CLI

CTRL+a lMNepemelleHne Kypcopa B Ha4yaslo CTPOKK
CTRL+e MepemelleHne Kypcopa B KOHeL, CTPOKK
CTRL+b MepemelleHne Kypcopa B/1eBO

CTRL+f MNepemeLlyeHne Kypcopa Bnpaso

CTRL+c MpepbiBaeT BLINOHEHME KOMaHAbI
CTRL+h YnansieT oamH cumBorn cnesa (backspace)
CTRL+w Ynanaet c/10BO crieBa OT Kypcopa
CTRL+k YpansieT Bce nocse Kypcopa

CTRL+u Ynanset Bce nepep Kypcopom

CTRL+p MokasbiBaeT NpeaplAyLLyo KOMaHay
CTRL+n lMoka3blBaeT cnegyloLyo KomaHay
CTRL+d Bbixog 13 CLI (exit)
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B faHHOM pasgene onucaHo MMEHOBaHVEe MHTEPCENCOB, UCMNO/Ib3yEMOE NPU KOHPUTYprpoBaHnM yCTPOCTBA.

[ns nonyyexusa onucannsa B CLI MmoxHO BbinonHWUTL komaHay get interface all description. ns nonyyeHus

60nee noapobHo nHhopMaLumn 060 Bcex MHTepdheiicax ncnonb3yiite komaHay get interface all. B ta6nuvue 8
npuBeAEeHO onvcaHne nHTepdencos.

Tabnuua 8 — O603Ha4YeHUs nHTepelico

NHTepdhelic
brtrunk

brtrunk-user

OnucaHue
Bridge - Trunk
Bridge - Trunk

eth0 Ethernet

lo Loopback

isatap0 ISATAP Tunnel

wlan0 Wireless - Virtual Access Point 0

wlan1 Wireless - Virtual Access Point 0 - Radio 2
wlanOvapX Wireless - Virtual Access Point X
wlan1vapX Wireless - Virtual Access Point X - Radio 2

wlanObssvapX

Virtual Access Point X

wlan1bssvapX Virtual Access Point X - Radio 2

wlanOwdsX Wireless Distribution System - Link X

5.4.3 CoxpaHeHvie n3MeHeHuli B KOHdUrypawmm
B cructeme cyLlecTByeT HECKOIbKO 3K3EeMMISAPOB KOH(UIYpaLvii:

— 3asodckasi KoHepuzypayusi. KoHhurypaumsa BKIo4aeT HaCTPOIKN MO YMOYaHuo. BepHyTbCA K 3aBOACKOM
KOHdpurypaumm MoXxHo komaHgoi factory-reset nnm npyu nomoum pyHKUMOHaNBHOW KHOMKK «F» Ha kopnyce
yCTpoicTBa. [1Na 3TOro yaepXxuBaiTte KHOMKy «F» , moka He HayHET Muratb MHAUKaTop «Powers,

- 3aepy304Hasi KoHghuaypayusi. B 3arpy304Hoii KOH(UIypaLmmn XpaHaTcs HacTPOIKK, KOTopble ByayT
1CNonb30BaHbl NPV CieaytoLLeit 3arpy3ke ToukM AocTyna (Hanpyumep, nocne nepesarpysku). [A1s coxpaHeHUs
M3MEHEHUIA, BbINOMHEHHBIX B CLI, B 3arpy304Hyo KOHMrypaLmio Heo6xoAMMO BbIMO/THATL KOMaHA4y save-
running nu set config startup running — Tekyuian KoHdpurypaymsi 6yaeT cKonMpoBaHa B 3arpy30uHyHo;

- Tekywas koHpuaypayusi. KoHpurypaumsi TOUkM A0CTyna, KoTopas NPMMEHEHA Ha AaHHbIA MOMEHT. Mpwu
1cnonb3oBaHMM KoMaHz get, set, add, remove nponcxogut NPOCMOTP Y UBMEHEHME 3HAYEHUI TOMbKO TEKYLLEV
KOHGpurypaummn. ECnm faHHble N3MEHEHNSA HE COXPaHEHbI, TO NOC/e nepesarpy3ku TOUKU JoCcTyna oHn 6yayT
noTepsiHbI.
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5.5 OnucanHune komaHpg CLI

5.5.1 KomaHpa get

KomaHza get no3BosisieT NpocMaTprBaTh YCTaHOB/IEHHbIE 3HAUEHWS MONEi B Kaccax. Knaccol pasaensiorcs
Ha knaccbl 6e3 nmeHun (unnamed-class) n ¢ nmeHem (named-class).

CuHTakcuc

get unnamed-class <3HAYEHVE> |detail
get named-class [<MOAKNACC> |all| [<BHAUYEHWE > ... | ums | detail]]

Mpumep

1. MprMep MCcrnonb3oBaHUS KOMaHabl «get» B knacce 6e3 MMeHu ¢ OIHUM HaGOopPOM 3HAUYEHWUIA:

get log

Touka gocTyna MMeeT To/bKO oAMH Habop napameTpoB 415 log-haiinos, AaHHast KOMaH4a BbIBOANUT
nHdopmaumio o napameTpax log-cpaiinos.

2. MNpumep 1cnonb3oBaHKs KOMaHbl «get» B K/lacce 6e3 MMEHN C MHOXECTBOM 3HAUYEHWIA:

get log-entry

B chaiine xpaHutcsa nocnegoBatenibHOCTb /1I0r0B 6e3 pa3brneHns Ha dhaii/ibl, KoMaHAa BbIBOAWUT BCHO
nocnenoBaTesibHOCTb AaHHbIX, KOTopas HaxoauTcs B log-thaiine.

3. Mpumep ncnonb3oBaHNUs KOMaH4pbl «get» B Knacce ¢ UMeHeM C MHOXECTBOM 3HAUYEHMWIA:
get bss wlanlbssvap3

CyuiectByeT Habop 3Ha4YeHul knacca bss, koTopble HabupaloTca B AaHHON KoMaHae. JaHHas KomaHaa
BbIBOAWT MH(popMaumio 0 Habope 6a30BbIX ycnyr, HasbiBaeMoM wlan1bssvap3.

4. MNpyMep UCNOMb30BaHNSt KOMaHAbl «get» B k/lacce ¢ UMEHEM AN NOMTyYEHUS BCEX 3HAYEHWIA:
get interface all mac

get interface all
get radio all detail
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5.5.2 KomaHpga set
KomaHga set yctaHaBnuBaeT 3Ha4YeHUA Nosiei B kaccax.

CuHTakcuc

set unnamed-class [<[TOAK/TACC> <3HAYEHVE> ...] <SBHAYEHUVE> ...
set named-class <[MIOJK/NACC> | all |[[<NOAKNACC> <3HAYEHWE> ...] <3SHAYEHWE> ...

Mpumep

Mpumep HacTpolikn SSID, napameTpoB Radio-nHTepdheiica 1 yctaHOBKM cTaTtnyeckoro IP-agpeca:

set interface wlan0 ssid "Eltex"

set vap vap2 with radio wlan0 to vlan-id 123
set radio all beacon-interval 200

set tx-queue wlan0 with queue data0 to aifs 3
set management static-ip 192.168.10.10

set management static-mask 255.255.255.0
set management dhcp-status down

5.5.3 KomaHgb! add

KomaHaa add no6aBnsieT HOBbI NoAKnacc Uav rpynny noJknaccoB, CoAepXallnx onpeaeneHHbIin Habop
3HAYEHUI, 418 YNPOLLEHUS KOHGUTypauumn 060pyaoBaHms.

CuHTakcuc

add unique-named-class <[MOAK/NACC> [<BHAUEHUE> ...]

add group-named-class <[MTOAK/NACC> [<3HAYEHNE> ...]

add anonymous-named-class <[MOAK/TACC> [<BHAUEHUE> ...]
Mpumep

Mpumep HacTpOiikn 6a30BOI KaHa/IbHOW CKOPOCTY Ha Radio-mHTepdelice:

add basic-rate wlanl rate 1

5.5.4 KomaHpa remove
KomaHaa remove yaanseT co3gaHHble NoAKIacchbl.

CuHTakcuc

add unnamed-class [<SBHAUEHUVE> ...]
add named-class <MMOAKNACC> | all [<BHAYEHWE> ...]
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Mpumep yaaneHus HacTpoliku 6a30BoV KaHaslbHOM ckopocTu Ha Radio-nHtepdeiice:

remove basic-rate wlanl rate 1

5.5.5 [JdonosnHutenbHble KOMaHAbl

NHTepdpeiic KOMaHAHOI CTPOKM TOUKM [OCTyNa Takke BK/OYaeT creaytoLe koMaHapl, Tabnuua 9.

Ta6nuua 9 — [lonofHUTENbHbIE KOMaHAbI

KomaHpa

config

copy

delete

dot1x-cert
factory-reset
factory-reset-partial
firmware-switch
firmware-upgrade
packet-capture
reboot
save-running
show

wgbridge-cert

OnucaHue

3arpy3ka/Bbirpyska KoHdurypauum Touku goctyna
3arpyska/Bbirpyska/CoxpaHeHne KoHUrypaumm To4ku gocTtyna
YpaneHve aiinioB koHpurypaumm

Boirpyska DOT1X-cepTudinkaTa Nogk/IOUEHNS K TOUKe AOCTYyna
C6poc ycTpoiicTBa K 3aBOACKOM KOHpUIypaumm 1 nepesarpyska
CO6poc ycTpoiicTBa K 3aBOACKON KOHGMIypaLmm ¢ coXpaHeHWeM napamMeTpoB gocTyna
CwmeHa obpasa MO: Tekyueli Bepcun MO Ha aslbTepPHATMBHYHO
OG6HOBNEHVE NPOLUMBKU

dopmmpoBaHue 1 BbIrpy3ka gamna Tpadmka ¢ nHtepdelica
Mepesarpyska Touku gocTyna

CoxpaHeHue TekyLueli KOHUrypaummn B 3arpy30UHyto
OTob6paxeHne cnucka ghanaoB KOHPUIypauun

Bbirpyska WGB-cepTudivkaTa NoAKIOUEHNS K TOUKe AocTyna
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5.6 HacTtpoiika Toukn goctyna yepes CLI

B gaHHOM pasgene npusefeH npyMep HacTpoiky Toukn goctyna WEP-2ac ¢ ncnonb3oBaHnem nHtepdelica
KOMaHAHOW CTPOKMN.

Mocne noaknYeHns K Touke gocTyna (onvcaHue NpUBEAEHO B pasgene YrpasieHne yCTpoiicTBOM ¢
MOMOLLbH KOMaH/HO CTPOKM) He06X0AMMO HAaCTPOUTbL CETEBbIE NapaMeTpPbl, €C/IN OHW He GblN HACTPOEHI
paHee.

5.6.1 HacTpoiika ceTeBbIXx NnapaMeTpoB

HaCTpOﬁKa CTaTn4yeCKux cetTeBbiX napameTpoB TOYKU OOCTYyMNA

WEP-2ac# set management dhcp-status down (down - BbIK/1HOUNTE NONyYEHUE CETEBLIX NapameTpoB Nno
DHCP, ncnonb3oBaTtb CeTeBble NapaMeTpbl HACTPOEHHbIE CTAaTUYECKW. up — BKNKOUYNTE NOSIyYEHNE CeTeBbIX
napameTpos no DHCP)

WEP-2ac# set management static-ip 192.168.1.15 (rge 192.168.1.15 - cTatuyeckuii IP-agpec ycTpoiicTea)
WEP-2ac# set management static-mask 255.255.255.0 (rge 255.255.255.0 - macka nogcetu)

WEP-2act set static-ip-route gateway 192.168.1.1 (rae 192.168.1.1 - IP-agpec Lw/i03a no ymoa4aHuio)

HacTtpoiika VLAN ansl ynpaB/ieHUs1 TOUKOIi gocTyna

WEP-2ac# set management vlan-id 1510 (rae 1510 - Homep VLAN Ansi ynpaBieHus TOUKOM focTyna)

HacTtpoiika ctatuueckux IP-agpecoB DNS

WEP-2ac# set host dns-via-dhcp down (down - ncnonb3oBaTtb DNS-cepBepa yCTaHOB/IEHHbIE CTATUYECKN.
up - ucnonb3osaTb DNS-cepBepa, nonyyeHHble no DHCP)

WEP-2act set host static-dns-1 8.8.8.8 (rae 8.8.8.8 - IP-agpec DNS-cepBepa 1)

WEP-2act set host static-dns-2 192.168.1.253 (rae 192.168.1.253 - IP-agpec DNS-cepBepa 2)
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5.6.2 HacTtpolika 6ecnpoBogHbIX NHTepPeicoB

Ha paguonHTepdelicax no ymonyaHuio CMNosib3yeTcs aBToMmaTuyecknii BbiIbop paboyvero kaHana, o/1s 1oro
4TOObl YCTAHOBUTb KaHas1 BPYUHYHO UM CMEHUTb MOLLHOCTb, UCNO/b3YiNTe Cneayolime KOMaHapl:

HacTtpoiika paguokaHana, LULMPUHbI NOMOCHI U MOLWHOCTU paguouHTepdelica

HacTpoiika ansa Radio 1 (5 'Twu):

WEP-2ac# set radio wlanO0 status up (up - BktoueHve pagnonHtepdeiica Radio 1, down - BbiK/lHO4YEHNE
pagnonHTepdelica Radio 1)

WEP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexvma paboTbl pagmonHtTepdeiica Radio 1.
[nsa Radio 1 4OCTYNHbI criegytolime pexnmbl paboTbl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/ac)
WEP-2ac# set radio wlan0 channel-policy static (static - BbIktoUeHMe oyHKLMOHaNa aBToMaTUYeCKoro
Bbl6bopa kaHas1a. best - BKtoueHMe aBTomMaTMyecKkoro Bbibopa paboyero kaHana)

WEP-2ac# set radio wlan0 static-channel 36 (36 - HOMep cTaTM4eCKOro KaHasna, Ha KOTOpoM 6yaeT
paboTarb To4Yka AocTyna)

WEP-2ac# set radio wlan0 n-bandwidth 80 (80 - wnpnHa kaHana. ns Radio 1 4OCTYNHbI cneayouime
3HaYEHNS LUMPKWHBI KaHana: 20 - 20 MITu, 40 - 40 MI'y, 80 - 80 MIMwL)

WEP-2ac# set radio wlan0 tx-power-dbm 19 (19 - 3HauyeHMe MOLLHOCTM Nepeaaryvka Anst uHTepgeica
Radio 1. [locTynHble 3Ha4YeHns ans Radio 1: oT 1 a0 21 aobm)

HacTpoiika ansa Radio 2 (2.4 'Tu):

WEP-2ac# set radio wlan1 status up (up - Bk/1toueHne paguonHtepderica Radio 2, down - BbIK/llOUEHNE
pagnovHTepdelica Radio 2)

WEP-2ac# set radio wlan1l mode bg-n (bg-n - ycTaHOBKa pexnma paboTbl pagmnonHTepdeica Radio 2. Ans
Radio 2 foCTynHbI cnegyowme pexumsl paboTbl: bg - 802.11b/g, bg-n - 802.11b/g/n, n-only-g - 2.4 GHz
802.11n)

WEP-2ac# set radio wlanl channel-policy static (static - BbIktoUeHMe yHKLMOHaNa aBToMaTUYeCKoro
Bbl6bopa kaHas1a. best - BKtoUeHne aBToMaTMyecKkoro Bblbopa paboyero kaHana)

WEP-2ac# set radio wlan1l static-channel 6 (6 - HOMep cTaTMyeckoro KaHasna, Ha KOTopom 6yaeTt paboTaTb
TO4YKa gocTyna)

WEP-2ac# set radio wlanl n-bandwidth 20 (20 - wnpnHa kaHana. nsa Radio 2 4OCTYNHbLI cneayouime
3HaYEeHNs LUMPKUHBLI KaHana: 20 - 20 My, 40 - 40 ML)

WEP-2ac# set radio wlanl tx-power-dbm 16 (16 - 3Ha4yeHMe MOLLHOCTM Nepeaaryvka Anst uHTepgeica
Radio 2. [locTynHble 3Ha4YeHns ans Radio 2: oT 5 oo 18 Abm)

© Cnucku BOCTYNHLIX KAHAIOB
Ana Radio 1 ana BbiGopa AOCTYNHbI cnegylowme KaHanbi:
* npu wupuHe kaHana 20 Mru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.

* Npwv WwupuHe kaHana 40 MIru;
+ ecnm "n-primary-channel" = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnm "n-primary-channel" = upper: 40, 48, 56, 64, 136, 144, 153, 161.

* npu wnpuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153,157, 161.

Ana Radio 2 ana BbiGOpa AOCTYNHbI cnegylowme KaHanbi:
* Npwv wupuHe kaHana 20 Mru: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* npwv wupuHe kaHana 40 MIru;
+ ecnm "n-primary-channel" = lower: 1, 2, 3,4, 5,6, 7, 8, 9.
+ ecnv "n-primary-channel" = upper: 5,6,7,8,9,10, 11,12, 13.
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5.6.2.1 [onosHumersibHble HAcCMpoUKu 6ecrpoBoOHbIX UHMephelicos

MN3meHeHUe pexuma paboTbl pagunonHtepdeiica

HacTpoliika ansa Radio 1 (5 'Twu):

WEP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexuma paboTbl pagmonHTepdeica Radio 1.
[nsa Radio 1 4OCTYNHbI criegytolime pexnmbl paboTbl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/ac)

HacTpoiika ansa Radio 2 (2.4 'Tu):

WEP-2ac# set radio wlan1l mode bg-n (bg-n - ycTaHOBKa pexnma paboTbl pagrnonHTepdeica Radio 2. Ans
Radio 2 oCTynHbI cnegyowme pexumsl paboTbl: bg - 802.11b/g, bg-n - 802.11b/g/n, n-only-g - 2.4 GHz
802.11n)

HacTpoiika orpaHMYeHHOro CMuUcKa KaHa/10B

Hactpoliika ansa Radio 1 (5 'Tu):

WEP-2ac# set radio wlan0 limit-channels '36 40 44 48' (36 40 44 48 - HOMepa KaHaJ10B, KOTOpble ByayT
NCNONb30BaTLCA NPU aBTOBLIOGOPE paboyero kaHana Ha Touke 40CTyna)

HacTpoiika ansa Radio 2 (2.4 'Tu):

WEP-2ac# set radio wlanl limit-channels '16 11' (1 6 11 - HOMepa kaHa/10B, KOTopble ByayT
NCNONb30BaTLCA NPU aBTOBLIGOPE paboyero kaHana Ha Touke 40CTyna)

N3meHeHne OCHOBHOIO KaHasna

HacTpoiika ansa Radio 1 (5 'Tu):

WEP-2ac# set radio wlan0 n-primary-channel upper (napameTp MOXeT NpUHUMaTb 3HaJYeHus: upper, lower)

HacTpoiika ans Radio 2 (2.4 'Tu):

WEP-2ac# set radio wlanl n-primary-channel upper (napameTp MOXET NPUHUMaTb 3HAYEHNS: upper,
lower)

N3meHeHune cnucka VLAN

Hactpoiika ansa Radio 1 (5 Tu):

WEP-2ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - HoMmepa VLAN. MakcrumasibHOe BO3MOXHOE
KonmyecTso VLAN B crivcke: 20)

HacTpoiika ans Radio 2 (2.4 'Tu):

WEP-2ac# set radio wlan1l vlan-list '10;4033' (10 1 4033 - HoMepa VLAN. MakcMmanbHOe BO3MOXHOE
KonunyecTtBo VLAN B cricke: 20)
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BknrouyeHue Ncnosib30BaHUA KOPOTKOro 3alWmMTHOro UHTepBana

Hactpoiika ana Radio 1 (5 'Tu):

WEP-2ac# set radio wlan0 short-guard-interval-supported yes (napameTp MOXET NPUHNMaTb 3HAYEHUS:
yes, no)

Hactpoiika ansa Radio 2 (2.4 'Tu):

WEP-2ac# set radio wlanl short-guard-interval-supported yes (napameTp MOXET NPUHNMAaTb 3HAYEHUS:
yes, no)

BkntoueHune STBC

Hactpoiika ana Radio 1 (5 'Tu):

WEP-2ac# set radio wlan0 stbc-mode auto (napameTp MOXET NpMHMMAThL 3Ha4YeHUs: auto, on, off. 10
YMOYaHuo - auto)

Hactpoiika ansa Radio 2 (2.4 'Tu):

WEP-2ac# set radio wlanl stbc-mode auto (napameTp MOXET NpMHMMAThL 3Ha4YeHUs: auto, on, off. 10
YMON4YaHuo - auto)

BkniouyeHne mexaHusma DFS

HacTtpoiika ansa Radio 1 (5 'Tu):

WEP-2ac# set radio wlan0 dot11h on (napameTp MOXET NpUHUMAaTb 3HaueHus: on, off. [10 ymon4yaHuio - on)

BknroueHue pexnva ABTOMATUYECKOIA CMEHDI LUMPUHBbI KaHa1a

Hactpoiika ansa Radio 1 (5 'Tu):

WEP-2ac# set radio wlan0 coex-mode on (napameTp MOXET NMPUHUMaThb 3HadYeHus: on, off. Mo ymonuaHuio -
on)

Hactpoiika ansa Radio 2 (2.4 'Tu):

WEP-2ac# set radio wlanl coex-mode on (napameTp MOXET NMpUHUMaTb 3HadYeHus: on, off. Mo ymonuaHuio -
on)

OrpaHuyeHne KonuyecTBa K/IMEHTOB, O4HOBPEMEHHO NOAK/IIOUEHHbIX K paguouHTepdelicy

Hactpoiika ansa Radio 1 (5 'Tu):

WEP-2ac# set radio wlan0 max-stations 150 (150 - orpaH14eHuMe Nno KoNM4YecTBY KMEHTOB. NapameTp
MOXET NPUHMMAThL 3Ha4YeHus: oT 0 A0 200, rae 0 - orpaHnyeHne BbIKHYeHO. Mo yMmonyaHuio - 0)

Hactpoiika ansa Radio 2 (2.4 'Tu):

WEP-2ac# set radio wlanl max-stations 150 (150 - orpaHn4eHne No Kosm4ecTBY K/IMEHTOB. MapameTp
MOXET NPUHMMAThL 3Ha4YeHus: oT 0 A0 200, rae 0 - orpaHnyeHne BbIKHYeHO. Mo ymonyaHuio - 0)
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HacTtpoiika nonuTuku o6pa6oTku DHCP Option 82

© /[1na ogHOBpPEMEHHOV HACTPOIKM NOIUTUKU 06PaboTkM 82 onumn DHCP Ha Becex
pagnovHTepdelicax Toukn gocTtyna nocse cnosa radio BBegute all. Ecnn Heobxognumo
NPOM3BECTM HACTPOIKY 418 KaKA0ro pagnonHtepderica B oTaenbHOCTH, BMecTo all BBeanTe nms
pagnovHTepdelica: wlan0 - Radio 5 ', wlanl - Radio 2.4 T L.

WEP-2ac# set radio all dhcp-snooping replace (replace - Touka AocTyna noAcTaBnser UNn 3aMmeHseT
3HauyeHne onuun 82. NMapameTp MOXET NPMHUMATbL 3HAYEHWS: ignore - 06paboTKa onumMmn 82 OTK/IOYEHa;
remove - TOYKa AOCTyNa yaanseT 3HavyeHve onuymm 82. Mo ymonyaHuto - ignore)

Ecnu Ha paguonHTepdeiice HacTpoeHa nonnTuka 06paboTky onumin 82 replace, To Ans
KOHCPUIypMpOoBaHNA CTAHOBATCS AOCTYMHbI CNeaytoLue napaMeTpbl:

WEP-2ac# set radio all dhcp-option-82-CID-format string (string - MeHATb cogepxmmoe CID Ha 3HadeHwue,
yka3zaHHoe B dhcp-option-82-string. lapameTp MOXeT npuHMMaTb 3Ha4yeHus: APMAC-SSID - MEHATb
cogepxmmoe CID Ha <MAC-agpec TouYku AocTyna>;<mms SSID>. SSID - MeHATb cogepxumoe CID Ha ums
SSID, K KOTOPOMY MOAK/OYEH KNNEHT. Mo ymonyaHuio - APMAC-SSID)

WEP-2act set radio all dhcp-option-82-string longstring (longstring - 3Ha4eHne oT 1 10 52 CUMBO/IOB,
KoTopoe 6yaet nepegasatbes B CID. JonyCcKaloTCs TOMIbKO STAaTUHCKUE BYKBbI U LUMPPbI, 3HAKN «.», «-»,
«_». Ecnun 3naveHne napametpa dhcp-option-82-string He 3aaH0, Touka 6yaeT MeHATb CID Ha 3HaYeHne
Mo ymonyaHuio - <MAC-aZpec TOUKN AocTyna>;<mms SSID>)

WEP-2ac# set radio all dhcp-option-82-RID-format string2 (string2 - MeHsATb cogepXxunmoe RID Ha 3HaveHue,
ykazaHHoe B dhcp-option-82-string2. [apameTp MOXET NpUHMMaTh 3HaYeHus: ClientMAC - MeHATb
cogepxmmoe RID Ha MAC-agpec K/TIMEHTCKOTO YCTpolicTBa; APMAC - MeHATb cogepxumoe RID Ha MAC-
agpec Touku goctyna; APdomain - MEHATb cogepXxmmoe RID Ha MMsA Noc/iegHero No gepesy AOMeHa U3
napametpa "AP location". Mo ymonyaHuto - ClientMAC)

WEP-2ac# set radio all dhcp-option-82-string2 longstring (longstring - 3HaueHne oT 1 40 63 CUMBO/I0B,
KoTopoe 6yaet nepegasatbes B RID. JonyCcKalTCS TO/IbKO STATUHCKNE BYKBbI U LUPbI, 3HAKU «.», «-», «_».
Ecnn 3HaueHne napameTpa dhcp-option-82-string2 He 3afaHO, ToUuka OyaeT MeHsTb RID Ha 3HaveHwue o
yMO/i4aHuto - MAC-apec KNIMEHTCKOro yCTPOICTBa)

WEP-2ac# set radio all dhcp-option-82-MAC-format radius (radius - MAC-agpec nepegaetcs B RADIUS-
hopmare; default - MAC-agpec nepegaetcs B 06bIYHOM hopmaTe, TakoM Xe, kak B onuun "Client-Ethernet-
Address" DHCP-naketa)
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5.6.3 HacTpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

5.6.3.1 Hacmpolika VAP 6e3 wughposaHusi

CospaHue VAP 6e3 wndpoBaHus

HacTpoiika VAPO Ha Radio 1 (5 'Tu):

WEP-2ac# set bss wlanObssvap0 status up (up - BktoueHune VAPO, down - Bbik/oveHme VAPO)
WEP-2ac# set interface wlan0 ssid Test_open_vapO0 (Test_open_vap0 - HazBaHne 6eCcnpoBOAHON CETH)
WEP-2act set interface wlan0 security plain-text (plain-text - pexum wudpoBaHua - 6e3 napons)

HacTpoiika VAP1 Ha Radio 1 (5 'Tu):

WEP-2ac# set bss wlanObssvap1 status up (up - BkntoueHne VAPO, down - Bbik/oueHne VAPO)
WEP-2ac# set interface wlanOvap1 ssid Test_open_vapl (Test_open_vap1l - Ha3BaH1e 6eCNpOBOAHON CETN)
WEP-2act set interface wlanOvap1 security plain-text (plain-text - pexvm wndposaHus - 6e3 napons)

HacTpovika VAPO Ha Radio 2 (2.4 'Tu):

WEP-2ac# set bss wlanlbssvap0 status up (up - BktoueHune VAPO, down - Bbik/oveHne VAPO)
WEP-2ac# set interface wlanl ssid Test_open_vapO0 (Test_open_vap0 - HazBaHne 6eCcnpoBOAHON CETH)
WEP-2ac# set interface wlanl security plain-text (plain-text - pexum wudpoBaHua - 6e3 napons)

HacTpovika VAP1 Ha Radio 2 (2.4 'Tu):

WEP-2ac# set bss wlanlbssvapl status up (up - BktoueHune VAPO, down - Bbik/oveHme VAPO)
WEP-2act set interface wlanlvap1 ssid Test_open_vapl (Test_open_vapl - Ha3BaH1e 6eCnNpOBOAHON CETN)
WEP-2act set interface wlanlvap1 security plain-text (plain-text - pexvm wndposaHus - 6e3 napons)
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5.6.3.2 Hacmpotika VAP ¢ pexumom 6e3onacHocmu WPA-Personal

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA-Personal

HacTpoiika VAPO Ha Radio 1 (5 'Tu):

WEP-2ac# set bss wlanObssvap0 status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)

WEP-2ac# set interface wlan0 ssid Test_personal_vap0 (Test_personal_vap0 - HazBaHne 6ecnpoBoAHON
cetn)

WEP-2ac# set interface wlan0 security wpa-personal (wpa-personal - pexum wndpoBaHus)

WEP-2act set interface wlan0 wpa-personal-key 12345678 (123456789 - Napo/ib A5 MNOAKIOUYEHUS K
6ecnpoBoHoli ceTu. lomKeH coaepXaTb OT 8 A0 64 CMBOJIOB)

HacTpoiika VAP1 Ha Radio 1 (5 'Tu):

WEP-2ac# set bss wlanObssvap1 status up (up - BkntoueHne VAPO, down - BbiktoueHne VAPO)

WEP-2act set interface wlanOvap1 ssid Test_personal_vap1l (Test_personal_vapl - Ha3BaHue
6ecnpoBoAHOl CeTH)

WEP-2ac# set interface wlanOvap1 security wpa-personal (wpa-personal - pexum wnpoBaHus)
WEP-2ac# set interface wlanOvap1 wpa-personal-key 12345678 (123456789 - Napo/ib A1 NOAKOUHEHUS K
6ecnpoBogHoli ceTu. lomKeH coaepXaTb OT 8 A0 64 CMBOJIOB)

HacTpovika VAPO Ha Radio 2 (2.4 'Tu):

WEP-2ac# set bss wlanlbssvapO status up (up - BkntoueHne VAPO, down - Bbik/toueHne VAPO)

WEP-2ac# set interface wlanl ssid Test_personal_vap0 (Test_personal_vap0 - HazBaHne 6ecnpoBoAHON
cetn)

WEP-2ac# set interface wlanl security wpa-personal (wpa-personal - pexum wndpoBaHus)

WEP-2ac# set interface wlanl wpa-personal-key 12345678 (123456789 - Napo/ib A1 MNOAKAOUYEHUS K
6ecnpoBoHoli ceTu. lo/mKeH coaepXaTb OT 8 A0 64 CMBOJIOB)

HacTpovika VAP1 Ha Radio 2 (2.4 'Tu):

WEP-2ac# set bss wlanlbssvapl status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)

WEP-2act set interface wlanlvapl ssid Test_personal_vapl (Test_personal_vapl - Ha3BaHue
6ecnpoBoAHOl CeTH)

WEP-2ac# set interface wlanlvap1l security wpa-personal (wpa-personal - pexum wncpoBaHus)
WEP-2ac# set interface wlanlvapl wpa-personal-key 12345678 (123456789 - Napo/ib A1 NOAKOUHEHUS K
6ecnpoBoHoli ceTu. lomKeH coaepXaTb OT 8 A0 64 CMBOJIOB)
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5.6.3.3 Hacmpolika VAP c Enterprise-asmopu3ayuel

Co3spgaHue VAP ¢ pexumom 6e3onacHocT WPA2-Enterprise

HacTpoiika VAPO Ha Radio 1 (5 'Tu):

WEP-2ac# set bss wlanObssvap0 status up (up - BkntoueHune VAPO, down - BbiktoueHne VAPO)

WEP-2ac# set interface wlan0 ssid Test_enterprise_vapO0 (Test_enterprise_vap0 - Ha3BaHve 6ecnpoBOAHOIA
cetn)

WEP-2ac# set interface wlan0 security wpa-enterprise (wpa-enterprise - peXxum LUMJPOBaHKS)

WEP-2ac# set bss wlanObssvapO0 global-radius on (on - ncnonb3oBaHue rNodasbHbIX HAacTpoek RADIUS-
cepsepa. MapameTp MOXET NPUHMMATb 3Ha4YeHus: on, off. o ymonyaHuio - on)

HacTpoiika VAP1 Ha Radio 1 (5 'Tu):

WEP-2ac# set bss wlanObssvap1 status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)

WEP-2ac# set interface wlanOvap1 ssid Test_enterprise_vap1l (Test_enterprise_vapl - Ha3BaHue
6ecnpoBoAHOl CeTH)

WEP-2ac# set interface wlanOvap1 security wpa-enterprise (wpa-enterprise - peXxum LUMGPOBaAHUS)
WEP-2ac# set bss wlanObssvap1 global-radius on (on - ncnonb3oBaHue rNodasbHbIX HAacTpoek RADIUS-
cepsepa. MapameTp MOXET NPUHMMATb 3Ha4YeHus: on, off. [0 ymonyaHuio - on)

HacTpovika VAPO Ha Radio 2 (2.4 'Tu):

WEP-2ac# set bss wlanlbssvap0 status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)

WEP-2ac# set interface wlanl ssid Test_enterprise_vapO0 (Test_enterprise_vap0 - HazBaHve 6ecnpoBOAHOIA
cetn)

WEP-2ac# set interface wlanl security wpa-enterprise (wpa-enterprise - pexxum LWMdpoBaHns)

WEP-2ac# set bss wlanlbssvapO0 global-radius on (on - ncnonb3oBaHue rNodasbHbIX HAacTpoek RADIUS-
cepsepa. MapameTp MOXET NPUHMMATb 3Ha4YeHus: on, off. Mo ymonyaHuio - on)

HacTpovika VAP1 Ha Radio 2 (2.4 'Tu):

WEP-2ac# set bss wlanlbssvapl status up (up - BkntoueHune VAPO, down - BbiktoueHne VAPO)

WEP-2ac# set interface wlanlvap1l ssid Test_enterprise_vapl (Test_enterprise_vapl - Ha3BaHue
6ecnpoBoAHOl CeTH)

WEP-2ac# set interface wlanlvap1l security wpa-enterprise (wWpa-enterprise - peXxum LUMGPOBaAHNS)
WEP-2ac# set bss wlanlbssvap1 global-radius on (on - ncnonb3oBaHue rNodasbHbIX HAacTpoek RADIUS-
cepsepa. MapameTp MOXET NPUHMMATb 3Ha4YeHus: on, off. [0 ymonyaHuio - on)
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5.6.3.3.1 Hacrtpoiika napameTpoB Global RADIUS

HacTpolika napameTpoB Global RADIUS

WEP-2act set bss wlanObssvapO0 global-radius on (on - cnosb3oBaHue r106asibHbIX HacTpoek RADIUS-
cepBepa Ha VAPO Radiol. MNapameTp MOXET NPUHNUMATL 3Ha4YeHus: on, off. [0 ymonyaHuio - on)

WEP-2act set global-radius-server radius-domain enterprise.service.root (enterprise.service.root - JoMeH
nosnb3oBarens)

WEP-2act set global-radius-server radius-ip 192.168.1.100 (192.168.1.100 - |IP-agpec 0CHOBHOro RADIUS-
cepsepa)

WEP-2ac# set global-radius-server radius-key eltex (eltex - k/tou 4519 nogxntoyYeHNs K OCHOBHOMY RADIUS-
cepsepy)

WEP-2act set global-radius-server radius-port 1812 (1812 - nopT RADIUS-cepBepa, KOTOpbIii UCNOb3yeTcs
ONsa ayTeHTudmkaummn n astopmsaymu. Mo ymonyaHmio - 1812)

WEP-2act set global-radius-server radius-accounting-port 1813 (1813 - nopt RADIUS-cepBepa, KOTOpbIii
ncnonb3yeTcs AN yyeta akkayHTuHra nonb3osareneil. Mo ymonyaHuto - 1813)

WEP-2ac# set global-radius-server radius-acct-periodic on(on - Bk/lt04eHVE NEPUOANYECKO OTNPABKN
coobueHuii «Accounting» Ha RADIUS-cepBep. No ymonyanuio - off)

WEP-2ac# set global-radius-server radius-acct-period 60 (60 - HTEpPBas1 NEPUOANYECKON OTNPAaBKU
coobueHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio - 30)

WEP-2act set global-radius-server radius-accounting on (on - BK/1l04eHMe OTNpPaBkn COOOLLEHNI
"Accounting" Ha RADIUS-cepsep. [No ymonyaHuio - off)

HaCTpOﬁKa oTaenbHoro RADIUS-cepBepa ANA akKayHTUHra:

WEP-2ac# set global-radius-server radius-separate-auth-acct on (on - rcnonb3oBaHune otaenibHOro RADIUS-
cepBepa Ansa akkayHTuHra. NMapameTp MoXeT NpuHMMaThb 3Ha4yeHus: on, off. 1o ymonyaHuio - off)
WEP-2ac# set global-radius-server radius-acct-ip 192.168.1.200 (192.168.1.200 - IP-agpec RADIUS-cepBepa
0151 aKKayHTUHra)

WEP-2ac# set global-radius-server radius-acct-key secret (secret - k104 nogktodeHuns kK RADIUS-cepBepy
0151 aKKayHTUHra)

Hactpoiika pe3epBHbix RADIUS-cepBepoOB:

WEP-2act set global-radius-server radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-agpec
pe3epBHOro RADIUS-cepBepa-1)

WEP-2act# set global-radius-server radius-backupone-key eltex1 (eltex1 - knto4 4NA NOAKNHOUEHNA K
pe3epBHOMY RADIUS-cepBepy-1)

WEP-2act# set global-radius-server radius-backupone-acct-ip 192.168.1.201 (192.168.1.201 - |IP-aapec
pe3epBHOro RADIUS-cepBepa-1 AN akkayHTUHra)

WEP-2act# set global-radius-server radius-backupone-acct-key secretl (secretl - K/t04 NOAK/IHOYEHUSA K
pe3epBHOMY RADIUS-cepBepy-1 A/15 akKayHTUHra)

WEP-2act set global-radius-server radius-backuptwo-ip 192.168.1.102 (192.168.1.102 - IP-aapec
pe3epBHOro RADIUS-cepBepa-2)

WEP-2act set global-radius-server radius-backuptwo-key eltex2 (eltex2 - ko4 419 NOAK/IOUEHMSA K
pe3epBHOMY RADIUS-cepBepy-2)

WEP-2act set global-radius-server radius-backuptwo-acct-ip 192.168.1.202 (192.168.1.202 - IP-agpec
pe3epBHOro RADIUS-cepBepa-2 A1 akkayHTUHra)

WEP-2act set global-radius-server radius-backuptwo-acct-key secret2 (secret2 - k/104 NOAKOHEHUS K
pe3epBHOMY RADIUS-cepBepy-2 4715 aKKayHTUHra)
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WEP-2act set global-radius-server radius-backupthree-ip 192.168.1.103 (192.168.1.103 - IP-agpec
pe3epsBHOro RADIUS-cepBepa-3)

WEP-2act set global-radius-server radius-backupthree-key eltex3 (eltex3 - ko4 4NA NOAKNIOUEHMSA K
pe3epsHOMY RADIUS-cepsepy-3)

WEP-2act set global-radius-server radius-backupthree-acct-ip 192.168.1.203 (192.168.1.203 - |IP-agpec
pe3epBHOro RADIUS-cepBepa-3 419 akkayHTUHra)

WEP-2act set global-radius-server radius-backupthree-acct-key secret3 (secret3 - /104 NOAKNIOUEHMSA K
pe3epBHOMY RADIUS-cepBepy-3 A/151 akKkayHTUHIa)

5.6.3.3.2 Hactpoiika napametpoB RADIUS-cepeepa anst koHKpeTHoro VAP

[ns npumepa paccMoTpyM HacTpoiiky napametpoB RADIUS-cepeepa anst VAPO Radio (5 'Tw).

HacTpolika napameTpoB RADIUS-cepBepa ans VAPO Ha Radiol

WEP-2ac# set bss wlanObssvap0 global-radius on (on - ncnonb3oBaHue rnNodasibHbIX HAacTpoek RADIUS-
cepepa Ha VAPO Radiol. MapameTp MOXET NpUHUMaTh 3Ha4eHus: on, off. Mo ymosiyaHuto — on)
WEP-2ac# set bss wlanObssvapO0 radius-domain enterprise.service.root (enterprise.service.root - 1OMeH
nosib3oBartens)

WEP-2ac# set bss wlanObssvapO0 radius-ip 192.168.1.100 (192.168.1.100 - IP-apec 0CHOBHOro RADIUS-
cepsepa)

WEP-2act set bss wlanObssvapO0 radius-key eltex (eltex - ko4 4nA NOAKNIOYEHMA K OCHOBHOMY RADIUS-
cepsepy)

WEP-2ac# set bss wlanObssvapO0 radius-port 1812 (1812 - nopT RADIUS-cepBepa, KOTOpbIii ICNONb3yeTCs
AN ayteHTudmkaymm n astopmsaymu. Mo ymonyaxmio - 1812)

WEP-2ac# set bss wlanObssvapO radius-current primary (primary - ncnosb3oBaHne 0CHOBHOro RADIUS-
cepsepa. NapameTp MOXET NpuHUMaThL 3HauyeHUs: primary, backuptwo, backupone, backupthree. 0
YMOJTHaHMIO — primary)

WEP-2ac# set bss wlanObssvapO0 radius-accounting-port 1813 (1813 - nopT RADIUS-cepBepa, KOTopbIi
Ncnonb3yeTcs A5 yyeta akkayHTuHra nonb3osareneil. Mo ymonyaHuto - 1813)

WEP-2ac# set bss wlanObssvapO0 radius-acct-periodic on (on - BK/tO4EHME NEPUOANYECKON OTNPaBKU
coo6LLeHni «Accounting» Ha RADIUS-cepBep. 10 ymMO/4aHuto - on)

WEP-2ac# set bss wlanObssvapO0 radius-acct-period 60 (60 - nHTEpPBas1 NEPUOANYECKOIN OTNPaBKK
coob6ueHuii «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio - 30)

WEP-2ac# set bss wlanObssvapO0 radius-accounting on (on - Bk/ll04eHWe OTnpaBku coobLyeHunin "Accounting”
Ha RADIUS-cepsep. No ymonyaHuio - off)

HaCTQOVIKa orgenbHoro RADIUS-cepBepa ANA akKayHTUHIa:

WEP-2ac# set bss wlanObssvapO radius-separate-auth-acct on (on - ncnonb3oBaHue otaensHoro RADIUS-
cepsepa A/15 akkayHTuHra. lNapameTtp MOXeT npuHuMarb 3HadyeHus: on, off. 1o ymonuaHuto - off)
WEP-2ac# set bss wlanObssvapO radius-acct-ip 192.168.1.200 (192.168.1.200 - IP-agpec RADIUS-cepBepa
O aKKayHTUHra)

WEP-2ac# set bss wlanObssvapO0 radius-acct-key secret (secret — ko4 nogxntoueHns k RADIUS-cepeepy
O aKKayHTUHra)
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HacTpolika pe3epBHbix RADIUS-cepBepoB:

WEP-2ac# set bss wlanObssvapO0 radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-aZpec pe3epBHOIo
RADIUS-cepBepa-1)

WEP-2ac# set bss wlanObssvapO0 radius-backupone-key eltex1 (eltex1 - /104 A/151 NOAKNHOUEHNA K
pesepsHOMY RADIUS-cepsepy-1)

WEP-2act set bss wlanObssvapO0 radius-backupone-acct-ip 192.168.1.201 (192.168.1.201 - IP-afpec
pe3epsBHOro RADIUS-cepBepa-1 AN akkayHTUHra)

WEP-2ac# set bss wlanObssvapO0 radius-backupone-acct-key secretl (secretl - kK104 NOAK/HOUEHNSA K
pe3epBHOMY RADIUS-cepBepy-1 A/15 akkayHTUHIa)

WEP-2ac# set bss wlanObssvapO0 radius-backuptwo-ip 192.168.1.102 (192.168.1.102 - |IP-afpec pe3epBHOro
RADIUS-cepBepa-2)

WEP-2ac# set bss wlanObssvapO radius-backuptwo-key eltex2 (eltex2 - k/1t04 ANna NOAKAOYEHNS K
pe3epsHOMY RADIUS-cepBepy-2)

WEP-2ac# set bss wlanObssvapO0 radius-backuptwo-acct-ip 192.168.1.202 (192.168.1.202 - IP-agpec
pe3epBHOro RADIUS-cepBepa-2 A1 akkayHTUHra)

WEP-2ac# set bss wlanObssvapO0 radius-backuptwo-acct-key secret2 (secret2 - k/1t04 NOAKNHOUEHNSA K
pe3epBHOMY RADIUS-cepBepy-2 A/151 aKKayHTUHIa)

WEP-2ac# set bss wlanObssvapO0 radius-backupthree-ip 192.168.1.103 (192.168.1.103 - IP-agpec
pe3epBHOro RADIUS-cepBepa-3)

WEP-2ac# set bss wlanObssvapO radius-backupthree-key eltex3 (eltex3 - k/1t04 O/151 NOAKNHOUEHNA K
pe3epsHOMY RADIUS-cepsepy-3)

WEP-2ac# set bss wlanObssvapO0 radius-backupthree-acct-ip 192.168.1.203 (192.168.1.203 - IP-aapec
pe3epBHOro RADIUS-cepBepa-3 418 akkayHTUHra)

WEP-2ac# set bss wlanObssvapO0 radius-backupthree-acct-key secret3 (radius-key eltex - ko4
NOAK/IYEHMA K pe3epBHOMY RADIUS-cepBepy-3 A1 akKayHTUHra)

5.6.3.4 Hacmpolika VAP ¢ nopmasibHol asmopu3ayuel
[nsa Toro, utTobbl HacTpouTb VAP ¢ nopTasibHOWN aBTopr3aumein, Heo6xoanmo:

1. Cosgatb VAP 6e3 wudposaHus (nogpobHo onucaHo B 61oke Hactpoiika VAP 6e3 wndposanms);
2. HacTtpouTb nopTtasl Ha ToUKe A0CTyna,;
3. HazHaumTb nopTas Ha HaCTPOEHHbIN paHee VAP.

5.6.3.4.1 HacrTpolika noptana

[nsa Hactpoiikn Captive Portal Ha VAPO Ha Radio 1 He06x0AnMO BHOCUTb U3MEHEHNSI B paHee CO34aHHbIl
WwabnoH noptana — cp-instance wlanObssvap0. Ecnv TpebyeTtcsi HacTpouTb NopTan, Hanpumep, ana VAP12 Ha
Radio 2, To pegakTnpoBartb Heo6xoAnmo WabnoH noptana nog nmeHem wlanibssvap12.

B npumepe paccmoTpum HacTpoiiky noptana ans VAPO Ha Radio 1.
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Mpumep HacTpoiikn nopTana wlanObssvap0

WEP-2ac# set captive-portal mode up (up - BkntoueHume Captive Portal. [lapaMeTp MOXET NPUHNUMAaTb
3HadeHus: down, up. Mo ymonyaHuio - down)

WEP-2ac# set cp-instance wlanObssvapO0 global-radius off (off - Bbik/1l0UEHNE NCNONB30BaHUA HACTPOEK
Global RADIUS gnist gaHHoro noptasia. NMapameTp MoXeT npuHMMmaTth 3HadyeHus: off, on. 1o ymonyaHuio -
off)

WEP-2ac# set cp-instance wlanObssvapO0 radius-ip 192.168.1.100 (192.168.1.100 - IP-agpec 0OCHOBHOIO
RADIUS-cepBepa)

WEP-2ac# set cp-instance wlanObssvapO0 radius-key eltex (eltex - k/1t04 4151 NOAK/THOYEHNS K

OCHOBHOMY RADIUS-cepBepy)

WEP-2ac# set cp-instance wlanObssvapO0 radius-domain portal.service.root (enterprise.service.root -
[OMEH nosib3oBaTens)

WEP-2ac# set cp-instance wlanObssvapO0 radius-accounting on (on - BK/1l04EHNE OTNPABKN COOBLLIEHWI
"Accounting" Ha RADIUS-cepBep. NapameTp MOXeT NpuH1UMaTb 3HadeHus: off, on. 1o ymonyaHuio - on)
WEP-2ac# set cp-instance wlan0ObssvapO0 radius-acct-periodic on (on - BKlOUEHME NEPUOANYECKO
oTnpaBku coobLeHnii «Accounting» Ha RADIUS-cepBep. MNapameTp MOXeT NpuH1UMaTth 3HadeHus: off, on. o
YMOJIYaHUIO — on)

WEP-2ac# set cp-instance wlanObssvapO0 radius-acct-period 60 (60 - HTEpBa/1 NEPUOANYECKOI OTNPABKM
coobueHni «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio - 30)

WEP-2ac# set cp-instance wlanObssvap0 external up (up - BK/1l0UEHME NepeHanpaBneHns nosib3oBartesis
Ha BHELLHWI BUPTYasibHbI NopTasl. MNapameTp MOXET NpuHUMaThb 3HadeHus: up, down. [0 ymonyaHuio —
up)

WEP-2ac# set cp-instance wlanObssvap0 external-url http://192.168.1.100:8080/eltex_portal/ (URL
BUPTYasIbHOro noptasna, Ha KOTOpbIil ByaeT nepeHanpas/ieH Nonb3oBatelb NPU NOAKNHYEHNUN K
6ecnpoBoAHOI ceTn)

WEP-2ac# set cp-instance wlanObssvap0 admin-mode up (up - BKNtoueHne paboTbl BUPTYyasibHOro noprana.
MapameTp MOXET NpMHMMAaTh 3Ha4YeHus: up, down. Mo ymonyaHuio - down)

5.6.3.4.2 MMpussaska noptana k VAP

Mo ymonyaHuio noptasi ¢ umeHemM KoHkpeTHoro VAP npussasaH k gaHHoMy VAP, HO MOXHO npuBA3artb nopran K
Heckonbknum VAP. Hke npeacTtas/ieH npumep npuBsAsku noptana ¢ umeHem wlanObssvap0 k VAP3 Ha Radio 2.

WEP-2ac# set cp-vap vap3 with radio wlanl cp-instance-name wlanObssvapO0 (npusizka noptana c
nmeHeM wlan0bssvap0 K VAP3 Ha Radio 2)

Takke MOXHO NprBA3aTb NOpTasl OAHOBPEMEHHO K ABYM OAHOMMEHHbLIM VAP, pacnosioXeHHbIM Ha BCEX
paguounHTepdelicax Touku gocTyna.

WEP-2ac# set cp-vap vap1l cp-instance-name wlan0Obssvap0 (04HOBpeMEHHas NpMBA3Ka noptasia c
nMmeHeM wlanObssvap0 k VAP1 Ha Radio 1 n VAP1 Ha Radio 2)

5.6.3.5 [fononHumersbHble Hacmpoliku VAP

Ha3HaueHue VLAN ID Ha VAP

WEP-2ac# set vap vap0 with radio wlan0 vlan-id 15 (15 - Homep VLAN, HazHa4yeHHbI1 Ha VAPO Radiol)
WEP-2ac# set vap vapO0 vlan-id 15 (15 - Homep VLAN, Ha3Ha4Y€HHbIn 0HOBPEMEHHO Ha VAPO Radiol n Ha
VAPO Radio2)
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OrpaHuyeHne KOMM4ecTBa K/IMeHTOB, OAHOBPEMEHHO NOAK/MIOYEHHbIX K VAP

WEP-2ac# set bss wlanObssvap0 max-stations 150 (150 - orpaHu4eHue rno KosimyecTBy
KNMeHTOoB. MNapaMeTp MOXET NPUHUMaTb 3HaYeHus: oT 0 A0 200, rae 0 - orpaHnYeHne Bbik4veHo. Mo
yMo/i4yaHuo - 0)

BknroueHue Minimal Signal u Roaming Signal

WEP-2act set bss wlanObssvap0 min-signal-enable on (on - Bk/toueHve doyHKUmMoHana minimal signal. s
BbIK/oueHUs BeeauTe off. Mo ymonyaHuto - off)

WEP-2ac# set bss wlanObssvap0 min-signal -75 (-75 - noporoBoe 3HadeHue RSSI, npu AOCTUXEHUN KOTOPOro
Touka gocTyna 6yaeT oTkyaTb knneHTa ot VAP. MNapameTp npuHMMaeT 3HayeHus ot -100 ao -1 abm)
WEP-2ac# set bss wlanObssvapO0 check-signal-timeout 10 (10 - nepuog, BpeMeHM B CeKyHAax, No UCTEYEHNM
KOTOPOro NpuHMMaeTcs peLleHne 06 OTK/IIUYEHNUN KITMEHTCKOro 060pyA0BaHns OT BUPTyasibHOM ceTu. Mo
yMo/iyaHuio - 10)

WEP-2ac# set bss wlanObssvap0 roaming-signal-limit -70 (-70 - noporosoe 3HadeHue RSSI, npu
OOCTVKEHMM KOTOPOTO NPONUCXOAUT NepektoveHne KMEHTCKOro 060pyA0BaHUA Ha APYryk TOUKY
poctyna. NapameTp npuHUMaeT 3Ha4yeHus oT -100 o -1 nbm)

MapameTp roaming-signal-limit go/keH 6bITb HXKE, YeM min-signal: ecnn min-signal = -75 abwm, TO
roaming-signal-limit 10/keH ObITb paBeH, Hanpuvep, -70 AbM)

BkntoueHue VLAN Trunk Ha VAP

WEP-2act set bss wlanObssvap0 tagged-sta-mode on (on - Bk/ltoueHue VLAN Trunk Ha VAPO Radio 1. A5
OTK/I04YeHNS BBeanTe - off)

[na Toro, 4To6bI TErMPOBaHHbLIN Tpaduk nepesaBasiCs B CTOPOHY K/IMeHTa Heo06XoaUMO Ha
paanonHTepdeiice 0603HauUNTbL HoMepa VLAN, KOTOpbIe MOTYT NPOXOAUTb Yepes paanonHTepdeiic.
Homepa VLAN Hy>HO yka3aTb B napameTpe vlan-list.

Mpumep HacTpoiiku vlan-list Ha Radio 1:

WEP-2ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcmanibHOe BO3MOXHOEe
Konn4yectBo VLAN B cnncke: 20)

BkntoueHune General VLAN Ha VAP

WEP-2act set bss wlanObssvap0 general-vlan-mode on (on - Bk/ltoueHue General VLAN Ha VAPO Radio 1. Ans
OoTKNtoueHust seeanTe off)
WEP-2act set bss wlanObssvap0 general-vlan-id 12 (12 - Homep General VLAN)

BksitoueHue ckpbITOro SSID

WEP-2act set bss wlanObssvapO0 ignore-broadcast-ssid on (on - Bk/1toueHue ckpbiToro SSID Ha VAPO Radio 1.
Ons otknoveHna eeeanTe off)
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BknioueHune Band Steer

WEP-2ac# set vap vap0 with radio wlan0 band-steer-mode up (up - Bk/itoueHme Band Steer Ha VAPO Radiol.
[nsa otknioveHns seeante down)

WEP-2ac# set vap vap0 band-steer-mode up (up - BK/toueHne Band Steer oqHOBpeMEHHO Ha VAPO Radiol u
Ha VAPO Radio2. [ins oTkAoueHus seegmte down)

BK/loOU€HMe U30NALUN KTMEHTOB Ha VAP

WEP-2ac# set bss wlanObssvap0 station-isolation on (on - BK/tloueHNe n3onaunmn KNneHToB Ha VAPO Radio 1.
[nsa otknoveHns seeanTe off)

HacTtpoiika VLAN Priority Ha VAP

WEP-2ac# set vap vap0 with radio wlan0 vlan-prio 6 (6 - npuoputeT DSCP, KOTOpbI 6yAeT NnpucBanBaTbCs
TpadmKy, Noy4eHHOMY OT K/IMeHTa, NOAKIYeHHOro K VAPO Radio 1. Mo ymonyaHuio - 0)

WEP-2ac# set vap vapO0 vlan-prio 6 (6 - npuoputeT DSCP, KOTOpPbIi ByAeT npucBanBaTbCs TpaguKy,
Nosly4eHHOMY OT K/IMEHTA, NOAKUYEHHOro K VAPO Radio 1 unm kK VAPO Radio 2. Mo ymon4yaHuio - 0)

HacTpoiika DSCP Priority Ha VAP

WEP-2ac# set bss wlanObssvap0 dscp-prio 0 (0 - aHann3 npuoputeTa u3 nond CoS (Npotokos 802.1p)
TernpoBaHHbIX NakeToB Ha VAPO Radiol. lns aHanu3a npuoputeta 13 nons DSCP 3aronoska |IP-naketa
BBEauTE 1)

HacTtpoiika TalimayTa HeakTUBHOCTM STA Ha VAP

WEP-2ac# set bss wlanObssvap0 sch-timeout 30 (30 - nepunog, BpeMeHn B CEKyHax, N0 UCTEYEHUN
KOTOPOro NpuHMMaeTcs peLleHre 06 OTK/IKUYEHNU KITMEHTCKOro obopyaoBaHus ot VAP. 0 - He
ncnonb3oBatb TavmayT Ha VAP. 1o ymonyaHuio - 0)

5.6.4 Hactpolika Cluster

HacTtpoiika Cluster

WEP-2ac# set cluster cluster-name test (test - ums knactepa. o ymonyanuio - default)

WEP-2ac# set cluster location floor-2 (floor-2 - dn3snyeckoe mectononoxeHme Toukn goctyna. o
YyMOJ/14aHuIo - not set - He 3a4aH0)

WEP-2act set cluster priority 255 (255 - npuopuTET TOUKN JOCTYNa B Knactepe. Ecnv npuopuTeT y Bcex
TOYEK B KflacTepe OAMHAaKOBbIN, TO Master-Touka BbIOMpaeTcs No nNpu3Haky MeHbllero MAC-agpeca.
MapameTp NpUHUMAaET 3HaYeHust: oT 0 A0 255. [0 ymonyaHuio - 0)

WEP-2ac# set cluster clustered 1 (1 - BkNtoueHue pexuma Cluster. MapameTp npMHUMaeT 3Ha4veHus: 0 -
Cluster BblkNtoveH; softwlc - Cluster BbIK/HOUEH, PEXUM AN padoTbl ¢ SoftWLC; 1 - Cluster BK/ItoUeH. Mo
yMOnyaHuio - 1)
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HacTpolika Single IP Management

WEP-2ac# set cluster cluster-ipaddr 192.168.1.222 (192.168.1.222 - IP-agpec, N0 KOTOPOMY OyAET AOCTYMNHA
Master-Touka knactepa. Mo ymonyaxuio - 0.0.0.0)

HacTtpoiika napameTpoB 6e3onacHocTu Cluster

WEP-2act set cluster cluster secure-mode 1 (1 - BK/Ito4UeHNe 6€30MaCHOCTY KilacTepa - B Knactep CMoryT
[06aBUTLCS TOMBKO Te TOYKM A0CTYNa, y KOTOpPbIX COBNagaeT naposib yka3aHHbIN B napameTpe pass-
phrase. [1ns BbikAOYeHUs BeeauTe - 0. Mo ymonyaHuto - 0)

WEP-2ac# set cluster pass-phrase 12345678 (12345678 - naposib 6e30nacHOCTW knacTtepa. JomkeH
cofepxartb OT 8 10 63 CUMBO/I10B)

OGHOB/IEHME NPOrPaMMHOI0 06ecneveHnsi TOUEK, BXOAALMX B KnacTtep

WEP-2act set cluster-firmware-upgrade upgrade-method selective (selective - pexum, npu koTopom byaet
06HOBNATLCA NPOrpamMmmMHoOe obecneyeHne ToAbKO BbIGpPaHHOM TOUKM AocTyna. Ecnn Heobxoaumo
06HOBUTbL BCE TOYKM A0CTYyNa B knactepe seeanuTte - all)

WEP-2act set cluster-firmware-upgrade upgrade-members 192.168.0.58 (192.168.0.58 - IP-apec TO4KH,
BXOASALLEN B KnacTep, KOTOPY Heobxoanmo 06HOBUTL. Ecnin 6611 BbiGpaH upgrade-method = all, IP-agpec
TOYeK yKasblBaTb HE HY)XXHO)

WEP-2act set cluster-firmware-upgrade upgrade-url tftp://<IP-agpec TFTP-cepBepa>/<ms cdaiina
MO>.tar.gz (nyTb A0 chaina MO ToUkM [OCTYNa, KOTOPbI NexuT Ha TFTP-cepeepe. MNMpumep: set cluster-
firmware-upgrade upgrade-url tftp://192.168.1.7/WEP-2ac-1.22.X.X.tar.gz)

WEP-2act set cluster-firmware-upgrade upgrade start (start - 3anyck npowecca 06HOBNeHUSA
nporpaMMHOro obecrneyeHuns Ha BblbpaHHbIX TOYKax gocTyna. s ocTaHOBKM npoLecca 06HOBEHNUS
BBEeauTe - stop)

145



PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

5.6.5 Hactpoiika WDS
Mpumep HacTpolikn WDS Ha Radio 1 (5 I'Tw).

Mepepn HenocpeacTBEHHOM HacTpolikoit WDS Ha Toukax AocTyna Heobxoammo: BbikNoumTb Cluster, HacTponTb
pagunovHTepdelic n VAP.

MNpeaBapuTenbHasA HacTPoiika

WEP-2ac# set cluster clustered 0 (0 - Bbik/1toUueHNe pexnma Cluster)

WEP-2ac# set bss wlanObssvap0 status up (up - BkntoueHune VAPO Ha Radiol)

WEP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexvmMa paboTbl pagnonHtepdeiica,
nocpeAcTBOM KOTOPOro YCTPONCTBO OyAeT NOAKIYATLCS K TOUKE AOCTYNa B PeXUMe KneHTa. Pexmum
paboTbl 4O/HKEH COBMaAATh C PEXUMOM paboTbl Ha TOUYKE AOCTYNa)

WEP-2ac# set radio wlan0 channel-policy static (static - BbiktOUeHMEe hyHKLUMOHa1a aBTOMAaTUYECKOro
Bbl6Opa kaHana)

WEP-2ac# set radio wlan0 static-channel 144 (144 - HOMep cTaTM4YeCcKoro KaHana, Ha KoTopom pabortaeT
TOYKa AOCTyna, K KOTOpoi ByaeT NoAkIYaTbCa AaHHOE YCTPOMCTBO B PEXMME K/IMEHTA)

WEP-2ac# set radio wlan0 n-bandwidth 20 (20 - wnpnHa kaHana, Ha KOTOPoM paboTaeT TouKa AocTyna, K
KOTOpOi 6yaeT noakIvaTbCa AaHHOE YCTPOMCTBO B peXMME KNNEHTA)

WEP-2ac# set interface wlan0 ssid WDS (WDS - Ha3BaHue 6ecnpoBogHoi ceTu Ha VAPO Radio 1)
WEP-2ac# set interface wlan0 security wpa-personal (wpa-personal - pexum wndpoBaHus)

WEP-2ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - Nnapo/sib 6€CnNpOBOAHON CETH.
[lonmkeH cogepxatb OT 8 10 64 CMBO/10B)

Bcero Ha Touke MoXxHO HacTpoutb 8 WDS-coeanHeHuii. WDS-mHTepdelicbl Ha TOUKe UMEHYIOTCS CNeayoLmm
o6paszom: wlanOwdsX, rae X — uncno ot 0 go 7.

Hwxe npeactasneH npumep HacTporiku WDS 6e3 wingposaHus 1 ¢ TUMNOM LWNgpoBaHus wpa-personal Ha
nHtepcpeice wlanOwdso.

HacTtpoiika WDS 6e3 wundposaHus

WEP-2ac# set interface wlanOwds0 radio wlan0 (wlan0 - BbIGOp MHTEpdoeiica yCTPOoICTBa, KOTOPbIA GyaeT
ncnonb3oBaTbcs A/1s1 nocTpoeHns WDS. MapameTp npuHumaeT 3HadeHns: wlan0 (Radio 1 - 5Tw), wlanl
(Radio2-2.4TTw))

WEP-2ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:C0 (A8:F9:4B:B7:8B:C0 - MAC-aapec
pagnovHTepderica To4kn JoCTyna, C KOTOPOW NpegycMmarpuBaeTcsa coBMecTHas paborta. MAC-agpec
pagnovHTepdelica ykasaH B BbiBoAe KOMaHAbl get interface wlanX, rae X - Homep 6ecnpoBofHOro
nHTepdeiica: 0 - Radio 1 (5 Tw); 1 - Radio 2 (2.4 'Tw))

WEP-2ac# set interface wlanOwds0 status up (up - Bk/toueHne WDS Ha Touke gocTtyna. 151 BbIK1oYEeHNS
BBeauTe - down)
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HacTtpoiika WDS ¢ wpa-personal

WEP-2ac# set interface wlanOwds0 radio wlan0 (wlan0 - BbIGOp MHTEpdieica yCTPOoCTBa, KOTOPbIA GyaeT
ncnonb3oBaTbcs A/1s1 noctpoeHns WDS. MapameTp npuHuMmaeT 3HadeHns: wlan0 (Radio 1 - 5Ty), wlanl
(Radio2-2.4TTwu))

WEP-2ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:C0 (A8:F9:4B:B7:8B:C0 - MAC-aapec
pagnovHTepderica To4kn JoCTyna, C KOTOPOW nNpegycmarpusaeTcsa coBMecTHas paborta. MAC-agpec
pagnovHTepdelica ykasaH B BblBOAe KOMaHAbl get interface wlanX, rge X - Homep 6ecnpoBofHOro
nHTepdeiica: 0 - Radio 1 (5 Tw); 1 - Radio 2 (2.4 'Tw))

WEP-2ac# set interface wlanOwds0 wds-ssid WDS (WDS - nms SSID aonsi nocTpoeHust wndpposaHHoro WDS)
WEP-2ac# set interface wlanOwds0 wds-security-policy wpa-personal (wpa-personal - pexum
LwndbpoBaHus)

WEP-2ac# set interface wlanOwds0 wds-wpa-psk-key 12345678 (12345678 - WPA-k/t04. [lnHa ko4a
cocTaBnseT oT 8 40 63 CUMBOJIOB)

WEP-2ac# set interface wlanOwds0 status up (up -Bk/toueHne WDS Ha Touke gocTtyna. 15 BbIKOYEeHNs
BBeauTe - down)

5.6.6 Hactpoiika WGB
Mpumep HacTpolikn WGB Ha Radio 1 (5 'Tw).

Mepepn HenocpeacTBEHHOM HacTpoiikoit WGB Ha Touke AocTyna Heo6Xo4uMMO: BbIK/THOUNTL Ha TOUKe focTyna
Cluster, HacTpouTb pagnouHTepdenc Touku n VAP.

MpepBapuTenbHas HacTpoMKa

WEP-2ac# set cluster clustered 0 (0 - BbiK/1loUueHNe pexnma Cluster)

WEP-2ac# set bss wlanObssvap0 status up (up - BkntoueHne VAPO Ha Radiol)

WEP-2ac# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexvma paboTbl pagnonHtepdeiica,
nocpeAcTBOM KOTOPOro YCTPONCTBO OyAeT NOAKIYATLCS K TOUKe AOCTYNa B PeXUMe KneHTa. Pexum
paboTbl 4O/HKEH COBMAAATh C PEXUMOM paboTbl Ha TOUYKE AOCTYNa)

WEP-2ac# set radio wlan0 channel-policy static (static - BbikNtOUYeHMe dhyHKLMOHa1a aBTOMaTUYECKOro
Bbl6Opa kaHana)

WEP-2ac# set radio wlan0 static-channel 144 (144 - HOMep cTaTM4YeCcKoro KaHana, Ha KoTopom paboTtaeT
TOYKa JOCTyna, K KOTOpOoi ByaeT NoAkItYaTbCa AaHHOE YCTPOMCTBO B PEXMME K/IMEHTA)

WEP-2ac# set radio wlan0 n-bandwidth 20 (20 - wWnpnHa kaHana, Ha KOTOPoM paboTaeT To4Ka AoCcTyna, K
KOTOpOi1 6yaeT noakIvaTbCa AaHHOE YCTPOMCTBO B PEXMME KNNEHTA)

WEP-2ac# set interface wlan0 ssid WGB (WGB - Ha3BaHne 6ecnpoBoaHoli ceTun Ha VAPO Radio 1)
WEP-2ac# set interface wlan0 security wpa-personal (wpa-personal - pexum g poBaHus)

WEP-2ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - Nnaposib 6€CnNpOBOAHON CETH.
JomkeH cogepxarb OT 8 4,0 64 CMBO/10B)

Mocne npoBeAeHUst NpeABapuTesibHO HAaCTPOIKM He06X0AMMO HacTpouTb napameTps! "Upstream Interface” —

NHTepdeinc ANs NOAKIYEHMS K TOUKE [OCTYNa B peXuMe KaveHTa. Huke paccMoTpeHbl MpuMepsbl
HacTpoiikn "Upstream Interface” WGB ¢ pasnuyHbiMm Tunamu LwMdpoBaHusi.
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5.6.6.1 Hacmpolka Upstream Interface

HacTtpoiika WGB 6e3 wucposaHus

WEP-2ac# set wgbridge radio wlan0 (wlan0 - BbIGOp MHTepdieiica yCcTpoiicTBa, KOTOPbIA byaeT
NCNONb30BaTbLCA A5 NOAK/IYEHNS K TOUKe gocTyna. MNapametp npuHumaet 3HaveHus: wlan0 (Radio 1 -5
IMu), wlanl (Radio 2 - 2.4 Tw))

WEP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nms 6ecnpoBOAHOI ceTu, K KOTOPO Heo6XoANMO
NOAKMOUNTLCSA YCTPONCTBOM B PEXMME KIMEHTA)

WEP-2ac# set wgbridge wgbridge-mode up (up - Bk/toueHne pexuma WGB Ha Touke gocTtyna. s
BbIK/IlO4YEHUS BBeauTe - down)

WEP-2ac# set wg-bridge-upstrm security plain-text (plain-text - pexxum windposaHus. MNapameTp
NPUHUMAaET 3HAYEeHUA: wpa-personal, wpa-enterprise, plain-text)

WEP-2ac# set wg-bridge-upstrm roam-threshold -85 (-85 - MMHUMa/IbHbI YPOBEHb CUTHAA OT TOUKM
[0CTyna, Npy KOTOPOM NPOUCXOANT NOAK/IHOYEHNE K TOUKE)

WEP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemsblii Ha Touke goctyna. o
yMO4aHuio - 1)

HacTtpoiika WGB ¢ wpa-personal

WEP-2ac# set wgbridge radio wlan0 (wlan0 - BbIGOp MHTepdieiica yCcTpoiicTBa, KOTOPbIA byaeT
NCNONb30BaTbLCA A1 NOAK/IYEHNS K TOUKe gocTyna. MNapametp npuHumaet 3HaveHus: wlan0 (Radio 1 -5
IMu), wlanl (Radio 2 - 2.4 Tw))

WEP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nms 6ecnpoBOAHOI ceTu, K KOTOPO HeobXxoANMO
NOAKMOUNTLCS YCTPONCTBOM B PEXMME KIMEHTA)

WEP-2ac# set wgbridge wgbridge-mode up (up - Bk/toueHne pexuma WGB Ha Touke gocTtyna. s
BbIK/IlO4YEHUS BBeanTe — down)

WEP-2ac# set wg-bridge-upstrm wpa-personal-key 12345678 (12345678 - Nnapo/ib, HEOGXOANMbI ANS
aBTOpM3auMm Ha Touke gocTyna.. [Jo/mkeH cogepxatb OT 8 A0 64 CUMBOOB)

WEP-2ac# set wg-bridge-upstrm security wpa-personal (wpa-personal - pexxum LindposaHus. NapameTp
NPUHUMAaET 3HAYEHUA: wpa-personal, wpa-enterprise, plain-text)

WEP-2ac# set wg-bridge-upstrm roam-threshold -85 (-85 - MMHUMa/IbHbI YPOBEHb CUTHAA OT TOUKM
[0CTyna, Npy KOTOPOM NPOUCXOANT NOAK/IHOYEHNE K TOUKE)

WEP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemsblii Ha Touke goctyna. o
yMOYaHuio - 1)
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HacTtpoiika WGB ¢ wpa-enterprise

WEP-2ac# set wgbridge radio wlan0 (wlan0 - BbIGOp UHTEpPeica YyCTPONCTBA, KOTOPbIN byaeT
NCNosb30BaTbCs A5 NOAKIYEHNS K ToUKe gocTyna. MapameTp npuHumaeT 3HavyeHus: wlan0 (Radio1-5
IMu), wlanl (Radio 2 -2.4Tu))

WEP-2ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nMs 6ecrnpoBOAHOIN CETU, K KOTOPOI HEOBX0AUMO
NOAK/TYNTLCA YCTPONCTBOM B PEXMME K/TUEHTA)

WEP-2ac# set wgbridge wgbridge-mode up (up - Bk/toueHne pexunma WGB Ha Touke goctyna. s
BbIK/IIOYEHNS BBEAMTE - down)

WEP-2ac# set wg-bridge-upstrm security wpa-enterprise (wpa-enterprise - peXxxum WwngpoBaHms.
MapameTp NpMHMMAET 3HaueHUs: wpa-personal, wpa-enterprise, plain-text)

WEP-2ac# set wg-bridge-upstrm eap-user client (client - Ms nonb3oBaTens, NCNONb3yeMoe Npu
aBTopu3auum Ha RADIUS-cepsepe)

WEP-2ac# set wg-bridge-upstrm eap-password clientspassword (clientspassword - napo/sb Nonb3oBaTens,
ncnosb3yemblid Npu asTopmnsaumm Ha RADIUS-cepsepe)

WEP-2ac# set wg-bridge-upstrm roam-threshold -85 (-85 - MYH/MaJIbHbIA YPOBEHb CUrHa1A OT TOYKM
AocTyna, Npu KOTOPOM MPOUCXOAUT NOAK/IHOHEHNE K TOUKE)

WEP-2ac# set wg-bridge-upstrm eap-method peap (peap - BbI60p NpoToKOa ayTeHTUhMKaumn. NMapameTp
NPYHMMaET 3Ha4yeHus: peap, tls)

WEP-2ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnosnb3yemsblil Ha Touke goctyna. Mo
yMO/4YaHuio - 1)

Mpy HEOBGXOAMMOCTU MOXHO NPON3BECTU HACTPOIKY MHTepdeiica "Downstream Interface”, BbicTynatouero B
KayecTBe TOYKM fOCTyna ANs NOAKNHUYEHUSA KIMEHTCKUX YCTPOWCTB.

5.6.6.2 Hacmpolka Downstream Interface

HacTtpoiika "Downstream Interface" ¢ wpa-personal

WEP-2ac# set wg-bridge-dwstrm ssid Client-ssid (Client-ssid - nms 6ecnpoBoaHOI ceTn, K KOTOPOW
Heo6X0AMMO NOAKNHUNTLCSA YCTPONCTBOM B PEXMME KNIMEHTA)

WEP-2ac# set wg-bridge-dwstrm wpa-personal-key 12345678 (12345678 - napo/ib 4/ NOAKNHOUYEHNS K
6ecnpoBoAHOl CeTH)

WEP-2ac# set wg-bridge-dwstrm security wpa-personal (wpa-personal - pexum wndpoBaHus. 415
co3gaHus SSID 6e3 pexuma wudpoBaHns Beegute - plain-text. MapameTp NpUHMMaET 3HaYEHUS: wpa-
personal, plain-text)

WEP-2ac# set wg-bridge-dwstrm ignore-broadcast-ssid off (off - Bbik/1toueHNE pexuma ckpbiToro SSID. s
BK/IHOYEHMSA peXuma BBeAMTeE - on)

WEP-2ac# set wg-bridge-dwstrm vlan-id 15 (15 - Homep VLAN, B KOTOpOM OyaeT nepefaBaTbCsl CETEBOIA
Tpaduk ANs gaHHON ToYkn gocTtyna. Mo ymonyaHuio - 1)

WEP-2ac# set wg-bridge-dwstrm status up (up - Bk1toueHne Downstream Interface. NS BbIK/IOUEHNS
BBeaguTe - down)

5.6.6.3 Hacmpotika WGB-ARP-Timeout

HacTpoiika WGB-ARP-Timeout

WOP-2ac# set wgbridge wgb-arp-timeout 5 (5 - Bpems X13HU 3anncu B ARP-Tabnvue pexrnma WGB.
MapameTp NpYHMMAET 3HavyeHne oT 1 40 1440 MUHYT. [10 yMOYaHNUIO — 5 MUHYT)
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5.6.7 Hactpolika Radar

Radar o6ecneunBaet c6op MAC-aapecoB Bcex Nosib3oBaTe/IbCKMX YCTPONCTB, Nonajatowmx B 30Hy AeCTBUA
TOYKKM JOCTyna, paboTatoLlein B pexmme Radar.

Mpwn BKIOYEHUN pexxnma active Touka JocTyna He MOXeT npefoctasnaTe yenyry Wi-Fi. B gaHHOM pexume
TOYKa [0CTyna BeCb pecypc BpeMeH! 3aHMaeT CKaHMPOBaHUEM Ha BCEX AOCTYMNHbIX KaHasiax.

Mpwn BKIOUEHUN pexxnma passive cepsuc Wi-Fi goctyneH. B faHHOM pexunme CKkaHMpoBaHue Nponucxoant
TO/IbKO Ha pabouunx kaHanax, Kotopble HacTpoeHbl Ha Radio1/2, nepekoueHns Ha Apyrue kaHasbl He
NMPOUCXOANT.

HacTtpoiika Radar

WEP-2ac# set radar radar-service up (up - ctatyc pexuma Radar. Mo ymonyaHuo - down)

WEP-2ac# set radar radar-service-url http://<host>:<port>/ (http://<host>:<port>/ - URL konnektopa cbopa
MAC-agpecoB. MOXeT 6bITb 3aaH Yepe3 NpoTokos MQTT - mqtt://<host>:<port>/)

WEP-2ac# set radar mqtt-username username (username - UMl nosib3oBatens. Mo ymonyaHuio -
username)

WEP-2ac# set radar mqtt-password password (password - naposib. 1o ymonuaHuio - password)

WEP-2ac# set radar mqtt-topic eltex-radar (eltex-radar - kKaHan oTnNpaBkM 1 NONYYEHNS COOBLLEHWI MeXay
ycTpolictBamu. Mo ymonyaxuio - eltex-radar)

WEP-2ac# set radar radar-mode passive (passive - pexum naccuBHoro céopa MAC-agpecos. o
yMoOn4aHuio - active)

WEP-2ac# set radar scan-interface wlan_2g (wlan_2g - nepeyeHb nHTepeiicoB, Ha KOTOPbIX 3anyLLeH
pexum Radar. MNapameTp npuHumaeT 3HaveHus: wlan_2g/wlan_5g/all. Mo ymonyaHuto - all)

WEP-2ac# set radar send-interval 1 (1 - nHTEpBas OTNPaBKN AaHHbIX HA KO//1eKTop. MNapameTp npuHuMmaeT
3HayeHune ot 1 40 3600. 10 ymonyaHuto - 5)

WEP-2ac# set radar list-size 255 (255 - pasmep 6ydoepa ansa HakonneHms 3anmceii o0 MAC-agpecax
KNMeHToB. MNapameTp NnpuHMMaeT 3HayeHue oT 255 A0 65535. 1o ymonyaHuio - 1000)

WEP-2ac# set radar mgmt-probe on (on - nosnyyYeHne nHpopmaymm oT NakeToB probe request. Mo
YMOJIY@HWUIO — on)

WEP-2ac# set radar mgmt-assoc off (off - nonyueHme nHgopmaumm oT nakeToB assoc/disassoc, auth/deauth.
Mo ymonuaxuio - off)

WEP-2ac# set radar data off (off - nonyuyeHne nHopmauum 13 NoNb3oBaTeLCKOro Tpaguka B agupe. Mo
ymonuyaxuio - off)

WEP-2ac# set radar scan-channel-timeout 100 (100 - BpeMsl Ha CKaHMpoBaHWe 0A4HOro KaHana. Mapametp
NpYHMMaeT 3HavyeHne oT 100 10 60000. 1o ymonyaHuto - 200)

WEP-2ac# set radar scan-channel-2g 1 (1 - kaHan ANs cKaHUPoOBaHWs B AmManasoHe 2.4 Ty, ecnn 0, TO
CKaHUPYHTCA BCe JOCTYMHble KaHasbl. [10 ymonyaHuio - 0)

WEP-2ac# set radar scan-channel-5g 36 (36 - kaHa/1 AN CKaHMpPOBaHWA B Anana3oHe 5T, ecnu 0, TO
CKaHUPYHTCA BCe AOCTYMHble KaHasbl. [10 ymonyaHuio - 0)

WEP-2ac# set radar scan-channel-list-2g "1 2 3" ("1 2 3" - CrMCOK KaHa/10B A1 CKaHMPOBaHNA B
AvanasoHe 2.4 Ty, MapameTp npuHUMaeT 3HavyeHue ot 1 40 13. 15 paboTbl cnucka Heo6xo4MMOo, YTOObI
napameTp scan-channel-2g 66111 paBeH 0)

WEP-2ac# set radar scan-channel-list-5g ""36 40 44" ("'36 40 44" - CNNCOK KaHas10B A/19 CKaHNPOBaHWs B
AvanasoHe 5 Ty, MapameTp npMHUMaeT 3HavyeHue ot 36 A0 165. 115 paboTbl cnucka Heo6xXo4MMO, YTOObI
napameTp scan-channel-5g 6b1/1 paBeH 0)

WEP-2ac# set radar scan-min-signal -65 (-65 - MUH/Ma IbHbIA NOPOr ypoBHA RSSI. Mo ymonyaHuto - 0)

150



PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

5.6.8 CucTtemHble HaCTPOWKM

5.6.8.1 O6HosneHue MO ycmpolicmsa

© He oTtknoyaiiTe NUTaHMe yCTPOICTBA U HE BbIMNOMHANTE nepesarpysky ycTpolicTea B npoLecce
o6HoBneHusa MNo.

[na o6HoBneHns MO no npotokony TFTP 3arpy3ute Ha TFTP-cepsep thaiin npoLmBku
WEP-2ac-1.22.X.X.tar.gz v BbINO/IHUTE KOMaHAy:

OGHoBneHue MO Toukn goctyna no TFTP

WEP-2ac# firmware-upgrade tftp://<IP-agpec tftp-cepBepa>/<HasBaHue cpavina NO> (npumep: firmware-
upgrade tftp://192.168.1.100/ WEP-2ac-1.22.X.X.tar.gz

[ns o6HoBNeHusa MO no npotokony HTTP 3arpy3ute Ha HTTP-cepep ¢haiin NnpoLumBKm
WEP-2ac-1.22.X.X.tar.gz v BbINO/IHUTE KOMaHAbI:

OGHoBneHue MO Touku goctyna no HTTP

WEP-2ac# set firmware-upgrade upgrade-url http://<IP-agpec http-cepBepa>:[nopT]/<HasBaHue charina
MO> (npumep: set firmware-upgrade upgrade-url http://192.168.1.100:8080/WEP-2ac-1.22.X.X.tar.gz)
WEP-2ac# set firmware-upgrade start yes (komaHga An1s Hadana o6HoBneHus MO)

MepekntovyeHue Ha pe3epBHYI0 Bepcutio MO Toukn goctyna

WEP-2ac# firmware-switch

5.6.8.2 YnpasneHue KoHgpuzypayuel ycmpolicmsa

C6poc KoHdmrypauum yctpoiictea B aethonTHoe cCOCTossHNE

WEP-2ac# factory-reset

Ckauatb KOHhUrypaunoHHbliii ¢paiin yctponctea Ha TFTP-cepBep

WEP-2ac# config download tftp://<IP-agpec tftp-cepBepa>/<HasBaHue cpanna>.xml (npumep: config
download tftp://192.168.1.100/WEP-2ac.xml)

3arpy3suTtb KOH(UrypaumoHHsblii thaiin Ha ycTpoiicTBO c tftp cepsepa

WEP-2ac# config upload tftp://<IP-agpec tftp-cepBepa>/<HasBaHue chainna>.xml (npumep: config upload
tftp://192.168.1.100/WEP-2ac.xml)
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5.6.8.3 lepesazpy3ka ycmpolicmsa

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-2ac# reboot

5.6.8.4 Hacmpolika pexuma aymeHmugukayuu

HacTtpoiika ayTeHTUhukauum uyepes RADIUS

WEP-2ac# set authentication radius-auth-status on (on - Bk/ltoueHne ayteHTudmkaumm Yepes RADIUS.
MapameTp npuHUMaeT 3HayeHus: on, off. o ymonyaHuio - off)

WEP-2ac# set authentication radius-auth-address <IP-agpec RADIUS-cepBepa> (npumep: set
authentication radius-auth-address 192.168.1.1)

WEP-2ac# set authentication radius-auth-port <nopt RADIUS-cepBepa> (npumep: set authentication radius-
auth-port 1234. Mo ymonyaHuio - 1812)

WEP-2ac# set authentication radius-auth-password <kntou gna RADIUS-cepBepa> (npumep: set
authentication radius-auth-password secret. 1o ymonyaHuio - password)

O AyTeHTUPULMPOBaTL MOXHO TOMBLKO MOMb30BATENSA C UMEHEM, 3a/laHHbIM B get system username
(Mo ymonuaHuto — admin).
B cnyuae, ecnu RADIUS-cepBep OKaXXeTCsl HeAOCTYNEH, ayTEHTU(UKALUMA NPOAAET NO /IOKa/IbHOM
YUETHO 3anuncu.

5.6.8.5 Hacmpolika 0ambl U BpEMEHU

KoMaHAbl AN HACTPOIiIKM CUXPOHU3aL MU BpeMeHu ¢ cepBepom NTP

WEP-2ac# set ntp status up (up - Bk/lto4eHME CUHXPOHU3aUuKn BpemeHun ¢ NTP-cepeepom. MNapameTp
NpUHUMaeT 3HavyeHusA: down, up. 10 ymMon4aHu1Io - up)

WEP-2ac# set ntp server 192.168.1.100 (192.168.1.100 - IP-aipec ocHOBHOro NTP-cepBepa)

WEP-2ac# set ntp alternative-server ntpl.stratum2.ru (ntpl.stratum2.ru - JOMeHHOE MMSA pe3epPBHOro
NTP-cepBepa-1)

WEP-2ac# set ntp alternative-server2 192.168.1.102 (192.168.1.102 - |IP-agpec pe3epBHoro NTP-cepsepa-2)
WEP-2ac# set ntp interval 3600 (3600 - 3HaYeHWe napamMeTpa ynpasneHnsa nepmuogom CUMHXpPOHU3aunn B
cekyHpax. NapamMeTp NnpuHUMaeT 3Ha4eHus: 1-86400. 1o ymoyaHuio - 3600)

WEP-2ac# set system time-zone 'Russian Fed. Zone 6 (Novosibirsk; Krasnoyarsk)' (Russian Fed. Zone 6
(Novosibirsk; Krasnoyarsk) - ycTaHOBKa TailM-30HbI. [10 ymonyaHuto - 'Russia (Moscow)')

152



PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

5.6.8.6 Hacmpotika omnpasku SNMP-mparos

HacTtpoiika oTnpaBku SNMP-TpanoBs

WEP-2ac# set snmp source-status up (up - BK/ito4eHne npuHATMS SNMP-3anpocoB TO/TbKO C YKa3aHHbIX B
napameTpe snmp source agpecos. NapameTp NPUHMMAET 3Ha4YeHus: down, up. Mo ymonyaHuto - down)
WEP-2ac# set snmp source 192.168.1.100 (192.168.1.100 - IP-apec X0CTa, OT KOTOPOro pa3peLLueHo
npvHMMaTb SNMP-3anpochl)

WEP-2ac# add traphost host 192.168.1.100 community public host-type ipv4 trap_version snmpV2
(HacTpolika oTnpaBkM SNMP-TpanoB Bepcun snmpV2, Ha XOCT ipv4 C ip-agpecom 192.168.1.100, 415
rpynno! public)

5.6.9 HacTtpoiika cepuca APB

KomaHgb! AN HacTpoiiku cepBuca APB

WEP-2act set captive-portal mode up (up - aKTBMpOBaTb NOAK/IOHYEHNE K cepBucy APB. MapameTp
NPUHUMaET 3HaYeHus: up, down. Mo ymMon4aHu1Io - up)

WEP-2ac# set captive-portal roaming-service-url ws://<Aapec cepBuca APB>:8090/apb/broadcast
(Npumep: set captive-portal roaming-service-url ws://192.168.1.100:8090/apb/broadcast)

WEP-2ac# get captive-portal apb-operation-status (komaHga A1 BbiBoga cTaryca cepsuca APB:
connected, not_connected nnun not_running)
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5.6.10 MOHUTOPUHT

5.6.10.1 Wi-Fi kKnueHmsi

WEP-2ac# get association detail

Property

interface
station
authenticated
associated
authorized
ip-address
hostname
fw-version
board-type
rx-packets
tx-packets
rx-bytes
tx-bytes
tx-rate

rx-rate
tx-actual-rate
rx-actual-rate
tx-modulation
rx-modulation
listen-interval
last-rssi
last-snr

noise
tx-link-quality
tx-rate-quality
tx-link-capacity
tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
client-qos-enabled
bw-1limit-up
bw-11imit-down
acl-type-up
acl-up
acl-type-down
acl-down
policy-up
policy-down

ts-violate-rx-packets
ts-violate-tx-packets

uptime

identity

domain
supported-channels
using-802.11r
using-802.11k

mode

wlan@vapl
62:3b:f9:4d:ac:27
Yes

Yes

Yes

10.24.80.74

HUAWEI_P40_Pro-8lafe9c34a

318
293
64360
158746
156
156

0

0

VHT LDPC MCS8 NSS2 20MHz
VHT LDPC MCS8 NSS2 20MHz

10

-48

44 dB
-92 dBm
100%
100%
100% (not changed)
0

0

0

0
Disabled
0

0

None

None

00:00:00
tutu

enterprise.service.root
36-64,132-140,149-165

No
No
802.11ac
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aid

ps—-mode

vlan-id

auth-mode
encryption
eltex-serial-number
assoc-duration
auth-duration
dhcp-start-duration
dhcp-end-duration
count-dhcp-dis
count-dhcp-off
count-dhcp-req
count-dhcp-ack

1

0

10

WPA2
AES-CCMP

0.001337
2.525727
0.000000
0.019971
0

<)
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5.6.10.2 WHpopmayusi 06 ycmpolicmse

WEP-2ac# get system detail

Property Value

username admin

model Eltex WEP-2ac

version 1.22.X.X

altversion 1.22.X.X

build-year 2021

build-date 2021.03.18 13:42 +07
loader-version 1.22.X.X

platform bcm947452acnrm

uptime 0 days, 0 hours, 5 minutes
system-time Tue Apr 27 2021 06:02:52 MST
time-zone Russia (Moscow)

enable-dst of f

dst-start March.Second.Sunday/02:00
dst-end November.First.Sunday/02:00
dst-offset 60

country RU

country-mode on

full-isolation on

tunneling-over-wds of f

force-allow-eth of f

power-source

nmode-supported Y

forty-mhz-supported-g Y

forty-mhz-supported-a Y

eighty-mhz-supported-a Y

base-mac e8:28:¢cl:cl:27:60
base-mac-status on

serial-number WP12034181
country-code-is-configurable on

system—-name
system-contact
system-location
band-plan
lastboot

wpa-personal-key-min-complexity-support
wpa-personal-key-min-character-class

wpa-personal-key-min-length
wpa-personal-key-max-length

wpa-personal-key-different-from-current

password-min-complexity-support
password-min-character-class
password-min-length
password-max-length
password-aging-support
password-aging-time
password-different-from-current

adminecexample.com
Default

success
off

3

8

63

no

off

64

off
180
yes
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5.6.10.3 Cemesasi uHhopmayusi

WEP-2ac# get management detail

Property Value

vlan-id 1

mtu 1500
interface brtrunk
tunnel-ip

static-ip 192.168.1.10
static-mask 255.255.255.0
ip 100.110.0.242
mask 255.255.254.0
mac E8:28:C1:C1:27:60
ap-location eltex.root

dhcp-status up
static-ipv6 H
static-ipv6-mask

ipv6e

ipv6e-mask

sw-ratelimit-enable up
sw-ratelimit-timer 100
ucast-prom-ratelimit 150000
ucast-sw-ratelimit-mode auto
ucast-sw-ratelimit 120000
ucast-sw-gre-ratelimit 10500
mcast-sw-ratelimit 10000
bcast-sw-ratelimit 1000
arp-req-sw-ratelimit 500
vlan-lock up
ipve-status down
ipv6-autoconfig-status down

static-ipv6 :
static-ipv6e-prefix-length 0
static-ipv6-addr-status
dhcp6-status up
autoconfig-link-local
autoconfig-ipv6-global-all

WEP-2ac# get ip-route

destination 0.0.0.0

mask 0.0.0.0
gateway 100.110.0.1
table 254
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WEP-2ac# get ntp detail

Property Value

status up

server 100.110.1.253
alternative-server 100.110.0.22
alternative-server2 O.ru.pool.ntp.org
dhcp_server 100.110.1.252

dhcp_alt_server
dhcp_alt_server2
manual-daily-drift-secs 0
interval 3600
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5.6.10.4 bBbecnposooHbie uHmepgelcsl

WEP-2ac# get radio wlan0 detail

Property Value
status up
description IEEE 802.11a
static-mac

channel-policy best
channel-update 1440
mode a-n-ac
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 36
channel 56
tx-power-dbm 19
tx-power-dbm-max 19
tx-power-dbm-min 1
tx-power-output 0.00
tx-chain 3
beacon-interval 100
rts-threshold 2347
fragmentation-threshold 2346
arp-suppression on
ap-detection on
limit-channels 36 40 44 48 52 56 60 64
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
short-guard-interval-supported no
stbc-mode auto
ldpc-mode auto
dhcp-snooping-mode ignore
dhcp-option-82-string

coex-mode on
vlan-Tlist

wme on
wme-noack off
wme-apsd on
rate-limit-enable off
rate-limit 50
rate-limit-burst 75
stp-block-enable on
wlan-util 8
num-stations 0
wds-status down
fixed-multicast-rate auto
fixed-tx-modulation auto
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max-stations 200
dtim-period 2
reinit-period 0
scheduler-profile-name

operational-mode up
scheduler-operational-mode

vht-mode on
vht-features of f
rsdb-mode

frame-burst of f
spectrum-analyser-start
spectrum-analyser-status Not ready
spectrum-analyser-results Not ready

rrm-block-tpc
rrm-block-dca

ampdu up
amsdu up
olpc-cal-period 300
olpc-channel yes

WEP-2ac# get radio wlan1l detail

Property Value
status up
description IEEE 802.11g
static-mac

channel-policy best
channel-update 1440
mode bg-n
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 6
channel 11
tx-power-dbm 16
tx-power-dbm-max 16
tx-power-dbm-min 5
tx-power-output 15.25
tx-chain 3
beacon-interval 100
rts-threshold 1025
fragmentation-threshold 1024
arp-suppression on
ap-detection on
limit-channels 1611
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
short-guard-interval-supported no
stbc-mode auto
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ldpc-mode auto
dhcp-snooping-mode ignore
dhcp-option-82-string

coex-mode on
vlan-Tlist

wme on
wme-noack off
wme-apsd on
rate-limit-enable off
rate-limit 50
rate-limit-burst 75
stp-block-enable on
wlan-util 88
num-stations 0
wds-status down
fixed-multicast-rate auto
fixed-tx-modulation auto
max-stations 200
dtim-period 2
reinit-period 0
scheduler-profile-name
operational-mode up
scheduler-operational-mode

vht-mode

vht-features off
rsdb-mode

frame-burst off
spectrum-analyser-start
spectrum-analyser-status Not ready
spectrum-analyser-results Not ready

rrm-block-tpc
rrm-block-dca

ampdu up
amsdu down
olpc-cal-period 300
olpc-channel no
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5.6.10.5 WDS

WEP-2ac# get interface wlanOwdsO0 detail

Property Value

type wds

status up

description Wireless Distribution System - Link 1
mac E8:28:C1:C1:27:60
ip

mask

static-ip

static-mask

rx-bytes 8235818
rx-packets 38800

rx-errors 0

tx-bytes 172159433
tx-packets 263429

tx-errors

tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
ts-vo-rx-packets
ts-vo-tx-packets
ts-vo-rx-bytes
ts-vo-tx-bytes
ts-vi-rx-packets
ts-vi-tx-packets
ts-vi-rx-bytes
ts-vi-tx-bytes
ts-be-rx-packets
ts-be-tx-packets
ts-be-rx-bytes
ts-be-tx-bytes
ts-bk-rx-packets
ts-bk-tx-packets
ts-bk-rx-bytes
ts-bk-tx-bytes
priority 128
port-isolation
auto-negotiation

speed

duplex

link-status

link-uptime

intf-speed

duplex-mode
green-ethernet-mode

[ol ool ol oMol o oMol oMol ololMol ol oMol oMoMolNol

ssid

bss

security

wep-key-ascii no
wep-key-length 104

wep-default-key

162



wep-key-mapping-length
vlan-interface
vlan-id

radio

remote-mac
remote-rssi

wep-key
operational-status
wds-link-uptime
wds-ssid
wds-security-policy
wds-wpa-psk-key

wlan0
A8:F9:4B:B7:8B:C0O
-16

up

00:00:46

WDS
wpa-personal
12345678
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5.6.10.6 WGB

WEP-2ac# get wgbridge detail

wgbridge-mode up
radio wlan0
debug

WEP-2ac# get wg-bridge-upstrm detail

Property Value

ssid AP-ss1id
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wpa-allowed off
wpa2-allowed on
upstream-bss-id

vlan-id 1
connection-status Associated to AP a8:f9:4b:b7:8b:c0
rx-bytes 8337952
rx-packets 50212
rx-errors 0

tx-bytes 306207
tx-packets 913
tx-errors 0

iface wlanQupstrm
eap-user

eap-method peap

debug

cert-present no
cert-exp-date Not Present
mfp mfp-not-reqd
roam-threshold -75
roam-delta 10

WEP-2ac# get wg-bridge-dwstrm detail

Property Value

ssid Client-ssid
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wep-key-mapping-length

status up
ignore-broadcast-ssid off

open-system-authentication on
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shared-key-authentication
wpa-cipher-tkip
wpa-cipher-ccmp
wpa-allowed

wpa2-allowed
broadcast-key-refresh-rate
vlan-id

rx-bytes

rx-packets

rx-errors

tx-bytes

tx-packets

tx-errors

iface

mfp

off
on
on
on
on

6522
40

8439

34

(0]
wlan@dwstrm
mfp-not-reqd
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5.6.10.7 Cluster

WEP-2ac# get cluster detail

Property Value
clustered 1
location floor-2
cluster-name test
ipversion ipv4
member-count 2
clustering-allowed true
compat WEP-2ac
operational-mode 1
cluster-ipaddr 192.168.0.222
priority 255
reauth-timeout 300
secure-mode 1
pass-set 1
secure-mode-status Enabled
trace-debug 0

WEP-2ac# get cluster-member detail

Property Value

mac A8:F9:4B:B7:8B:C0O
ip 192.168.0.58
compat WEP-2ac

location floor-1

uptime 120

is-dominant true

priority 0
firmware-version 1.22.X.X

cluster-controller no

Property Value

mac E8:28:C1:C1:27:60
ip 192.168.0.135
compat WEP-2ac

location floor-2

uptime 124

is-dominant false

priority 255
firmware-version 1.22.X.X

cluster-controller yes
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WEP-2ac# get cluster-fw-member detail

Property Value
upgrade
upgrade-url tftp://192.168.1.7/WEP-2ac-1.22.X.X.tar.gz

upgrade-method selective
upgrade-status Completed

upgrade-members 192.168.0.58

WEP-2ac# get cluster-fw-member

ip mac fw-download-status

192.168.0.58 A8:F9:4B:B7:8B:CO Success
192.168.0.135 E8:28:C1:C1:27:60 None
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5.6.10.8 XKypHas cobbimul

WEP-2ac# get log-entry

Property Value

number 1
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Station 62:3b:f9:4d:ac:27 associated, time = 0.001337

Property Value

number 2
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message station: 62:3b:f9:4d:ac:27 associated rssi -49(-49)

Property Value

number 3
priority dinfo
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message STA 62:3b:f9:4d:ac:27 associated with BSSID e8:28:cl:cl:27:61

Property Value

number 4
priority dinfo
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Assoc request from 62:3b:f9:4d:ac:27 BSSID e8:28:cl:cl:27:61 SSID Test_Enterprise
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5.6.10.9 CkaHuposaHue aghupa

CkaHupoBaHue achupa npegocTaBnseT MHPopMaLuo 060 Bcex 6ecnpoBOAHbIX TOUKaxX JOCTYNa, KOTopble

YCTPOMCTBO AETEKTUPYET BOKPYr cebs.

WEP-2ac# get detected-ap

privacy

On
off
off
off
On
off

i-0TT-ent-06
i-0TT-06-portal
i-200

(Non Broadcasting)
RT-WiFi-5278
GPB_Free
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channel

signal

-61
-61
-45
-56
-61
-53

169



PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

5.6.10.10 CnekmpoaHasiu3zamop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
CnekTpoaHanM3aTop CKaHupyeT KaHaslbl yka3aHHble B napametpe limit-channels B HacTpoiikax
paavouHTepdeica. Pe3ynsrar BbIBOAUTCSA B MPOLIEHTAX.

© nMocne 3anycka ckaHMPOBAHUSA [/151 NOJTyHEHUS PE3y/ILTATOB HEO6XOAVMO MOAOXK/AATb HECKO/IbKO
MUHYT. Ha BpemMsi CKaHMpOBaHWUSA y NOAK/MHOYEHHbIX KIMEHTOB ByaeT Habnogartbca npepbiBaHne
paboTbl CEPBUCOB.

WEP-2act set radio all spectrum-analyser-start yes (3anyck cnekrpoaHasimsaropa Ha Bcex
paavouHTepdeicax ogHOBpeMeHHO. [1ns 3anycka cnekrpoaHannsaropa Ha KOHKPETHOM
pagnovHTepdelice BmecTo all BBeanTe Ha3BaHne nHTepdelica: wlano0 - Radiol, wlanl - Radio2)

WEP-2ac# get radio all spectrum-analyser-results (BbIBOg, pe3ynsrara padoTbl CnekTpoaHannsaropa)

Property Value
name wlano
spectrum-analyser-results

36: 52 | KXXKKKKKKKKK

40: 52 | KXXKKKKKKKKK

44 15 | *xxx

48: 13 | **xx

52: 9 | *x

56: 4 | *

60: 5 | *x

64: 10 | **xx*

Optimal 20MHz channel: 56
Optimal 40MHz channel: 521
Optimal 80MHz channel: 56/80

Property Value
name wlanl
spectrum-analyser-results
1: 92 | khkkkkhkkhkhkhkkhkkhkkkkkkx
6: 84 | khkkkkhkkkkhkkhkkhkkkkx
11: 88 | ke ok K ok ok ok ok ok ok ok ok ok ok ok ok ok k ok

Optimal 20MHz channel: 11
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PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

6 MpunoxeHne. CNNCOK OCHOBHbIX K/TACCOB W NO/K/IAcCOB KOMaH/

Knacc

debug

OTnagoyHoble

KoMaHApl

system

HacTpoiiku
CUCTEMBI

Mopgknacc

level

timestamp

klevel

password

model

version

platform

DYyHKUUSA

YpoBeHb
OoTNaf0o4HOM
NHhopmaummn

[o6aBuTb MeTKY
BpPEMEHMU K
oTNaf04HOM
nHchopmaLmm

YpoBeHb
OT/1af104HOM
WHhopmaumn sapa

Maponb goctyna K
nosb30BaTEeNbCKOMY
web-nHTepgeiicy n
CLI

Mogenb ycTpoiicTea

Bepcua MO

AnnapartHas
nnarcopma

Bo3moxHble CuHTaKcuc

KOMaHAbl

get, set get debug level
set debug level
<value>

get, set get debug
timestamp
set debug
timestamp
<value>

get, set get debug klevel
set debug klevel
<value>

set set system
password <value>

get get system model

get get system
version

get get system
platform

Mpumepsbl

WEP-2ac# get
debug level

0

WEP-2ac# get
debug timestamp

WEP-2ac# set
debug klevel 1

WEP-2ac# get
debug klevel 1

WEP-2ac# set
system password
password

WEP-2ac# get
system model

Eltex WEP-2ac

WEP-2ac# get
system version

1.14.0.89
WEP-2ac# get
system platform

bcm953012er
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Knacc Mopgknacc

encrypted-
password

uptime

system-time

time-zone

enable-dst

DYHKUNA

3awmndpoBaHHbIi
naposnb

Bpems paboThbl
CUCTEMbI C MOMEHTa
3arpysku

TekyLLee Bpems

CUCTEMDI

YacoBoli nosic

BknounTb nepexop,
Ha /ieTHee Bpems

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get

get

get, set

get, set

CuHTaKkcuc

get system
encrypted-
password

set system
encrypted-
password <value>

get system
uptime

get system
system-time

get system time-
zone

set system time-
zone <value>

get system
enable-dst

set system
enable-dst
<value>

Mpumepsbl

WEP-2ac# set
system
encrypted-
password
"$1$G6G6G6G6SDNh3
9pxWqgjp3nBRrBPBL
701"

WEP-2ac#

WEP-2ac# get
system
encrypted-
password$1$G6G6G
6G6$Dh39pxWqgjp3n
BRrBPBL701

WEP-2ac# get
system uptime

6 days, 17
hours, 25
minutes

WEP-2ac# get
system system-
time

Thu May 31 2018
06:59:46 MST

WEP-2ac# set
system time-zone
"Russia
(Moscow)"

WEP-2ac# get
system time-zone

Russia (Moscow)

WEP-2ac#
WEP-2ac# set
system enable-

dst on

WEP-2ac# get
system enable-
dst

on
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Knacc Mopgknacc DYHKUNA

summer-time

dst-start Bpewms nepexoga Ha
neTHee BpemA

dst-end Bpemsa nepexopa Ha
3MMHee Bpems

dst-offset

reboot MNepe3arpy3uTb
TOUKy focTyna

country CtpaHa

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get, set

set

get, set

CuHTaKkcuc

get system
summer-time

set system
summer-time
<value>

get system dst-
start

set system dst-
start <value>

get system dst-
end

set system dst-
end <value>

get system dst-
offset

set system dst-
offset <value>

set system
reboot

get system
country

set system
country <value>

Mpumepsbl

WEP-2ac# set
system summer-
time enabled

WEP-2ac# get
system summer-
time

enabled

WEP-2ac# set
system dst-start
"March.Second.Su
nday/02:00"

WEP-2ac# get
system dst-start

March.Second.Sun
day/02:00

WEP-2ac# set
system dst-start
"November.First.
Sunday/02:00"

WEP-2ac# get
system dst-end

November.First.S
unday/02:00

WEP-2ac# set
system dst-
offset 60

WEP-2ac# get
system dst-
offset

60

WEP-2ac# set
system reboot

WEP-2ac# set
system country
RU

WEP-2ac# get
system country
RU
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Knacc Mopgknacc

country-
mode

full-
isolation

nmode-
supported

forty-mhz-
supported

base-mac

serial-
number

DYHKUNA

Bo3MOXHbIe
3HaueHus: on, off

MNonHasa nsonaums.
Bo3moxHble
3HayeHus: on —
PYHKUNA aKTUBHA,
off — doyHKUMSA
HeakTVBHa

Mogaepxka
craHpapra IEEE
802.11n.
Bo3moXxHble
3HayeHuns: Y —

nogaepxusaet, N —

He noAaepXuBaet

Moanepxka nonocsl

nponyckaHus
WwrpuHoin 40 Ml'y, B
5Ty gnanasoHe

CepwiiHblli HOMep
n3genus

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble

KoOMaHAbl

get, set

get, set

get

get

get, set

get, set

CuHTaKkcuc

get system
country-mode

set system
country-mode
<value>

get system full-
isolation

set system full-
isolation
<value>

get system
nmode-supported

get system
forty-mhz-
supported

get system base-
mac

set system base-
mac <value>

get system base-
mac

set system base-
mac <value>

Mpumepsbl

WEP-2ac# set
system country-
mode off

WEP-2ac# get
system country-
mode

off

WEP-2ac# set
system full-
isolation off

WEP-2ac# get
system full-
isolation
off

WEP-2ac# get
system nmode-
supported

Y

WEP-2ac# set
system base-mac
"a8:f9:4b:b0:21:
60"

WEP-2ac# get
system base-mac
a8:f9:4b:b0:21:6
(0]

WEP-2ac# set
system serial-
number
WPO1000167

WEP-2ac# get
system serial-
number
WP01000167
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Knacc

host

HacTpoiiku xocTa

Mopgknacc

country-
code-1is-
configurabl
e

system—name

system-
contact

system-
location

id

dns-1

dns-2

domain

DYHKUNA

HacTpoiika koga
CTpaHbl.
Bo3moXHble
3Ha4yeHus: on —
OYHKUMS aKTUBHA,
off — cpyHkLMA
HeakTVBHa.

mMs cuctemsl

KOHTaKTbl CUCTEMbI

MecTononoxeHune
cucTeMsbl

ID xocTa

IP-agpec DNS-
cepsepa (1)

IP-agpec DNS-
cepsepa (2)

ima gomeHa

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get, set

get, set

get

get

get

CuHTaKkcuc

get system
country-code-is-
configurable

set system
country-code-is-
configurable
<value>

get system
system—-name

set system
system—-name
<value>

get system
system-contact

set system
system-contact
<value>

get system
system-location

set system
system-location
<value>

get host id

set host 1d
<value>

get host dns-1

get host dns-2

get host domain

Mpumepsbl

WEP-2ac# set
system country-
code-is-
configurable on

WEP-2ac# get
system country-
code-is-
configurable

on

WEP-2ac# set
system system-
name "WEP-2ac"

WEP-2ac# get
system system-
name

WEP-2ac

WEP-2ac# get
system system-
location
Default

WEP-2ac# set
host -id
"WEP-2ac"

WEP-2ac# get
host -id
WEP-2ac

WEP-2ac# get
host dns-1
172.16.0.250

WEP-2ac# get
host dns-2
172.16.0.100

WEP-2ac# get
host domain
eltex.loc
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Knacc

config

HacTpoiiku
KOHdourypaumuu

Mopgknacc

static-
dns-1

static-
dns-2

static-
domain

dns-via-
dhcp

startup

version

backup-
file-format

DYHKUNA

DNS-cepsep (1),
KOTOpbI byaeT
NCMosIb30BaH, ecnu
agpec He nony4yeH
no DHCP

DNS-cepsep (2),
KoTopbIi 6yaeT
MCNo/b30BaH, eC/n
afipec He nony4ex
no DHCP

Vima fomeHa,
ncnonb3yemoro,
ec/In He NnonyyeHo
nmMa gomMeHa no
DHCP

Monyuatb
napameTpbl DNS-
cepsepa no DHCP.
Bo3moxHble
3Ha4YeHus: up —
nony4yatb no DHCP,
down -
NCNosib30BaTb
cTaTunyeckme
napameTpsbl

HacTpolika Bo
BpEMS 3arpy3ku

Bepcus dhaiina
KOHdhmrypauymm

dopmar daiina
KOHdhurypaumm.
Bo3moxHble
3HaueHus: plain -
He3awndpoBaHHbIN,
encrypted -
3almnpoBaHHbIi

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MoxHble CuHTakcuc Mpumepsbl
KoOMaHAbl
get, set get host static- WEP-2ac# get
dns-1 host static-
dns-1
set host static-
dns-1 <value>
get, set get host static- WEP-2ac# get
dns-2 host static-
dns-1
set host static-
dns-2 <value>
get, set get host static- WEP-2ac# set
doma‘in host static-
domain
set host static- '"example.com"
domain <value> WEP-2ac# get
host static-
domain
example.com
get, set get host dns- WEP-2ac# set
via-dhcp host dns-via-
dhcp up
set host dns- WEP-2ac# get
via-dhcp <value> host dns-via-
dhcp
up
set set config
startup <value>
get get config WEP-2ac# get
version config version
1.02
get, set get config WEP-2ac# set
backup-file- config backup-
format file-format

set config
backup-file-
format <value>

plain

WEP-2ac# get
config backup-
file-format
plain
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Knacc

interface

HacTpoiiku
CeTeBoro
nHTepcpeiica

Mopgknacc

type

status

description

ip

DYHKUNA

Twvn ceTeBoro
nHTepdeiica

CocTosiHne
nHTepdeiica

OnucaHune
nHTepcpeiica

IP-agpec
nHTepdeiica

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get

add, get, set

get, set

add, get

CuHTaKkcuc

add 1interface
<interface_name>
type <value>

get 1interface
<interface_name>

type

add interface
<interface_name>
status <value>

get interface
<interface_name>
status

set interface
<interface_name>
status <value>

get 1interface
<interface_name>
description

set interface
<interface_name>
description
<value>

add interface
<interface_name>
ip <value>

get interface
<interface_name>

ip

Mpumepsbl

WEP-2ac# add
interface
wlanlvapl type
service-set

WEP-2ac# get
interface
wlanlvapl type
service-set

WEP-2ac# add
interface
wlanlvapl status

up

WEP-2ac# set
interface
wlanlvapl status
up

WEP-2ac# get
interface
wlanlvapl status

up

WEP-2ac# get
interface
wlanlvapl
description
"Wireless -
Virtual Access
Point 1 - Radio
2"

WEP-2ac# get
interface
wlanlvapl
description
Wireless -
Virtual Access
Point 1 - Radio
2

WEP-2ac# get
interface
wlanlvapl 1ip
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Knacc Mopgknacc

mask

static-ip

static-mask

rx-bytes

rx-packets

rx—errors

DYHKUNA

Macka ceTtun

Cratnueckuii IP-
apapec,
NCNOJb3YEMbIiA,
korga DHCP-cepsep
He aKTUBEH

Macka cetn,
ucrnosib3yemas,
korga DHCP-cepsep
He aKTMBEH

KonwnyectBo
MosTyYeHHbIX 6aiiToB

KonnyectBo
NOJTy4EHHbIX
naxkeToBs

KonnyectBo
NOSy4YEeHHbIX
NakeToB C
oLmbKamm

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get, set

add, get, set

add, get, set

get

get

get

CuHTaKkcuc

add 1interface
<interface_name>
mask <value>

get 1interface
<interface_name>
mask

set interface
<interface_name>
mask <value>

add interface
<interface_name>
static-ip

get interface
<interface_name>
static-ip

set interface
<interface_name>
static-ip
<value>

add interface
<interface_name>
static-mask

get 1interface
<interface_name>
static-mask

set interface
<interface_name>
static-mask
<value>

get interface
<interface_name>
rx-bytes

get interface
<interface_name>
rx-packets

get 1interface
<interface_name>
rx-errors

Mpumepsbl

WEP-2ac# get
interface
wlanlvapl mask

WEP-2ac# get
interface
wlanlvapl
static-ip

WEP-2ac# get
interface
wlanlvapl
static-mask

WEP-2ac# get
interface
wlanlvapl rx-
bytes

0]

WEP-2ac# get
interface
wlanlvapl rx-
packets

(0]

WEP-2ac# get
interface
wlanlvapl rx-
errors

0]
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Knacc

Mopgknacc

rx-drop

rx-fifo

rx-frame

rxX—

compressed

rxX-

multicast

tx-bytes

tx-packets

tx-errors

tx-fifo

DYHKUNA

KonnyectBo
NOJTy4EHHbIX
nakeTosB, KOTOpble
6b1/11 OTOPOLLIEHBI

KonnyectBo
NakeTos.,
nosly4eHHoe npu
nepenosiHeHUN

6ydepa

KonnuyectBo
NnakeTos,
NO/TYYEHHbIX C
OLIMGKOI Kagpa

Konnyectso
MOJTyYEHHbIX
CcXaTbIX NakeToB

KonwnyectBo
NOTYYEHHbIX
naketoB multicast

Konnuectso
OTMpPaB/IEHHbIX GalT

KonwnyectBo
OTnpaBeHHbIX
NakeToB

KonnyectBo
OTnpaBNeHHbIX
NakeToB C
oLImnmoKamm

KonwnyectBo
NakeTos,
OTnpaBneHHbIX Mpu
nepenosiHeHUN

6ydhepa

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get

get

get

get

get

get

get

get

get

CuHTaKkcuc

get interface
<interface_name>
rx-drop

get 1interface
<interface_name>
rx-fifo

get interface
<interface_name>
rx-frame

get 1interface
<interface_name>
rx-compressed

get interface
<interface_name>
rx-multicast

get 1interface
<interface_name>
tx-bytes

get interface
<interface_name>
tx-packets

get 1interface
<interface_name>
tx-errors

get interface
<interface_name>
tx-fifo

Mpumepsbl

WEP-2ac# get
interface
wlanlvapl rx-
fifo

0]

WEP-2ac# get
interface
wlanlvapl rx-
frame

0

WEP-2ac# get
interface
wlanlvapl rx-
compressed

(0]

WEP-2ac# get
interface
wlanlvapl rx-
multicast

0]

WEP-2ac# get
interface
wlanlvapl tx-
bytes

(0]

WEP-2ac# get
interface
wlanlvapl tx-
packets

0]

WEP-2ac# get
interface
wlanlvapl tx-
errors

(0]

WEP-2ac# get
interface
wlanlvapl tx-
fifo

0]
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Knacc

Mopgknacc

tx-colls

tx-carrier

tx-
compressed

tx-drop-
bytes

rx-drop-
bytes

tx-drop-
packets

rx-drop-
packets

stp

DYHKUNA

KonnyectBo
OTnpaBNeHHbIX
NakeToB C
KOIN3USMUN

Konnuectso
OTNpaB/IEHHbIX
MakeToB C
omMbKamm HecyLLEen

KonnyecTtso
OTnpaB/IeHHbIX
cXaTbIX NakeToB

KonnyectBo
OTOPOLLEHHbIX TX-
6anT

Konnuectso
OTOPOLLEHHbIX RX-
6aiiT

Konnuectso
OTOPOLLEHHbIX TX-
nakeToB

Konnuectso
OTOPOLLEHHBbIX RX-
nakeTos

Spanning Tree
Protocol

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get

get

get

get

get

get

get

add, get, set

CuHTaKkcuc

get interface
<interface_name>
tx-colls

get interface
<interface_name>
tx-carrier

get 1interface
<interface_name>
tx-compressed

get 1interface
<interface_name>
tx-drop-bytes

get interface
<interface_name>
rx-drop-bytes

get interface
<interface_name>
tx-drop-packets

get 1interface
<interface_name>
rx-drop-packets

add 1interface
<interface_name>
stp <value>

get 1interface
<interface_name>
stp

set interface
<interface_name>
stp <value>

Mpumepsbl

WEP-2ac# get
interface
wlanlvapl tx-
colls

WEP-2ac# get
interface
wlanlvapl tx-
carrier

WEP-2ac# get
interface
wlanlvapl tx-
compressed

WEP-2ac# get
interface
wlanlvapl tx-
drop-bytes

WEP-2ac# get
interface
wlanlvapl rx-
drop-bytes

WEP-2ac# get
interface

wlanlvapl tx-
drop-packets

WEP-2ac# get
interface

wlanlvapl rx-
drop-packets
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Knacc Mopgknacc

fd

hello

priority

port-
isolation

DYHKUNA

3afepxka oTnpaBku

WHTepan hello

[NpuopuTet mocTa

M3onauus
6ecnpoBOAHbIX
nopToB Apyr OT

Apyra

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get, set

add, get, set

add, get, set

add, get, set

CuHTaKkcuc

add 1interface
<interface_name>
fd <value>

get 1interface
<interface_name>
fd

set interface
<interface_name>
fd <value>

add interface
<interface_name>
hello <value>

get interface
<interface_name>
hello

set interface
<interface_name>
hello <value>

add interface
<interface_name>
priority <value>

get interface
<interface_name>
priority

set interface
<interface_name>
priority <value>

add interface
<interface_name>
port-isolation
<value>

get interface
<interface_name>
port-isolation

set interface
<interface_name>
port-isolation
<value>

Mpumepsbl
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Knacc Mopgknacc

ssid

bss

security

wpa-
personal-
key

DYHKUNA

Nmsa cetun

BSS, k KoTOpoMy
NpUHaANEXNT
nHTEpgeinc

Pexnm
6e3onacHoCcTn

MepcoHasbHbIl
knou WPA
(coBmecTHoe
NCMNOJIb30BaHME)

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get, set

add, get, set

add, get, set

add, set

CuHTaKkcuc

add 1interface
<interface_name>
ssid <value>

get 1interface
<interface_name>
ssid

set interface
<interface_name>
ssid <value>

add interface
<interface_name>
bss <value>

get interface
<interface_name>
bss

set interface
<interface_name>
bss <value>

add interface
<interface_name>
security <value>

get interface
<interface_name>
security

set interface
<interface_name>
security <value>

add interface
<interface_name>
wpa-personal-key
<value>

get interface
<interface_name>
wpa-personal-key

set interface
<interface_name>
wpa-personal-key
<value>

Mpumepsbl

WEP-2ac# get
interface
wlan@vapl ssid
___wepl2_15-105

WEP-2ac# get
interface

wlanlvapl bss
wlanlbssvapl

WEP-2ac# get
interface
wlanlvapl
security
plain-text
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PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Knacc Mopgknacc DYHKUNA Bo3MoxHble CuHTakcuc Mpumepsbl
KoOMaHAbl
wep-key- dopmart WEP- add, get, set  add -interface WEP-2ac# get
ascii Knoua: ascii unm hex <interface_name> -1interface
wep-key-ascii wlanlvapl wep-
<value> key-ascii
no

get interface
<interface_name>
wep-key-ascii

set interface
<interface_name>
wep-key-ascii

<value>
wep-key- OnvHa WEP-kntoua add, get, set  add -interface WEP-2ac# get
length <interface_name> dinterface
wep-key-length wlanlvapl wep-
<value> key-length
104
get interface
<interface_name>
wep-key-length
set interface
<interface_name>
wep-key-length
<value>
wep- WEP-ktoy, add, get, set add interface WEP-2ac# get
default-key MCNoO/b3yeMbIit ons <interface_name> -nterface
nepepa4m wep-key-length wlanlvapl wep-
<value> default-key
1

get interface
<interface_name>
wep-key-length

set interface
<interface_name>
wep-key-length
<value>

wep-key-1 WEP-kntou (1) add, set add interface
<interface_name>
wep-key-1
<value>

get 1interface
<interface_name>
wep-key-1

set interface
<interface_name>
wep-key-1
<value>
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PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Knacc Mopgknacc DYHKUNA Bo3moXXHble
KOMaHAbl

wep-key-2 WEP-knitou (2) add, get, set
wep-key-3 WEP-kntou (3) add, get, set
wep-key-4 WEP-kntou (4) add, get, set
wep-key- get
mapping-
length
multicast- Konwnyectso get
received- MoNy4YeHHbIX Kaapos
frame-count multicast

CuHTaKkcuc

add 1interface
<interface_name>
wep-key-2
<value>

get interface
<interface_name>
wep-key-2

set interface
<interface_name>
wep-key-2
<value>

add interface
<interface_name>
wep-key-3
<value>

get interface
<interface_name>
wep-key-3

set interface
<interface_name>
wep-key-3
<value>

add interface
<interface_name>
wep-key-4
<value>

get interface
<interface_name>
wep-key-4

set interface
<interface_name>
wep-key-4
<value>

get 1interface
<interface_name>
wep-key-mapping-
length

get interface
<interface_name>
multicast-
received-frame-
count

Mpumepsbl

WEP-2ac# get
interface
wlanlvapl wep-
key-mapping-
length

400

WEP-2ac# get
interface
wlanlvapl
multicast-
received-frame-
count
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Knacc Mopgknacc

vlan-id

radio

remote—-mac

wep-key

wds-ssid

DYHKUNA

ID, ucnosnb3yemblii B
Terax

PagnouHTepdeiic
ons WDS

MAC-agpec
KOHEYUHO TOUKU
coeguHeHuns WDS

WEP-kntou ana
coeguHeHus WDS

SSID WDS-
coefMHeHus

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get

add, get, set

add, get, set

add, get, set

add, get, set

CuHTaKkcuc

add 1interface
<interface_name>
vlan-id <value>

get 1interface
<interface_name>
vlan-id

add interface
<interface_name>
radio <value>

get 1interface
<interface_name>
radio

set interface
<interface_name>
radio <value>

add interface
<interface_name>
remote-mac
<value>

get 1interface
<interface_name>
remote-mac

set interface
<interface_name>
remote-mac
<value>

add interface
<interface_name>
wep-key <value>

get interface
<interface_name>
wep-key

set interface
<interface_name>
wep-key <value>

add interface
<interface_name>
wds-ssid <value>

get interface
<interface_name>
wds-ssid

set interface
<interface_name>
wds-ssid <value>

Mpumepsbl

WEP-2ac# get
interface
wlanlvapl vlan-
id

WEP-2ac# get
interface
wlanlvapl radio

WEP-2ac# get
interface
wlanlvapl
remote-mac

WEP-2ac# get
interface
wlanlvapl wep-
key

WEP-2ac# get
interface
wlanlvapl wds-
ssid
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Knacc

Mopgknacc

wds-
security-
policy

wds-wpa-
psk-key

interface

static-ip

static-mask

ip

DYHKUNA

Bo3MOXHble

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

CuHTaKkcuc

KoOMaHAbl

Monutuka
6e3onacHoOCTM ans
WDS-coeguHeHus

WPA PSK-kntou gns
WDS coegnHeHus

VHTepgoeiic get
yrnpaB/ieHus

Cratnueckuii IP-
aapec nHTepdelica
ynpasfeHus

get, set

CraTtnueckasi macka
nHTepdeiica
ynpaseHus

get, set

IP-agpec get
nHTepdgeiica
ynpaBfieHus

add, get, set

add, get, set

add 1interface
<interface_name>
wds-security-
policy <value>

get interface
<interface_name>
wds-security-
policy

set interface
<interface_name>
wds-security-
policy <value>

add interface
<interface_name>
wds-wpa-psk-key
<value>

get 1interface
<interface_name>
wds-wpa-psk-key

set interface
<interface_name>
wds-wpa-psk-key
<value>

get management
interface

get management
static-ip

set management
static-ip
<value>

get management
static-mask

set management
static-mask
<value>

get management
ip

Mpumepsbl

WEP-2ac# get
interface
wlanlvapl wds-
security-policy

WEP-2ac# get
interface
wlanlvapl wds-
wpa-psk-key

WEP-2ac# get
management
interface
brtrunk

WEP-2ac# set
management
static-1ip
"192.168.1.10"

WEP-2ac# get
management
static-ip

192.168.1.10

WEP-2ac# set
management
static-mask
"'255.255.255.0"

WEP-2ac# get
management
static-mask
255.255.255.0

WEP-2ac# get
management ip
192.168.15.105
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Knacc

vap

HacTpoiika
BMPTYa/TbHbIX
ToYek gocTyna

Mopgknacc

mask

mac

dhcp-status

radio

status

vlan-id

global-
radius

description

DYHKUNA

Macka IP-agpeca
nHTepdeiica
yrpas/ieHns

MAC-agpec
NHTepgeiica
ynpaBfeHus

BkntoueH nn DHCP
Ha MHTepdelice
yrnpaBeHus

PaanouHTepdeiic
BMPTYasIbHO TOUKM
joctyna

Craryc

VLAN ID

Mcnonb3oBaHue
rnob6asibHbIX
HacTpoek RADIUS

OnuncaHune
BUPTYaJIbHOW TOYKM
goctyna

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get

get

get

get, set

get, set

add, get, set

get, set

get, set

CuHTaKkcuc

get management
mask

get management
mac

get management
dhcp-status

get vap <vap>
radio

set vap <vap>
radio <value>

get vap <vap>
status

set vap <vap>
status <value>

add vap <vap>
vlan-id <value>

get vap <vap>
vlan-id

set vap <vap>
vlan-id <value>

get vap <vap>
global radius

set vap <vap>
global radius
<value>

get vap <vap>
description

set vap <vap>
description
<value>

Mpumepsbl

WEP-2ac# get
management mask
255.255.255.0

WEP-2ac# get
management mac
A8:F9:4B:B0:21:6
0

WEP-2ac# get
management dhcp-
status

up

WEP-2ac# get vap
vapl radio
radio

WEP-2ac# get vap
vapl status
status

WEP-2ac# get vap
vapl vlan-1id
vlan-id

WEP-2ac# get vap
vapl description
description

Virtual Access
Point 1

Virtual Access
Point 1 - Radio
2
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Knacc

Mopgknacc

gos-mode

def-bwmax-
up

def-bwmax-
down

def-
acltype-up

def-
acltype-
down

def-acl-up

def-acl-
down

DYHKUNA

Pexnm
aAMUHUCTPUPOBaHN
1 QoS

MakcumanbHasi
nponyckHas
CNOCO6BHOCTbL B
HanpasneHux
upstream no
YMOTYaHUIO
(0-4294967295)

MakcumasnbHasi
nponyckHas
CNOCOBHOCTbL B
HanpaeneHnm
downstream no
YMOTYaHWIO
(0-4294967295)

Tun ACL gns
NCXOAALLMNX
COeANHEHN No
ymosnuaHuto (none/
ipv4, Currently
Unsupported:ipv6/
mac)

Tun ACL gns
BXOASALLMX
COeIHEHWI No
ymon4aHuio (none/
ipv4, Currently
Unsupported:ipvé/
mac)

ACL ansa ncxogawmx
COeIHEHWI No
YMO/YaHM1Io

ACL ansa Bxogsawmx
COeIHEHWIA No
YMOJTHaHMIO

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get, set

get, set

get, set

get, set

CuHTaKkcuc

get vap <vap>
qos-mode

set vap <vap>
qos-mode <value>

get vap <vap>
def-bwmax-up

set vap <vap>
def-bwmax-up
<value>

get vap <vap>
def-bwmax-down

set vap <vap>
def-bwmax-down
<value>

get vap <vap>
def-acltype-up

set vap <vap>
def-acltype-up
<value>

get vap <vap>
def-acltype-down

set vap <vap>
def-acltype-down
<value>

get vap <vap>
def-acl-up

set vap <vap>
def-acl-up
<value>

get vap <vap>
def-acl-down

set vap <vap>
def-acl-down
<value>

Mpumepsbl

WEP-2ac# get vap
vapl gos-mode
qos—-mode

WEP-2ac# get vap
vapl def-bwmax-
up

def-bwmax-up

WEP-2ac# get vap
vapl def-bwmax-
down
def-bwmax-down

WEP-2ac# get vap
vapl def-
acltype-up
def-acltype-up
none

none
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Knacc

global-radius-
server

rnobasibHble
HaCTPOWKM
RADUIS-cepsepa

Mopgknacc

def-policy-
up

def-policy-
down

radius-
accounting

radius-ip

radius-1ip-
network

radius-key

DYHKUNA

Default Policy Up

Default Policy Down

AkTtnsaunsa RADIUS
Accounting

IP-agpec RADIUS-
cepsepa

IP-ceTb RADIUS-
cepeepa

Kntou nogknoyeHus
kK RADIUS-cepsepy

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get, set

get, set

set

CuHTaKkcuc

get vap <vap>
def-policy-up

set vap <vap>
def-policy-up
<value>

get vap <vap>
def-policy-down

set vap <vap>
def-policy-down
<value>

get global-
radius-server
radius-
accounting

set global-
radius-server
radius-
accounting
<value>

get global-
radius-server
radius--ip

set global-
radius-server
radius-ip
<value>

get global-
radius-server
radius—ip-
network

set global-
radius-server
radius—ip-
network <value>

get global-
radius-server
radius-key

set global-
radius-server
radius-key
<value>

Mpumepsbl

WEP-2ac# set

global-radius-
server radius-
accounting off

WEP-2ac# get
global-radius-
server radius-
accounting

off

WEP-2ac# set
global-radius-

server radius-ip

"'192.168.1.1"

WEP-2ac# get
global-radius-

server radius-ip

192.168.1.1

WEP-2ac# set
global-radius-
server radius-

ip-network 1ipv4

WEP-2ac# get
global-radius-
server radius-
ip-network
ipv4
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Knacc

dotll

MNoppepxka
craHgaprtoB IEEE
802.11

radio

HacTpoiiku
paguonHTepdieinc
0B

Mopgknacc

radius-nas-
identifier

description

status

status

description

mac

static-mac

DYHKUNA

OnumMoHanbHbIN
naeHTudrkaTop
NAS ans RADIUS
KnneHta

OnuncaHune

Craryc

Craryc

OnuncaHune

MAC-agpec
pagnonHTepdeica
(HaYanbHbIiA)

Cratnueckuii MAC-
aapec
pagnounHTepdeiica
(HauYaNbHbIIA)

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get, set

get

get

get

CuHTaKkcuc

get global-
radius-server
radius-nas-
identifier

set global-
radius-server
radius-nas-
identifier
<value>

get global-
radius-server
description

set global-
radius-server
description
<value>

get dotll status

set dotll status
<value>

get radio
<radio_interface
_name> status

set radio
<radio_interface
_name> status
<value>

get radio
<radio_interface
_name>
description

get radio
<radio_interface
_name> mac

get radio
<radio_interface
_name> static-
mac

Mpumepsbl

WEP-2ac# set
global-radius-
server
description
"Global radius
server settings"

WEP-2ac# get
global-radius-
server
description
Global radius
server settings

WEP-2ac# set
dotll status up

WEP-2ac# get
dotll status

up

WEP-2ac# set
radio wlan®
status up

WEP-2ac# get
radio wlan@
status

up

WEP-2ac# get
radio wlan®
description
IEEE 802.11g

WEP-2ac# get
radio wlanl mac
A8:F9:4B:B0:21:7
0]

WEP-2ac# get
radio wlan@
static-mac
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Knacc

Mopgknacc

max-bss

channel-
policy

mode

dotllh

dotlld

block-time

DYHKUNA

MakcnmanbHoe
KonnyecTtBo BSS/
MAC-agpecos

MonuTnka BbIGOpA
KaHana

Pexxum
6ecnpoBofHOro
nHTepcpeiica

MNoppepxka
ctaHgapTa IEEE
802.11h

MNoppepxka
ctaHpapta IEEE
802.11d

Bpewms, B TeueHumn
KOTOPOro KaHasl
6ynet
3a6/10kMpoBaH

nocse o6HapyXeHus

pagapom

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get

get, set

get, set

get, set

get, set

get, set

CuHTaKkcuc

get radio
<radio_interface
_name> max-bss

get radio
<radio_interface
_name> channel-
policy

set radio
<radio_interface
_name> channel-
policy <value>

get radio
<radio_interface
_name> mode

set radio
<radio_interface
_name> mode
<value>

get radio
<radio_interface
_name> dotllh

set radio
<radio_interface
_name> dotllh
<value>

get radio
<radio_interface
_name> dotlld

set radio
<radio_interface
_name> dotlld
<value>

get radio
<radio_interface
_name> block-
time

set radio
<radio_interface
_name> block-
time <value>

Mpumepsbl

WEP-2ac# set
radio wlan®@ max-
bss 16

WEP-2ac# get
radio wlan® max-
bss

16

WEP-2ac# set
radio wlan@
channel-policy
best

WEP-2ac# get
radio wlan@®
channel-policy
best

WEP-2ac# set
radio wlanl mode
"a-n-ac"

WEP-2ac# get
radio wlanl mode
a-n-ac

WEP-2ac# set
radio wlano
dotllh off

WEP-2ac# get
radio wlan@
dotllh

off

WEP-2ac# set
radio wlan0
dotlld off

WEP-2ac# get
radio wlan@
dotlld

off

WEP-2ac# set
radio wlanil
block-time 31

WEP-2ac# get
radio wlanl
block-time
31
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Knacc

Mopgknacc

quiet-
duration

quiet-
period

t~x-
mitigation

static-
channel

channel

tx-power-
dbm

DYHKUNA

AnnTenbHoCTb
quiet-nHTepBasia B
TU

Beacon-uHtepsan
mMexay
perynspHbiMu quiet-
WHTepBasiaMu

CHMXaTb MOLLHOCTb
nepegauvn ans
CTaHuuiA

(Transmit Power
mitigation for
stations)

KaHan, KoTopbiit
oynet
Mcnonb3oBaTbCs
npu cTaTnyeckoi
NnonnTHKe KaHas10B
(channel policy)

Vicnonb3yemslii
KaHan

MoLuHoCTb
nepegaun

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get, set

get

get, set

CuHTaKkcuc

get radio
<radio_interface
_name> quiet-
duration

set radio
<radio_interface
_name> quiet-
duration <value>

get radio
<radio_interface
_name> quiet-
period

set radio
<radio_interface
_name> quiet-
period <value>

get radio
<radio_interface
_name> tx-
mitigation

set radio
<radio_interface
_name> tx-
mitigation
<value>

get radio
<radio_interface
_name> static-
channel

set radio
<radio_interface
_name> static-
channel <value>

get radio
<radio_interface
_name> channel

get radio
<radio_interface
_hame> tx-power-
dbm

set radio
<radio_interface
_hame> tx-power-
dbm <value>

Mpumepsbl

WEP-2ac# set
radio wlan@
quiet-duration 0

WEP-2ac# get
radio wlan®
quiet-duration
(0]

WEP-2ac# set
radio wlanl
quiet-period 0

WEP-2ac# get
radio wlanl

quiet-period
0]

WEP-2ac# set
radio wlan®@ tx-
mitigation 3

WEP-2ac# get
radio wlan@ tx-
mitigation

3

WEP-2ac# set
radio wlano
static-channel 1

WEP-2ac# get
radio wlano
static-channel
1

WEP-2ac# get
radio wlan®
channel

11

WEP-2ac# set
radio wlan® tx-
power-dbm 5

WEP-2ac# get
radio wlan@ tx-
power-dbm

5
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Knacc

Mopgknacc
tx-power-

dbm-max

tx-power-—
output

tpc

atf

ampdu_atf_u

S

ampdu_atf_m

in_us

DYHKUNA

MakcumanbHasi
MOLLHOCTb
nepegaun

MNocnepHss
yCTaHOBNEeHHas
MOLLHOCTb

(Last est. power
from wi_curpower)

IEEE 802.11h TPC

Airtime Fairness

ampdu_atf_us

ampdu_atf_min_us

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get

get

get, set

get, set

get, set

get, set

CuHTaKkcuc

get radio
<radio_interface
_hame> tx-power-
dbm-max

get radio
<radio_interface
_name> tx-power-—
output

get radio
<radio_interface
_hame> tpc

set radio
<radio_interface
_hame> tpc
<value>

get radio
<radio_interface
_name> atf

set radio
<radio_interface
_name> atf
<value>

get radio
<radio_interface
_name>
ampdu_atf_us

set radio
<radio_interface
_name>
ampdu_atf_us
<value>

get radio
<radio_interface
_name>
ampdu_atf_min_us

set radio
<radio_interface
_name>
ampdu_atf_min_us
<value>

Mpumepsbl

WEP-2ac# get
radio wlan® tx-
power-dbm-max
19

WEP-2ac# get
radio wlan®@ tx-
power-output
5.00

WEP-2ac# set
radio wlan® tpc
off

WEP-2ac# get
radio wlan® tpc
off

WEP-2ac# set
radio wlanl atf
on

WEP-2ac# get
radio wlanl atf
on

WEP-2ac# set
radio wlanl

ampdu_atf_us
4000

WEP-2ac# get
radio wlanl

ampdu_atf_us
4000

WEP-2ac# set
radio wlanl
ampdu_atf_min_us
1000

WEP-2ac# get
radio wlanl
ampdu_atf_min_us
1000
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Knacc Mopgknacc

tx-chain

antenna

tX-rx-
status

beacon-
interval

rts-
threshold

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

DYHKUNA Bo3moXXHble
KOMaHAbl

KoHdurypauums get, set

aHTEHHbI

Mcnonb3oBartb get, set

aHTEHHY

Craryc npvema u get, set

nepegayn Ha

pagvnounHTepdelice

Beacon-uHtepsan get, set

MWHUMaNbHbIA get, set

pa3mep naketa, npu
KoTopom 6yaet
1CMosib30BaH
Request-To-Send

CuHTaKkcuc

get radio
<radio_interface
_name> tx-chain

set radio
<radio_interface
_name> tx-chain
<value>

get radio
<radio_interface
_name> antenna

set radio
<radio_interface
_name> antenna
<value>

get radio
<radio_interface
_name> tx-rx-
status

set radio
<radio_interface
_name> tx-rx-
status <value>

get radio
<radio_interface
_name> beacon-
interval

set radio
<radio_interface
_name> beacon-
interval <value>

get radio
<radio_interface
_name> rts-
threshold

set radio
<radio_interface
_name> rts-—-
threshold
<value>

Mpumepsbl

WEP-2ac# set
radio wlanl tx-
chain 7

WEP-2ac# get
radio wlanl tx-
chain

-

WEP-2ac# set
radio wlan®@ tx-
rx-status up

WEP-2ac# get
radio wlan® tx-
rx-status

up

WEP-2ac# set
radio wlano
beacon-interval
100

WEP-2ac# get
radio wlan®
beacon-interval
100

WEP-2ac# set
radio wlan@ rts-
threshold 2347

WEP-2ac# get
radio wlan@ rts-
threshold

2347
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Knacc

Mopgknacc

fragmentati
on-
threshold

load-
balance-no-
association
-utilizatio
n

ap-
detection

sentry-mode

DYHKUNA

MWHMMaNbHbIA
pasmep naketa, npu
KoTopom 6yaet
ncnosib3oBaHa
oparmeHTaums

Utilization required
to prevent new
associations

BkntoueHue
[eTeKkTopa To4ek
pocrtyna

BK/IOUEHME pexuMa
sentry

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get, set

CuHTaKkcuc

get radio
<radio_interface
_name>
fragmentation-
threshold

set radio
<radio_interface
_name>
fragmentation-
threshold
<value>

get radio
<radio_interface
_name> load-
balance-no-
association-
utilization

set radio
<radio_interface
_name> load-
balance-no-
association-
utilization
<value>

get radio
<radio_interface
_hame> ap-
detection

set radio
<radio_interface
_hame> ap-
detection
<value>

get radio
<radio_interface
_name> sentry-
mode

set radio
<radio_interface
_name> sentry-
mode <value>

Mpumepsbl

WEP-2ac# set
radio wlan@
fragmentation-
threshold 2346

WEP-2ac# get
radio wlano
fragmentation-
threshold

2346

WEP-2ac# set
radio wlan@
load-balance-no-
association-
utilization ©

WEP-2ac# get
radio wlano
load-balance-no-
association-
utilization

(0]

WEP-2ac# set
radio wlan® ap-
detection on

WEP-2ac# get
radio wlan® ap-
detection

on

WEP-2ac# set
radio wlano
sentry-mode off

WEP-2ac# get
radio wlano
sentry-mode
off
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Knacc Mopgknacc

dedicated-
spectrum-
mode

channel-
hopping

passive-
scan-mode

scan-leave-

time

scan-
duration

DYHKUNA

Bk/toueHne pexunma
Dedicated Spectrum

MNepekntoyeHne
KaHas10B

CkaHupoBaHue B
OHOI nosioce NN B
o6eunx nonocax B
pexume sentry

VIHTepBavibl Mexay
CKaHNpOoBaHUAMU

OnvtenbHocTb
CKaHMpoBaHus
paguo4yacToT B
KaHase, B MC

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get, set

get, set

CuHTaKkcuc

get radio
<radio_interface
_hame>
dedicated-
spectrum-mode

set radio
<radio_interface
_name>
dedicated-
spectrum-mode
<value>

get radio
<radio_interface
_name> channel-

hopping

set radio
<radio_interface
_name> channel-
hopping <value>

get radio
<radio_interface
_hame> passive-
scan—-mode

set radio
<radio_interface
_hame> passive-
scan-mode
<value>

get radio
<radio_interface
_name> scan-
leave-time

set radio
<radio_interface
_name> scan-
leave-time
<value>

get radio
<radio_interface
_name> scan-
duration

set radio
<radio_interface
_name> scan-
duration <value>

Mpumepsbl

WEP-2ac# set
radio wlan@
channel-hopping
on

WEP-2ac# get
radio wlan®
channel-hopping
on

WEP-2ac# get
radio wlan®
passive-scan-
mode

WEP-2ac# get
radio wlan@
scan-leave-time

WEP-2ac# get
radio wlan®
scan-duration
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Knacc

Mopgknacc

Timit-
channel-
selection

data-
snooping

n-bandwidth

n-primary-
channel

protection

DYHKUNA

OrpaHunyeHne
kaHasnos 802.11a

AKTMBMpPOBATb
shooping

[NponyckHas
CNOCO6BHOCTb
kaHauioB 802.11n
(20/40)

PacnonoxeHue
OCHOBHOrO KaHana
802.11n (lower/

upper)

Pexum 3awuTbl Ans
802.11gn 802.11n
(auto/off)

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get, set

get, set

CuHTaKkcuc

get radio
<radio_interface
_name> limit-
channel-
selection

set radio
<radio_interface
_name> limit-
channel-
selection
<value>

get radio
<radio_interface
_name> data-
snooping

set radio
<radio_interface
_name> data-
snooping <value>

get radio
<radio_interface
_name> n-
bandwidth

set radio
<radio_interface
_name> n-
bandwidth
<value>

get radio
<radio_interface
_name> n-
primary-channel

set radio
<radio_interface
_name> n-
primary-channel
<value>

get radio
<radio_interface
_name>
protection

set radio
<radio_interface
_name>
protection
<value>

Mpumepsbl

WEP-2ac# get
radio wlan@
Timit-channel-
selection

WEP-2ac# set
radio wlan@
data-snooping
off

WEP-2ac# get
radio wlan®
data-snooping
off

WEP-2ac# set
radio wlan@ n-
bandwidth 20

WEP-2ac# get
radio wlan®@ n-
bandwidth

20

WEP-2ac# set
radio wlan®@ n-
primary-channel
lower

WEP-2ac# get
radio wlan® n-
primary-channel
lower

WEP-2ac# set
radio wlan®
protection auto

WEP-2ac# get
radio wlan®
protection
auto
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Knacc

Mopgknacc

frequency

wme

wme-noack

wme-apsd

rate-limit-
enable

rate-limit

DYHKUNA

Vicnonb3lyemas
yacTtoTta B MI'y,

Bkntounts WME

Bkntounts WME "No
Acknowledgement"

Bkntounte WME
APSD

Bkntountb
orpaHuyeHune
CKOPOCTK
broadcast/multicast
Tpadpumka

OrpaHunyeHne
CKOpPOCTH
broadcast/
multicast-Tpacdmka
(nakeToB B cekyHay)

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get

get, set

get, set

get, set

get, set

get, set

CuHTaKkcuc

get radio
<radio_interface
_name> frequency

get radio
<radio_interface
_name> wme

set radio
<radio_interface
_name> wme
<value>

get radio
<radio_interface
_name> wme-noack

set radio
<radio_interface
_name> wme-noack
<value>

get radio
<radio_interface
_name> wme-apsd

set radio
<radio_interface
_nhame> wme-apsd
<value>

get radio
<radio_interface
_name> rate-
limit-enable

set radio
<radio_interface
_name> rate-
limit-enable
<value>

get radio
<radio_interface
_name> rate-
Timit

set radio
<radio_interface
_name> rate-
Timit <value>

Mpumepsbl

WEP-2ac# get
radio wlan0
frequency
2462

WEP-2ac# set
radio wlan®@ wme
on

WEP-2ac# get
radio wlan®@ wme
on

WEP-2ac# set
radio wlan® wme-
noack off

WEP-2ac# get
radio wlan®@ wme-
noack

off

WEP-2ac# set
radio wlan® wme-
apsd on

WEP-2ac# get
radio wlan®@ wme-
apsd

on

WEP-2ac# set
radio wlano
rate-limit-
enable off

WEP-2ac# get
radio wlan0
rate-limit-
enable

off

WEP-2ac# set
radio wlan@
rate-limit 50

WEP-2ac# get
radio wlan@
rate-limit
50
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Knacc

Mopgknacc

rate-limit-
burst

stp-block-
enable

wlan-util

fixed-
multicast-
rate

fixed-tx-
modulation

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

DYyHKUMA BosmMoxHble CuHTaKcuc
KOMaHAbI
3HauveHue burst gns  get, set get radio
broadcast/ <radio_interface
multicast-Tpadmka _name> rate-
(nakeTbl B cekyHAay) limit-burst
set radio
<radio_interface
_name> rate-
limit-burst
<value>
EHOKMpOBaTbBCG getset get radio
STP-nakeTbl Ha <radio_interface
paguonHTepdeiice _name> stp-
block-enable
set radio
<radio_interface
_hame> stp-
block-enable
<value>
Mcnonb3oBaHue get get radio
6ecnposogHoii LAN <radio_interface
_name> wlan-util
dukcnpoBaHHas get, set get radio
CKOpOCTb AN <radio_interface
Multicast-tpachmka _name> fixed-
/13 NoNocChbl multicast-rate
set radio
<radio_interface
_name> fixed-
multicast-rate
<value>
durKkcnposaHHas get, set get radio
Moaynauymsa ons <radio_interface
MoJs1oChbl _name> fixed-tx-

modulation

set radio
<radio_interface
_name> fixed-tx-
modulation
<value>

Mpumepsbl

WEP-2ac# set
radio wlan@
rate-limit-burst
75

WEP-2ac# get
radio wlan@
rate-limit-burst
75

WEP-2ac# set
radio wlan® stp-
block-enable on

WEP-2ac# get
radio wlan0® stp-
block-enable

on

WEP-2ac# get
radio wlan@
wlan-util

74

WEP-2ac# set
radio wlano
fixed-multicast-
rate auto

WEP-2ac# get
radio wlan®
fixed-multicast-
rate

auto

WEP-2ac# set
radio wlan@
fixed-tx-
modulation auto

WEP-2ac# get
radio wlan@
fixed-tx-
modulation
auto
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Knacc Mopgknacc

antenna-
diversity

antenna-
selection

bss status

Bba3zoBas 30Ha
06CTyXnBaHUSA
(BSS?I

description

radio

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

DYHKUNA Bo3moXXHble
KOMaHAbl

PasHeceHue aHTEHH  get, set

Homep get, set

NCNO/b3yemMoli

aHTEHHbI

Cratyc add, get, set

OnucaHve get, set

PaanouHTtepdeiic add, get, set

AaHHoro BSS

CuHTaKkcuc

get radio
<radio_interface
_name> antenna-
diversity

set radio
<radio_interface
_name> antenna-
diversity
<value>

get radio
<radio_interface
_name> antenna-
selection

set radio
<radio_interface
_name> antenna-
selection
<value>

add bss <bss_id>
status <value>

get bss <bss_id>
status

set bss <bss_id>
status <value>

get bss <bss_id>
description

set bss <bss_id>
description
<value>

add bss <bss_id>
radio <value>

get bss <bss_id>
radio

set bss <bss_id>
radio <value>

Mpumepsbl

WEP-2ac# set bss
wlan@bssvapl
status up

WEP-2ac# get bss
wlan@bssvapl
status

up

WEP-2ac# set bss
wlan®bssvapl
description
Virtual Access
Point 1

WEP-2ac# get bss
wlan@bssvapl
description
Virtual Access
Point 1

WEP-2ac# set bss
wlan@bssvapl
radio wlano

WEP-2ac# get bss
wlan@bssvapl
radio

wlan0
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Knacc Mopgknacc

beacon-
interface

mac

dtim-period

max-—
stations

ignore-
broadcast-
ssid

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

DYHKUNA Bo3moXXHble
KOMaHAbl

WHTepgoeiic BSS, add, get, set

ncnonb3yemsblii Ansi

beacon

MAC-aapec add, get

WHTepsan DTIM add, get, set

MakcumasibHoe add, get, set

4yMCNo CTaHUMin

He otnpaBnsatb SSID  add, get, set

B beacon n

MrHopMpoBaTb

Npo6HbIE 3anpochl

CuHTaKkcuc

add bss <bss_id>
beacon-interface
<value>

get bss <bss_id>
beacon-interface

set bss <bss_id>
beacon-interface
<value>

add
mac

bss <bss_id>
<value>

get bss <bss_id>
mac

add bss <bss_-id>
dtim-period
<value>

get bss <bss_id>
dtim-period

set bss <bss_id>
dtim-period
<value>

add bss <bss_id>
max-stations
<value>

get bss <bss_id>
max-stations

set bss <bss_id>
max-stations
<value>

add bss <bss_id>
max-stations
<value>

get bss <bss_id>
max-stations

set bss <bss_id>
max-stations
<value>

Mpumepsbl

WEP-2ac# set bss
wlanObssvapl
beacon-interface
wlan@vapl

WEP-2ac# get bss
wlan@bssvapl
beacon-interface
wlan@vapl

WEP-2ac# get bss
wlan@bssvapl mac

A8:F9:4B:B0:21:6
1

WEP-2ac# set bss
wlan®bssvapl
ignore-
broadcast-ssid
off

WEP-2ac# get bss
wlan@bssvapl
ignore-
broadcast-ssid
off
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Knacc Mopgknacc

station-
isolation

tagged-sta-
mode

mac-acl-
mode

mac-acl-
name

mac-acl-
auth-type

DYHKUNA

M3onsumsa ctaHuum

Bknounts/
BbIK/TIOUYNTb
TermpoeaHue
Tpadmka oT/k STA

Cnuncok MAC-
agpecos

Nmsa cnucka MAC-
agpecos

Tun
ayTeHTUpmkaumm
MAC-agpecos

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get, set

add, get, set

add, get, set

add, get, set

add, get, set

CuHTaKkcuc

add bss <bss_id>
max-stations
<value>

get bss <bss_id>
max-stations

set bss <bss_id>
max-stations
<value>

add bss <bss_id>
tagged-sta-mode
<value>

get bss <bss_id>
tagged-sta-mode

set bss <bss_id>
tagged-sta-mode
<value>

add bss <bss_-id>
mac-acl-mode
<value>

get bss <bss_id>
mac-acl-mode

set bss <bss_id>
mac-acl-mode
<value>

add bss <bss_id>
mac-acl-name
<value>

get bss <bss_id>
mac-acl-name

set bss <bss_id>
mac-acl-name
<value>

add bss <bss_id>
mac-acl-auth-
type <value>

get bss <bss_id>
mac-acl-auth-
type

set bss <bss_id>
mac-acl-auth-
type <value>

Mpumepsbl

WEP-2ac# set bss
wlanObssvapl
station-
isolation off

WEP-2ac# get bss
wlan@bssvapl
station-
isolation

off

WEP-2ac# set bss
wlan®bssvapl
tagged-sta-mode
off

WEP-2ac# get bss
wlan@bssvapl
tagged-sta-mode
off

WEP-2ac# set bss
wlan®bssvapl
mac-acl-mode
deny-Tlist

WEP-2ac# get bss
wlan@bssvapl
mac-acl-mode
deny-Tlist

WEP-2ac# set bss
wlanObssvapl
mac-acl-name
default

WEP-2ac# get bss
wlan@bssvapl
mac-acl-name
default

WEP-2ac# set bss
wlan@bssvapl
mac-acl-auth-
type disable

WEP-2ac# get bss
wlan@bssvapl
mac-acl-auth-
type

disable
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Knacc Mopgknacc

radius-
accounting

radius-ip

radius-1ip-
network

radius-key

radius-port

DYHKUNA

ABTOpUM3aUMNA Ha
RADIUS-cepBepe

IP-appec RADIUS-

cepeepa

IP-ceTb RADIUS-

cepeepa

Kntou gnsa ceasm ¢
RADIUS-cepeepom

MopT Ana

ayTeHTUmKaumu Ha
cepsepe RADIUS

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get, set

add, get, set

add, get, set

add, set

add, get, set

CuHTaKkcuc

add bss <bss_id>
radius-
accounting
<value>

get bss <bss_id>
radius-
accounting

set bss <bss_id>
radius-
accounting
<value>

add bss <bss_id>
radius--ip
<value>

get bss <bss_id>
radius--ip

set bss <bss_id>
radius-ip
<value>

add bss <bss_-id>
radius-ip-
network <value>

get bss <bss_id>
radius-ip-
network

set bss <bss_id>
radius-ip-
network <value>

add bss <bss_id>
radius-key
<value>

get bss <bss_id>
radius-key

set bss <bss_id>
radius-key
<value>

add bss <bss_-id>
radius-port
<value>

get bss <bss_id>
radius-port

set bss <bss_1id>
radius-port
<value>

Mpumepsbl

WEP-2ac# set bss
wlanObssvapl
radius-
accounting on

WEP-2ac# get bss
wlan@bssvapl
radius-
accounting

on

WEP-2ac# set bss
wlan@bssvapl
radius-ip
"192.168.42.220"

WEP-2ac# get bss
wlan@bssvapl
radius-ip
192.168.42.220

WEP-2ac# set bss
wlan@bssvapl
radius-ip-
network {ipv4

WEP-2ac# get bss
wlan@bssvapl
radius-1ip-
network

ipv4

WEP-2ac# set bss
wlan@bssvapl
radius-port
1812port

WEP-2ac# get bss
wlan@bssvapl
radius-port
1812port
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Knacc

Mopgknacc

radius-
accounting-
port

vlan-
tagged-
interface

open-
system-
authenticat
ion

shared-key-
authenticat
ion

DYHKUNA

MopT ana
aKkkayHTuUHra Ha
RADIUS-cepBepe

[Jo6aBnTb
AVHaMuyeckne
VLAN Ha
nHTepdeiic

Pa3spelueHa nn
ayTeHTUpmkaums
Open System

Pa3spelueHa nn
ayTeHTUhmkKauus
Shared key

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get, set

add, get, set

add, get, set

add, get, set

CuHTaKkcuc

add bss <bss_id>
radius-
accounting-port
<value>

get bss <bss_id>
radius-
accounting-port

set bss <bss_id>
radius-
accounting-port
<value>

add bss <bss_id>
vlan-tagged-
interface
<value>

get bss <bss_id>
vlan-tagged-
interface

set bss <bss_id>
vlan-tagged-
interface
<value>

add bss <bss_id>
open-system-
authentication
<value>

get bss <bss_id>
open-system-
authentication

set bss <bss_id>
open-system-
authentication
<value>

add bss <bss_-id>
shared-key-
authentication
<value>

get bss <bss_id>
shared-key-
authentication

set bss <bss_id>
open-system-
authentication
<value>

Mpumepsbl

WEP-2ac# set bss
wlanObssvapl
radius-
accounting-port
1813

WEP-2ac# get bss
wlan®bssvapl
radius-
accounting-port
1813

WEP-2ac# set bss
wlan@bssvapl
vlan-tagged-
interface
brtrunk

WEP-2ac# get bss
wlan@bssvapl
vlan-tagged-
interface
brtrunk

WEP-2ac# set bss
wlanO@bssvapl
open-system-
authentication
on

WEP-2ac# get bss
wlan@bssvapl
open-system-
authentication
on

WEP-2ac# set bss
wlan@bssvapl
shared-key-
authentication
off

WEP-2ac# get bss
wlan@bssvapl
shared-key-
authentication
off
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Knacc Mopgknacc

wpa-cipher-
tkip

wpa-cipher-
ccmp

wpa-allowed

wpa2-
allowed

rsn-
preauthenti
cation

DYHKUNA

Mcnonb3oBaHue
TKIP kak meToga
wndpposaHna WPA

Vicnonb3oBaHne
CCMP kak metona
wudpposaHma WPA

Paspewnts WPA

Pazpewnts WPA2

PaspeLwwmntb
npensapuTensHyo
ayTeHTUrKaLmo
RSN

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get, set

add, get, set

add, get, set

add, get, set

add, get, set

CuHTaKkcuc

add bss <bss_id>
wpa-cipher-tkip
<value>

get bss <bss_id>
wpa-cipher-tkip

set bss <bss_id>
wpa-cipher-tkip
<value>

add bss <bss_id>
wpa-cipher-ccmp
<value>

get bss <bss_id>
wpa-cipher-ccmp

set bss <bss_id>
wpa-cipher-ccmp
<value>

add bss <bss_-id>
wpa-allowed
<value>

get bss <bss_id>
wpa-allowed

set bss <bss_id>
wpa-allowed
<value>

add bss <bss_id>
wpa2-allowed
<value>

get bss <bss_id>
wpa2-allowed

set bss <bss_id>
wpa2-allowed
<value>

add bss <bss_id>
rsn-
preauthenticatio
n <value>

get bss <bss_id>
rsn-
preauthenticatio
n

set bss <bss_-id>
rsn-
preauthenticatio
n <value>

Mpumepsbl

WEP-2ac# set bss
wlanObssvapl
wpa-cipher-tkip
on

WEP-2ac# get bss
wlan@bssvapl
wpa-cipher-tkip
on

WEP-2ac# set bss
wlan®bssvapl
wpa-cipher-ccmp
on

WEP-2ac# get bss
wlan@bssvapl
wpa-cipher-ccmp
on

WEP-2ac# set bss
wlan®bssvapl
wpa-allowed on

WEP-2ac# get bss
wlan@bssvapl
wpa-allowed

on

WEP-2ac# set bss
wlanObssvapl
wpa2-allowed on

WEP-2ac# get bss
wlanO@bssvapl
wpa2-allowed

on

WEP-2ac# set bss
wlan@bssvapl
rsn-
preauthenticatio
n off

WEP-2ac# get bss
wlan@bssvapl
rsn-
preauthenticatio
n

off
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Knacc Mopgknacc

broadcast-
key-
refresh-
rate

check-
signal-
timeout

wlan-util

fixed-
multicast-
rate

bridge-port

DYHKUNA

KomaHga
ycTaHaB/MBaeT
WHTEpBa1, Yepes
KOTOpbIi
NPONCXOAUT CMEHa
naposen goctynay
nosib3oBarenen
(broadcasting key)

Timeout check min
signal (sec)

Mcnonb3oBaHue
6ecnpoBogHoi LAN

dukcMposaHHas
CKOPOCTbL MOJ10oChl
ansa Multicast-
Tpadmka

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get, set

add, get, set

add, get, set

add, get, set

CuHTaKkcuc

add bss <bss_id>
rsn-
preauthenticatio
n <value>

get bss <bss_id>
rsn-
preauthenticatio
n

set bss <bss_id>
rsn-
preauthenticatio
n <value>

add bss <bss_id>
check-signal-
timeout <value>

get bss <bss_id>
check-signal-
timeout

set bss <bss_id>
check-signal-
timeout <value>

add bss <bss_id>
wlan-util
<value>

get bss <bss_id>
wlan-util

set bss <bss_id>
wlan-util
<value>

add bss <bss_id>
fixed-multicast-
rate <value>

get bss <bss_id>
fixed-multicast-
rate

set bss <bss_id>
fixed-multicast-
rate <value>

WHTepdieiica MocTa UAn UCNOMb3ynTe KOMaHAbl, NPeACTaBNEHHbIE HUXKE

MopT mocTa

Mpumepsbl

WEP-2ac# set bss
wlanObssvapl
broadcast-key-
refresh-rate 0

WEP-2ac# get bss
wlan@bssvapl
broadcast-key-
refresh-rate

(0]

WEP-2ac# set bss
wlan@bssvapl
check-signal-
timeout 10

WEP-2ac# get bss
wlan@bssvapl
check-signal-
timeout

10

Beeaute komaHgy "get bridge-port" n nonyunte Bce 4OCTyNHbIE A1 MPOCMOTPA XapakTePUCTUKN
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Knacc

Mopgknacc

interface

path-cost

priority

stp-state

DYHKUNA

VHTepdoeiic mocTa

CTOMMOCTb
nHTepdeiica

MpuopuTet nopta

CocTosiHMe

CBA3ylOLLEro AepeBa

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get

add, get, set

add, get, set

get

CuHTaKkcuc

add bridge-port
<all|brtrunk>
interface
<value>

get bridge-port
<all|brtrunk>
interface

add bridge-port
<all|brtrunk>
path-cost
<value>

get bridge-port
<all|brtrunk>
path-cost

set bridge-port
<all|brtrunk>
path-cost
<value>

add bridge-port
<all|brtrunk>
priority <value>

get bridge-port
<all|brtrunk>
priority

set bridge-port
<all|brtrunk>
priority <value>

get bridge-port
<all|brtrunk>
stp-state

Mpumepsbl

WEP-2ac# get
bridge-port
brtrunk
interface
interface
etho
wlanOwds0
wlanOwdsl
wlanOwds2
wlanOwds3
wlanOwds4
wlanOwds5
wlanOwds6
wlanOwds7
wlan@®
wlan@vapl
wlanOvap2

WEP-2ac# get
bridge-port
brtrunk stp-
state
stp-state

forwarding

forwarding
forwarding
forwarding
forwarding
forwarding
forwarding
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Knacc

mac-acl

ANEeMEHThI
Tabnmubl MAC-

azpecos

tx-queue

MNepepava
napameTpoB
ouepenen

Mopgknacc

mac

DYHKUNA

Paspelumntb/

3anpetutb MAC-

azipec

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get, set

Beeaute komaHay "get tx-queue <interface_name|

all>" n nonyumTe BCe fOCTYMHbIE ANA

NPOCMOTPA XapakTepUCTUKM MHTepdeiica MocTa uim
UCNO/b3YINTE KOMaH/bl, NPEACTABNEHHbIE HUXE

queue

aifs

Mmsa ouepegm

A[anTUBHbI
MeXKaapoBbIii
WHTepBan

get

get, set

CuHTaKkcuc

add mac-acl
<value>

get mac-acl

set mac-acl
<value>

get tx-queue
<interface_name|
all>

get tx-queue
<interface_name|
all> queue

get tx-queue
<interface_name|
all> aifs

set tx-queue
<interface_name|
all> aifs
<value>

Mpumepsbl

WEP-2ac# get tx-
queue all

name queue aifs
cwmin cwmax
burst

wlan® data® 1 3
7 1.5

wlan® datal 1 7
15 3.0

wlan® data2 3 15
63 0

wlan®@ data3 7 15
1023 0

wlanl data® 1 3
7 1.5

wlanl datal 1 7
15 3.0

wlanl data2 3 15
63 0

wlanl data3 7 15
1023 0

WEP-2ac# get tx-
queue all queue
name queue
wlan® data®
wlan0® datal
wlan® data2
wlan® data3
wlanl data®
wlanl datal
wlanl data2
wlanl data3

WEP-2ac# get tx-
queue wlan@ aifs
aifs

1

1
3
7
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Knacc

wme-queue

MNepepava
napameTpoB
ovepegen
CTaHUmMsIM

Mopgknacc

cwmin

cwmax

burst

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

DYHKUNA Bo3moXXHble
KOMaHAbl!

MwuHumansHoe get, set

3HayeHne

KOHKYPEHTHOIO OKHa

MakcumanbHoe get, set

3HayYeHue

KOHKYPEHTHOro okHa

MakcumanbHas get, set

[NVMHa ovyepean

BeeaunTe koMaHay "get wme-queue <interface_name|
all>" n nonyunTte Bce gocTynHble AN NpocMoTpa
XapakTepucTukn nHTepderica MocTta unm
MCNONb3yiTe KOMaHApl, NPeACTaBNEHHbIE HMKE

CuHTaKkcuc

get tx-queue
<interface_name|
all> cwmin

set tx-queue
<interface_name|
all> cwmin
<value>

get tx-queue
<interface_name|
all> cwmax

set tx-queue
<interface_name|
all> cwmax
<value>

get tx-queue
<interface_name|
all> burst

set tx-queue
<interface_name|
all> burst
<value>

get wme—-queue
<interface_name|
all>

Mpumepsbl

WEP-2ac# get tx-
queue wlan0
cwmin

cwmin

15

15

WEP-2ac# get tx-
queue wlan®
cwmax

cwmax

1023

WEP-2ac# get tx-
queue wlan0
burst

burst

WEP-2ac# get
wme—-queue all
name queue aifs
cwmin cwmax
txop-limit

wlan® be 3 15
1023 0

wlan® bk 7 15
1023 0

wlanl vo 2 3 7
47

wlanl vi 2 7 15
94

wlanl be 3 15
1023 0

wlanl bk 7 15
1023 0
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Knacc

Mopgknacc

queue

aifs

cwmin

cwmax

burst

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

DYHKUNA Bo3moXXHble
KOMaHAbl

Vimsa ouepeau get

AfanTuBHbIi get, set

MEXKaapOBbIii

NHTEepBan

MuHnmansHoe get, set

3HayeHune

KOHKYPEHTHOTIO OKHa

MakcumasibHoe get, set

3HayeHune

KOHKYPEHTHOrO

OKHa

MakcumanbHas get, set

LANViHa ovyepean

CuHTaKkcuc

get wme-queue
<interface_name|
all> queue

get wme—-queue
<interface_name|
all> aifs

get wme—-queue
<interface_name|
all> aifs
<value>

get wme—-queue
<interface_name|
all> cwmin

get wme—-queue
<interface_name|
all> cwmin
<value>

get wme-queue
<interface_name|
all> cwmax

get wme—-queue
<interface_name|
all> cwmax
<value>

Mpumepsbl

WEP-2ac# get
wme-queue all
queue

name queue
wlan® vo
wlan@ vi
wlan@ be
wlan® bk
wlanl vo
wlanl vi
wlanl be
wlanl bk

WEP-2ac# get
wme-queue wlan0®
aifs

aifs

WEP-2ac# get
wme—-queue wlan@
cwmin

cwmin

WEP-2ac# get
wme-queue wlan®
cwmax

cwmax

1023
1023
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Knacc

static-ip-route

Static IP route
entry

ip-route

IP route entry

Mopgknacc

txop-limit

destination

mask

gateway

table

destination

mask

gateway

table

DYHKUNA

OrpaHunyeHne
BO3MOXHOCTM
nepegain

Mpedukc IP-agpeca
HasHa4yeHus

Macka nogcetu

IP-agpec mapuwpyTa

Howmep B Tabnuue
MapLupyT13auun

Mpedukc IP-agpeca
HasHa4yeHus

Macka nogcetu

IP-agpec mapLupyta

Howmep B Tabnmue
MapLupyTu3aLmm

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get

get

get

get

get

get

get

get

CuHTaKkcuc

get wme-queue
<interface_name|
all> txop-limit

set wme-queue
<interface_name|
all> txop-limit
<value>

get static-ip-
route
destination

get static-ip-
route mask

get static-ip-
route gateway

get static-ip-
route table

get ip-route
destination

get ip-route
mask

get ip-route
gateway

get ip-route
table

Mpumepsbl

WEP-2ac# get
wme-queue wlan®
txop-limit

txop-limit

WEP-2ac# get
static-ip-route
destination
0.0.0.0

WEP-2ac# get
static-ip-route
mask

0.0.0.0

WEP-2ac# get
static-ip-route
gateway
192.168.1.254

WEP-2ac# get
static-ip-route
table

254

WEP-2ac# get 1ip-
route
destination
0.0.0.0

WEP-2ac# get -ip-
route mask
0.0.0.0

WEP-2ac# get -ip-

route gateway
192.168.15.1

WEP-2ac# get -ip-
route table
254
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Knacc

log

HacTtpoiika
NIOrMpoBaHuns

log-entry

3anuncb B XypHane

Mopgknacc

depth

persistence

severity

remove

relay-
enabled

relay-host

relay-port

number

DYHKUNA

KonnyectBo
3anuceii, Kotopoe
MOXET ObITb
BHECEHO B XXypHaU1

CoxpaHsITb XypHaU
B
3HeproHesaB1cMmy
0 NamsTb

YcTaHoBUTb
YPOBEHb BaXXHOCTYN
COXpaHeHHOW
3anucu

Ypanute Bce 3anucu
B XypHasne

AKTUBMpOBaTb
nepegavy
CMCTEMHOIO
XypHana (syslog)

XOCT, Ha KOTOpbli
6ynet
nepefasatbcsi
CUCTEMHBI XXypHan

IMopT, Ha KOTOPbIiA
6ynet
nepegasatbcsi
CUCTEMHbIN XypHas

Homep 3anucu

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

set

get, set

get, set

get, set

get

CuHTaKkcuc

get log depth

set log depth
<value>

get log
persistence

set log
persistence
<value>

get log severity

set log
<value>

severity

set log remove

get log relay-

enabled

set log
enabled

relay-
<value>

get log
host

relay-

set log relay-
host <value>

get log relay-
port

set log relay-
port <value>

get log-entry
number

Mpumepsbl

WEP-2ac# set log
depth 512

WEP-2ac# get log
depth
512

WEP-2ac# set log
persistence no

WEP-2ac# get log
persistence
no

WEP-2ac# set log
severity 7

WEP-2ac# get log
severity
7

WEP-2ac# set log
relay-enabled 0

WEP-2ac# get log
relay-enabled
0]

WEP-2ac# set log
relay-port 514

WEP-2ac# get log
relay-port
514

WEP-2ac# get
log-entry number
number
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PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3aMoXHble CuHTaKcuc

KoOMaHAbl

Knacc Mopgknacc DYHKUNA Mpumepsbl

priority

time

daemon

message

association interface

CBsi3aHHble
CcTaHumm

station

authenticat
ed

MpvopuTeT 3anucu

Bpewms 3anucu

daemon

CoobuieHne

MHTepdpeiic
CTaHLMVM CBSA3aH C
(Interface station is
associated with)

MAC-agpec
CTaHumm

MpoigeHa nn
ayTeHTUhmkaumns

get

get

get

get

get

get

get

get log-entry
priority

get log-entry
time

get log-entry
daemon

get log-entry
message

get association
interface

get association
station

get association
authenticated

WEP-2ac# get
log-entry
priority
priority

err

info

info

err

err

info

WEP-2ac# get
log-entry time
time

Oct 11 2018
00:00:19
Oct 11 2018
00:00:18
Oct 11 2018
00:00:16
Oct 11 2018
00:00:12

WEP-2ac# get
log-entry daemon
daemon
dnsd[28523]
dman[1239]
dman[1239]
dnsd[28410]
dnsd[18233]

WEP-2ac# get
log-entry
message
Property Value

message
accepting UDP
packets on
0.0.0.0:4553
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Knacc

Mopgknacc

associated

rx-packets

tx-packets

rx-bytes

tx-bytes

tx-rate

rx-rate

listen-

interval

last-rssi

tx-drop-
bytes

rx-drop-
bytes

tx-drop-
packets

rx-drop-
packets

DYHKUNA

Associated

[Nony4yeHo ot
cTaHumu (nakeTbl)

MepefaHo CTaHLmm
(nakeTbl)

MNony4yeHo ot
cTaHumy (6aiiT)

MepenaHo CTaHLmMm
(6aitT)

CkopocTb nepegayn

CKOpoCTb NprieMa

Listen-uHtepsan

MonyyeHHbIl B
nocnegHem kagpe
RSSI

Konnyectso
OTOPOLLEHHbIX 6aliT
npv nepegaun
CTaHUmm

Konnuectso
OTOPOLLEHHBIX 6anT
npu npueme ot
cTaHuun

Konwnyectso
OTOPOLLEHHbIX
nakeToB npwu
nepegaun craHuum

Konuyectso
OTOPOLLEHHBIX
nakeToB npu
npueme oT cTaHuun

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble

KoOMaHAbl

get

get

get

get

get

get

get

get

get

get

get

get

get

CuHTaKkcuc

get association
associated

get association
rx-packets

get association
tx-packets

get association
rx-bytes

get association
tx-bytes

get association
tx-rate

get association
rx-rate

get association
listen-interval

get association
last-rssi

get association
tx-drop-bytes

get association
rx-drop-bytes

get association
tx-drop-packets

get association
rx-drop-packets

Mpumepsbl
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Knacc Mopgknacc

basic-rate rate

OcCHOBHble

CKOPOCTK

pagvnounHTepdelic

oB

supported-rate rate

MNoppepxnsaemMble

CKopoCTH

paguonHTepdeic

OB

detected-ap mac

O6HapyxeHne

Touek gocTtyna
radio
beacon-
interval
capability
type
privacy
ssid

DYHKUNA

CkopocTtb 0.5 Méut/
c

Ckopoctb 0.5 Méut/
o

MAC-agpec

Vicnonb3yemblii
paguonHTepdeic

Beacon-uHtepsan

Bo3moxHocTu |IEEE
802.11

Tun (AP, Ad hoc, or
Other)

WEP or WPA
enabled

Nmsa cetn

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble

KoOMaHAbl

add, get,
remove

add, get,
remove

get

get

get

get

get

get

get

CuHTaKkcuc

add basic-rate
<interface_id|
all> rate
<value>

get basic-rate
<interface_id|
all> rate

remove basic-
rate
<interface_id|
all> rate
<value>

add supported-
rate
<interface_id|
all> rate
<value>

get supported-
rate
<interface_id|
all> rate

remove
supported-rate
<interface_id|
all> rate
<value>

get detected-ap
mac

get detected-ap
radio

get detected-ap
beacon-interval

get detected-ap
capability

get detected-ap
type

get detected-ap
privacy

get detected-ap
ssid

Mpumepsbl

WEP-2ac# get
basic-rate all
rate

name rate

WEP-2ac# get
supported-rate
wlan@ rate
rate

54

48

36

24
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Knacc

Mopgknacc

wpa

phy-type

band

channel

rate

signal

erp

beacons

last-beacon

supported-
rates

security

hi-rate

noise

nmode

wired

DYHKUNA

Be3onacHocTb
nocpeacrtsom WPA

Onpepenenne PHY
pexma

[Monoca yactoTr

KaHan

CkopocTb

MolHocTb curHana

ERP

KonwnyectBo
nosyyYeHHbIX beacon

Bpewms nprnema
nocneaHero beacon

Cnucok
noAaepXnBaembix
cKopocTei

Be3onacHocTb

MakcumasibHO
BO3MOXHas
nogaepxunsaemas
CKOpPOCTb

YpoBeHb Wwyma

Mopnepxka 802.11n

Touka goctyna
NOAKMKYEHA K
NpoOBOAHON CEeTn

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble

KoOMaHAbl

get

get

get

get

get

get

get

get

get

get

get

get

get

get

get

CuHTaKkcuc

get detected-ap
wpa

get detected-ap
phy-type

get detected-ap
band

get detected-ap
channel

get detected-ap
rate

get detected-ap
signal

get detected-ap
erp

get detected-ap
beacons

get detected-ap
last-beacon

get detected-ap
supported-rates

get detected-ap
security

get detected-ap
hi-rate

get detected-ap
noise

get detected-ap
nmode

get detected-ap
wired

Mpumepsbl
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Knacc

portal

HacTpoiiku
Captive portal

snmpv1l

Joctyn no
SNMPv1 n
SNMPv2

NpoTOKO/Y

snmp-view

SNMP MIB view

Mopgknacc

wds

rssi

status

welcome-
screen

welcome-

screen—-text

status

type

DYHKUNA

Touka goctyna —
yacTb wds-ceTu

RSSI Toukn goctyna

AIMUHNCTPATUBHBIIA
crartyc

OTo6paxaeTtcs nn
3KpaH ans roctei

TeKCT, KOTOpbIiA
bynet
oTobpaxarbcs B
OKHe NpVBETCTBUSA

ALMWUHUCTPATUBHbIA
cTatyc

Tun nogaepesa OID
(included nnu
excluded)

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble

KoOMaHAbl

get

get

get, set

get, set

get, set

get, set

add, get, set

CuHTaKkcuc

get detected-ap
wds

get detected-ap
rssi

get portal
status

get portal
welcome-screen

set portal
welcome-screen
<value>

get portal
welcome-screen-
text

set portal
welcome-screen-
text <value>

get snmpvl
status

set snmpvl
status <value>

add snmp-view
<view-all|view-
none|all> type
<value>

get snmp-view
<view-all|view-
none|all> type

set snmp-view
<view-all|view-
none|all> type
<value>

Mpumepsbl

WEP-2ac# get
snmp-view all
type

name type

view-all
included
view—-none
excluded
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Knacc Mopgknacc

oid

mask

snmp-group secur-Tlevel

pynna

nosnb3oBaTenei
SNMP

write-view

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

DYHKUNA

Moppepeso OID

add, get, set
(cTpoka)

Macka OID - cnucok
oKTeToB B hex-
hopmarte,
pasfaeneHHbIX
3Hakom "'

OcTaBbTe nycTyto
CTPOKy, eC/in Macka
He HyXHa.

add, get, set

YpoBeHb add, get, set
6e30nacHoOCTn

(noAuthNoPriv,

authNoPriv nnu

authPriv)

SNMP-ums gns
JocTyna K 3anmcm

add, get, set

CuHTaKkcuc

add snmp-view
<view-all|view-
none|all> oid
<value>

get snmp-view
<view-all|view-
none|all> o1id

set snmp-view
<view-all|view-
none|all> oid
<value>

add snmp-view
<view-all|view-
none|all> mask
<value>

get snmp-view
<view-all|view-
none|all> mask

set snmp-view
<view-all|view-
none|all> mask
<value>

add snmp-group
<RO|RW|all>
secur-level
<value>

get snmp-group
<RO|RW|all>
secur-level

set snmp-group
<RO|RW|all>
secur-level
<value>

add snmp-group
<RO|RW|all>
write-view
<value>

get snmp-group
<RO|RW|all>
write-view

set snmp-group
<RO|RW|all>
write-view
<value>

Mpumepsbl

WEP-2ac# get
snmp-view all
oid

name type

view-all
included
view-none
excluded

WEP-2ac# get
snmp-view all
mask

name mask
view-all
view-none

WEP-2ac# set
snmp-group RO
secur-Tlevel
authPriv

WEP-2ac# get
snmp-group RO
secur-Tlevel
authPriv

WEP-2ac# set
snmp-group RO
write-view view-
none

WEP-2ac# get
snmp-group RO
write-view
view-none
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Knacc

snmp-user

SNMPv3
nosib3oBarenu

Mopgknacc

read-view

group

auth-type

auth-pass

priv-type

DYHKUNA

SNMP-umsa ana
[J0CTyna K YTEHUIO
(view name for read
access)

Mima SNMP-rpynnbi

MpoTtokon
ayTeHTuhmkaymm
('md5' unu ‘none’)

Maponb gns
ayTeHTUhmkaymm

YcTaHOBUTb TUN
wndgpposaxus ('des’
= MCMNONb30BaTh TUN
wndppoBaHusa DES,
'none' - He
1cnosb3oBaTb
LdppoBaHue)

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get, set

add, get, set

add, get, set

add, get, set

add, get, set

CuHTaKkcuc

add snmp-group
<RO|RW|all>
read-view
<value>

get snmp-group
<RO|RW|all>
read-view

set snmp-group
<RO|RW|all>
read-view
<value>

add snmp-user
group <value>

get snmp-user
group

set snmp-user
group <value>

add snmp-user
auth-type
<value>

get snmp-user
auth-type

set snmp-user
auth-type
<value>

add snmp-user
auth-pass
<value>

get snmp-user
auth-pass

set snmp-user
auth-pass
<value>

add snmp-user
priv-type
<value>

get snmp-user
priv-type

set snmp-user
priv-type
<value>

Mpumepsbl

WEP-2ac# set
snmp-group RO
read-view view-
all

WEP-2ac# get
snmp-group RO
read-view
view-all
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Knacc

snmp-target

SNMPv3-TapreTbl
ANns nony4yeHus
SNMP traps

serial

NocneposartencH
bllA
poctyn K CLI

Mopgknacc

priv-pass

host

port

user—-name

status

baud-rate

DYHKUNA

Koy windppoBaHus

IP-agpec, Ha
KoTOpbIn ByayT
oTrnpaB/ieHbl Tpansl

Homep nopra, Ha
KoTopbI 6yayT
0TNpPaBATLCA
SNMP-Tpansl

Vimsa nonb3osarens
SNMPv3

Craryc

CkopocTb nepegayn
naHHbIX (Serial
baudrate

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

add, get, set

add, get, set

add, get, set

add, get, set

get, set

get, set

CuHTaKkcuc

add snmp-user
priv-pass
<value>

get snmp-user
priv-pass

set snmp-user
priv-pass
<value>

add snmp-target
host <value>

get snmp-target
host

set snmp-target
host <value>

add snmp-target
port <value>

get snmp-target
port

set snmp-target
port <value>

add snmp-target
user-name
<value>

get snmp-target
user-name

set snmp-target
user—-name
<value>

get serial
status

set serial
status <value>

get serial baud-
rate

set serial baud-
rate <value>

Mpumepsbl

WEP-2ac# set
serial status up

WEP-2ac# get
serial status

up

WEP-2ac# set
serial baud-rate
115200

WEP-2ac# get
serial baud-rate
115200
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Knacc

telnet

Joctyn k CLI
no NpPoTOKOY
Telnet

ftp-server

FTP-cepsep

firmware-
upgrade

O6HoBneHue MO
TOYKM AocTyna no
HTTP

untagged-vlan

HacTpoiika
HeTermpoBaHHbIX
VLAN

Mopgknacc

status

status

upgrade-url

progress

validate

start

vlan-id

status

DYHKUNA

Craryc

Craryc

http://<server
IP>[:<server port>]/
filename

OTob6paxeHune
cTatyca npouecca
o6HoBNeHus MO

YctaHoBute 'yes'
A5 NoOATBEPXAEHMUS
haiina

YcTtaHoBuTe 'yes'
ONst Hauana
06HOBNEHMA MO

VLAN ID ans
NCMNosib30BaHus
HeTerMpoBaHHbIX
VLAN

Craryc

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get

set

set

get, set

get, set

CuHTaKkcuc

get telnet
status

set telnet
status <value>

get ftp-server
status

set ftp-server
status <value>

get firmware-
upgrade upgrade-
url

set firmware-
upgrade upgrade-
url <value>

get firmware-
upgrade progress

set firmware-
upgrade validate

set firmware-
upgrade start

get untagged-
vlan vlan-id

set untagged-
vlan vlan-id
<value>

get untagged-
vlan status

set untagged-
vlan status
<value>

Mpumepsbl

WEP-2ac# set
telnet status up

WEP-2ac# get
telnet status

up

WEP-2ac# set
ftp-server
status down

WEP-2ac# get
ftp-server
status

down

WEP-2ac# get
firmware-upgrade
upgrade-url

WEP-2ac# get
firmware-upgrade
progress

WEP-2ac# set
untagged-vlan
vlan-id 1

WEP-2ac# get
untagged-vlan
vlan-id

1

WEP-2ac# set
untagged-vlan
status up

WEP-2ac# get
untagged-vlan
status

up
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PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Knacc Mopgknacc DYHKUNA Bo3MoxHble CuHTakcuc Mpumepsbl
KoOMaHAbl
managed-ap mode Pexxnm get, set get managed-ap WEP-2ac# set
mode managed-ap mode
Ynpasnsiemast down
To4YkKa AocTtyna set managed-ap
mode <value> WEP-2ac# get
managed-ap mode
down
ap-state Craryc Touku get get managed-ap WEP-2ac# set
poctyna ap-state managed-ap ap-

state down

WEP-2ac# get
managed-ap ap-

state

down
switch- IP-agpec get, set get managed-ap WEP-2ac# get
address-1 KommyTaTopa 1 switch-address-1 managed-ap

switch-address-1

set managed-ap
switch-address-1

<value>
switch- IP-agpec get, set get managed-ap
address-2 KommyTartopa 2 switch-address-2

set managed-ap
switch-address-2

<value>
switch- IP-appec get, set get managed-ap
address-3 KommyTaTtopa 3 switch-address-3

set managed-ap
switch-address-3

<value>
switch- IP-agpec get, set get managed-ap
address-4 KommyTartopa 4 switch-address-4

set managed-ap
switch-address-4

<value>
pass-phrase [laponb set set managed-ap
KOMMyTaTopa pass-phrase
<value>
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Knacc

Mopgknacc

dhcp-
switch-
address-1

dhcp-
switch-
address-2

dhcp-
switch-
address-3

dhcp-
switch-
address-4

managed-
mode-
watchdog

dhcp-ip-
base-port

cfg-ip-
base-port

DYHKUNA

IP-appec
kommyTtartopa DHCP
1

IP-agpec
kommyTtaTopa DHCP
2

IP-agpec
kommyTtartopa DHCP
3

IP-agpec
kommyTtartopa DHCP
4

Bpewms, yepe3
KoTopoe
CTOPOXEBO Taimep
(watchdog)
nepesarpysut
cucTemy npu
Heo6xoaumocTh (B
MUHYyTaXx)

(0-1440)

DHCP Base IP nopt

HacTtpouts Base IP
nopt (1-65000)

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get

get

get

get

get, set

get, set

get, set

CuHTaKkcuc

get managed-ap
dhcp-switch-
address-1

get managed-ap
dhcp-switch-
address-2

get managed-ap
dhcp-switch-
address-3

get managed-ap
dhcp-switch-
address-4

get managed-ap
managed-mode-
watchdog

set managed-ap
managed-mode-
watchdog <value>

get managed-ap
dhcp-ip-base-
port

set managed-ap
dhcp-ip-base-
port <value>

get managed-ap
cfg-ip-base-port

set managed-ap
cfg-ip-base-port
<value>

Mpumepsbl

WEP-2ac# get

managed-ap dhcp-
switch-address-1
104.116.116.112.
58.47.47.49.57.5
0.46.49.54.56.46

49.54.46.49.54.4
8.58.57.53.57.53

WEP-2ac# get
managed-ap dhcp-
switch-address-2
2

WEP-2ac# get
managed-ap dhcp-
switch-address-3

WEP-2ac# get
managed-ap dhcp-
switch-address-4

WEP-2ac# set
managed-ap
managed-mode-
watchdog 0

WEP-2ac# get
managed-ap
managed-mode-
watchdog

0]

WEP-2ac# get
managed-ap dhcp-
ip-base-port

WEP-2ac# set
managed-ap cfg-
ip-base-port
57775

WEP-2ac# get
managed-ap cfg-
ip-base-port
57775
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Knacc Mopgknacc

ip-base-
port

ip-tnl-udp-

port

ip-udp-port

ip-ssl-port

ip-capwap-
src-port

ip-capwap-
dst-port

DYHKUNA

Base IP nopt

Tunnel UDP IP nopt

UDP IP nopt

Secure SSL IP nopt

CAPWAP Src IP
nopt

CAPWAP Dst IP
nopt

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get, set

get, set

get, set

CuHTaKkcuc

get managed-ap
ip-base-port

set managed-ap
ip-base-port
<value>

get managed-ap
ip-tnl-udp-port

set managed-ap
ip-tnl-udp-port
<value>

get managed-ap
ip-udp-port

set managed-ap
ip-udp-port
<value>

get managed-ap
ip-ssl-port

set managed-ap
ip-ssl-port
<value>

get managed-ap
ip-capwap-src-
port

set managed-ap
ip-capwap-src-
port <value>

get managed-ap
ip-capwap-dst-
port

set managed-ap
ip-capwap-dst-
port <value>

Mpumepsbl

WEP-2ac# set
managed-ap ip-
base-port 25459

WEP-2ac# get
managed-ap ip-
base-port
25459

WEP-2ac# set
managed-ap ip-
tnl-udp-port
25459

WEP-2ac# get
managed-ap ip-
tnl-udp-port
25459

WEP-2ac# set
managed-ap ip-
udp-port 25460

WEP-2ac# get
managed-ap ip-
udp-port

25460

WEP-2ac# set
managed-ap ip-
ssl-port 25461

WEP-2ac# get
managed-ap ip-
ssl-port

25461

WEP-2ac# set
managed-ap ip-
capwap-src-port
25462

WEP-2ac# get
managed-ap ip-
capwap-src-port
25462

WEP-2ac# set
managed-ap ip-
capwap-dst-port
25463

WEP-2ac# get
managed-ap ip-
capwap-dst-port
25463
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Knacc

dotlx-
supplicant

802.1X
CyMNnAVKaHT

mgmt-acl

Cnucok agpecos,
paspeLleHHbIX ans
ynpaBneHuns

Mopgknacc

status

user

password

mode

mgmt-
address-1

mgmt-
address-2

mgmt-
address-3

mgmt-
address-4

DYHKUNA

Craryc

802.1X
nosib3oBaTeslb-
cynnavkKaHT

802.1X naposb
nonb3oBarens

Pexum

IP-agpec
ynpassnieHus 1

IP-appec
ynpasneHuns 2

IP-agpec
ynpasnexus 3

IP-appec
ynpasneHus 4

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

set

get, set

get, set

get, set

get, set

get, set

CuHTaKkcuc

get dotlx-
supplicant
status

set dotlx-
supplicant
status <value>

get dotlx-
supplicant user

set dotlx-
supplicant user
<value>

set dotlx-
supplicant
password <value>

get mgmt-acl
mode

set mgmt-acl
mode <value>

get mgmt-acl
mgmt-address-1

set mgmt-acl
mgmt-address-1
<value>

get mgmt-acl
mgmt-address-2

set mgmt-acl
mgmt-address-2
<value>

get mgmt-acl
mgmt-address-3

set mgmt-acl
mgmt-address-3
<value>

get mgmt-acl
mgmt-address-4

set mgmt-acl
mgmt-address-4
<value>

Mpumepsbl

WEP-2ac# set
dotlx-supplicant
status down

WEP-2ac# get
dotlx-supplicant
status

down

WEP-2ac# get
dotlx-supplicant
user

WEP-2ac# set
mgmt-acl mode
down

WEP-2ac# get
mgmt-acl mode
down

WEP-2ac# get
mgmt-acl mgmt-
address-1

WEP-2ac# get
mgmt-acl mgmt-
address-2

WEP-2ac# get
mgmt-acl mgmt-
address-3

WEP-2ac# get
mgmt-acl mgmt-
address-4
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Knacc Mopgknacc

mgmt—

address-5

cluster clustered

HacTpoiiku
KnacTtepa

location

cluster-
name

ipversion

member-
count

DYHKUNA

IP-appec
ynpasneHunsa 5

AKTMBMpOBaTb/
OTKIOUNTL PeEXnM
knactepa gns
JaHHoro y3na

PacnonoxeHwne
Knactepa

Wmsa knacTtepa ans
npucoeayrHeHus K
HEMY

Bbibepute Bepcuio
IP npotokona: IPv4
nnn IPvé

Uncno ycTpoiicTe B

Knacrtepe

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get, set

get, set

add, get, set

get

CuHTaKkcuc

get mgmt-acl
mgmt-address-5

set mgmt-acl
mgmt-address-5
<value>

get cluster
clustered

set cluster
clustered
<value>

get cluster
location

set cluster
location <value>

get cluster
cluster-name

set cluster
cluster-name
<value>

add cluster
ipversion
<value>

get cluster
ipversion
set cluster
ipversion
<value>

get cluster
member-count

Mpumepsbl

WEP-2ac# get
mgmt-acl mgmt-
address-5

WEP-2ac# get
cluster
clustered

softwlc

WEP-2ac# set
cluster
clustered 0

WEP-2ac# set
cluster location
Moscow

WEP-2ac# get
cluster location

Moscow
WEP-2ac# set

cluster cluster-
name root

WEP-2ac# get
cluster cluster-
name

root
WEP-2ac# set
cluster

ipversion ipv4

WEP-2ac# get
cluster
ipversion

ipv4
WEP-2ac# get

cluster member-
count

2
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Knacc

Mopgknacc

clustering-
allowed

compat

operational
-mode

cluster-
ipaddr

priority

reauth-
timeout

DYHKUNA

Pa3pewueH nu
pexuMm KnacTtepa
AN faHHoro y3na

Mogens
YCTPOIACTBA,
BXOASALLErO B
knactep

Pexunm paboThl

IP-agpec
YCTPOWCTBA,
yrpas/isoLLero
Knactepom

Mpuoputet

VIHTepBau1 BpemeHu

[0 NOBTOPHOM
ayTeHTUdmkaumm

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get

get

get

get, set

get, set

get, set

CuHTaKkcuc

get cluster
clustering-
allowed

get cluster
compat

get cluster
operational-mode

get cluster
cluster-ipaddr

set cluster
cluster-ipaddr
<value>

get cluster
priority

set cluster
priority <value>

get cluster
reauth-timeout

set cluster
reauth-timeout
<value>

Mpumepsbl

WEP-2ac# get
cluster
clustering-
allowed

true

WEP-2ac# get
cluster compat
WEP-2ac

WEP-2ac# get
cluster
operational-mode
1

WEP-2ac# set
cluster cluster-
ipaddr
192.168.1.1
WEP-2ac# get
cluster cluster-
ipaddr
192.168.1.1
WEP-2ac# set

cluster priority
1

WEP-2ac# get
cluster priority

1

WEP-2ac# set
cluster reauth-
timeout 300
WEP-2ac# get
cluster reauth-

timeout

300
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Knacc Mopgknacc

secure-mode

pass-set

secure-
mode-status

DYHKUNA

Pexwvm 6e3onacHoro
06beanHeHUs

3HauyeHue
napametpa 1, ecnm
naposnb
CKOHpUrypmpoBaH

CocTtosiHue paboTbl
be3onacHoro
pexnma

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get, set

get

get

CuHTaKkcuc

get cluster
secure-mode
set cluster
secure-mode
<value>

get cluster
pass-set

get cluster
secure-mode-
status

Mpumepsbl

WEP-2ac# set
cluster secure-
mode 1

WEP-2ac# get

cluster secure-
mode

WEP-2ac# get
cluster pass-set

WEP-2ac# get
cluster secure-
mode-status

Disabled
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Knacc

cluster-member

CocTosHne
YCTPOMWCTB
KnacTtepa

Mopgknacc

mac

ip

compat

location

uptime

is-dominant

DYHKUNA

MAC-agpec

YCTPOWCTBA,

BXOASLLErO B
knactep

IP-appec
YCTPOWCTBA,
BXOASLLErO B
knactep

Mogens
YCTPOIACTBA,
BXOZALLEro B
Kknactep

PacnonoxeHue
ycTpovicTea

Bpemsa c MmomeHTa
BK/IlOYEHNA
yCcTponcTBa

JomuHnpyoLee
YCTPOICTBO

Bo3MOXHble
KOMaHAbl!

get

get

get

get

get

get

CuHTaKkcuc

get cluster-
member mac

get cluster-
member ip

get cluster-
member compat

get cluster-
member location

get cluster-
member uptime

get cluster-
member is-
dominant

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Mpumepsbl

WEP-2ac# get
cluster-member
mac

EO:D9:E3:50:06:C
0]

A8:F9:4B:B5:FB:A
0

WEP-2ac# get
cluster-member
ip
100.110.0.200
100.110.0.249
WEP-2ac# get

cluster-member
compat

WEP-2ac

WEP-2ac

WEP-2ac# get
cluster-member
location

Moscow
Moscow
WEP-2ac# get

cluster-member
uptime

2923

1260

WEP-2ac# get
cluster-member
is-dominant

true

false
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Knacc

cluster-fw-
member

Crartyc 3arpysku
MO Ha ycTpoiicTBO
B K/lactepe

cluster-
firmware-
upgrade

HacTpoiiku
KnacTtepa

Mopgknacc

priority

firmware-
version

cluster-

controller

mac

fw-
download-
status

upgrade

DYHKUNA

Mpunoputer

Bepcua MO

KoHTponnep
Knacrtepa

IP-apgpec
YCTPOWCTBA,
BXOASLLETO B
knactep

MAC-agpec

YCTPOICTBA,

BXOASILLETO B
Knactep

CocTosiHMe 3arpysku
MNno

(Start/stop) HauaTb/
OCTaHOBUTb
npoLecc 3arpy3ku

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Bo3MOXHble
KOMaHAbl!

get

get

get

get

get

get

get, set

CuHTaKkcuc

get cluster-
member priority

get cluster-
member firmware-
version

get cluster-
member cluster-
controller

get cluster-fw-
member ip

get cluster-fw-
member mac

get cluster-fw-
member fw-
download-status

get cluster-
firmware-upgrade
upgrade

set cluster-
firmware-upgrade
upgrade <value>

Mpumepsbl

WEP-2ac# get
cluster-member
priority

0

0

WEP-2ac# get
cluster-member
firmware-version

1.21.1.14

WEP-2ac# get
cluster-member
cluster-
controller

no

yes

WEP-2ac# set
cluster-
firmware-upgrade
upgrade Start

WEP-2ac# get
cluster-
firmware-upgrade
upgrade
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Knacc

Mopgknacc

upgrade-url

upgrade-
method

upgrade-
status

upgrade-
members

DYHKUNA

3anosiHnThb url B
chopmare tftp://
<ip>/<image_name>

all/selective/< >,
MeToq, 06HOB/EHNS

Tekywuin ctatyc
06HOBNEHMWIA

Cnucok IP-agpecos
YCTPOWCTB B
knactepe,
pa3geneHHbIX
3andaTon

Bo3MOXHble
KOMaHAbl!

get, set

get, set

get

get, set

CuHTaKkcuc

get cluster-
firmware-upgrade
upgrade-url

set cluster-
firmware-upgrade
upgrade-url
<value>

get cluster-
firmware-upgrade
upgrade-method

set cluster-
firmware-upgrade
upgrade-method
<value>

get cluster-
firmware-upgrade
upgrade-status

get cluster-
firmware-upgrade
upgrade-members

set cluster-
firmware-upgrade
upgrade-members
<value>

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

Mpumepsbl

WEP-2ac# set
cluster-
firmware-upgrade
upgrade-url
tftp://
192.168.1.2/
Wep-2ac_1.21.0.2
44 .tar.gz

WEP-2ac# get
cluster-
firmware-upgrade
upgrade-url

tftp://
192.168.1.2/
Wep-2ac_1.21.0.2
44 .tar.gz

WEP-2ac# set
cluster-
firmware-upgrade
upgrade-method
all

WEP-2ac# get
cluster-
firmware-upgrade
upgrade-method

all

WEP-2ac# get
cluster-
firmware-upgrade
upgrade-status

Not Initialized

WEP-2ac# set
cluster-
firmware-upgrade
upgrade-members
192.168.1.1,192.
168.1.3

WEP-2ac# get
cluster-
firmware-upgrade
upgrade-members

192.168.1.1,192.
168.1.3
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7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa

Bepcua 1.22

Bepcusa 1.21

Bepcua 1.20

Bepcusa 1.19

Bepcusa 1.18
Bepcusa 1.17

Bepcua 1.16
Bepcua 1.15

Bepcua 1.14

Bepcusa 1.13

Jarta Bbinycka

21.06.2024

08.09.2023

21.04.2023

09.09.2022

03.06.2022
22.04.2022

03.12.2021
30.09.2021

07.12.2020

09.04.2020

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

CopepxaHue n3mMeHeHui
CuHxpoHu3saums ¢ sepcuein MO 1.25.0
KoppekTupoBka:

MogmeHto «<VAP»
MogmeHo «SSH»

MogmeHto «Telnet»

4538

+ 4.6.3

+ 464

* 4.6.8 NogmeHo «<SNMP»
4.8.1

5

3

MoameHto «Configuration»
JlononHuTenbHble KOMaHAbI

HacTtporika BUPTYa/lbHbIX TOYEK AOCTYyNa
H(VAP?

+ 5.5.

+ 5.6.

Wi-

CuHxpoHn3auus ¢ Bepcumeii MO 1.24.0
KoppekTuposka:

+ 4.6.9 MogmeHto «Time Settings (NTP)»
[o6asneHo:

+ 5.6.7 HacTpolika Radar
CuHxpoHu3auus ¢ sepcumeid MO 1.23.0
KoppekTupoBska:
+ 5.6.3 HacTpoiika BMpTyasibHbIX TOYEK AOCTYyNa
Wi-Fi (VAP
+ 5.6.8 CuCTEMHbIE HACTPOIKM
CuHxpoHu3auusa c Bepcueid MO 1.22.4

Jo6asneHo:

+ 5.5.6.3 Hactpoiika WGB-ARP-Timeout
KoppekTupoBka:

+ 4.12 MeHto «Workgroup Bridge»
CuHxpoHu3aums ¢ Bepcuein MO 1.22.2
CuHxpoHn3auus ¢ sBepcumeii MO 1.22.1
KoppekTuposka:

+ 4.5.5 MogmeHio «Radio»

+ 5.6.2.1 JlononHUTEeNbHbIE

HaCTPOWKM 6ecnpoBOAHbIX MHTepdelicoB
+ 5.6.8 HacTtpoiika cepsuca APB

CuHxpoHu3aums ¢ sepcuein MO 1.21.1
CuHxpoHu3auus ¢ sepcueid MO 1.21.0
CuHxpoHusaums ¢ sepcuein MO 1.20.0
O6beamHeHNe NpeablayLLMX BepCcuii pykoBOACTBA B

€VHbIVi OKYMEHT

CuHxpoHn3auus ¢ Bepcueii MO 1.19.3
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Bepcus gokymeHTa

Bepcusa 1.12
Bepcna 1.11
Bepcua 1.10

Bepcna 1.9

Bepcusa 1.8

Bepcua 1.7

Bepcusa 1.6

Bepcusa 1.5
Bepcua 1.4
Bepcna 1.3
Bepcusa 1.2
Bepcusa 1.1

Bepcua 1.0

Jarta Bbinycka

24.02.2020
01.10.2019
05.06.2019
12.02.2018

30.11.2018

10.08.2018

8.05.2018

26.12.2017
30.10.2017
02.08.2017
01.02.2017
16.12.2016
20.07.2016

Bepcusa nporpaMmmHoro obecnevenuns 1.25.0

PykoBogacTBo no akcnayatauun WEP-2ac, WEP-2ac Smart

CopepxaHne UsmeHeHumn

CuHxpoHu3auus ¢ Bepcueid MO 1.19.0
CuHxpoHu3aums ¢ Bepcuein MO 1.18.1
CuHxpoHu3auus ¢ sepcmeid MO 1.17.0

CuHxpoHusaums ¢ sepcuein MO 1.16.0

CuHxpoHu3auus ¢ sepcmeid MO 1.15.0

CuHxpoHusaums ¢ sepcuein MO 1.14.0

CuHxpoHu3auusa c sepcveid M0 1.12.2
KoppekTupoBka:

+ XapakTepucTuka ycTpoiicTea
CurHxpoHu3auus ¢ Bepcueli 1.11.4
CvHxpoHu3auus ¢ Bepcueli 1.11.2
CuHxpoHusaums ¢ sepcuein 1.10.0
CuHxpoHu3auus c Bepcueid 1.9.0
CuHxpoHu3aums ¢ sepcuein 1.8.0

MepBas nyb6nvkaLms.
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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